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Network Ping Diagnosis

Abstract:

A ping (Packet Internet or Inter-Network Groper) is a basic Internet program that allows a
user to test and verify if a particular destination IP address exists within or if it is reachable
in the existing network and can accept requests in computer network administration. This
application note explains IP addresses and how to use them for troubleshooting the
network with the Ping command.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 IE-Training Kit-01 2881730000 1.1.2 (Build 125086)
2
3

IE-Training Kit Content

No. Component name Article No. Hardware / Firmware version
1 IE-SR-4TX 2751270000 1.4.7
2 IE-SW-ALO8M-8TX 2682280000 1.08
3 IE-SW-ALO5M-5TX 2682250000 1.14
4 IE-CS-MBGW-2TX-1COM 2682600000 3.11

Software reference

No. Software name Article No. Software version
1

File reference

No. Name Description Version
1
Contact
Weidmdiller Interface GmbH & Co. KG For any further support please contact your
Klingenbergstralie 26 local sales representative:
32758 Detmold, Germany https://www.weidmueller.com/countries
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites for doing

You need to have the following hard- and software and documentation
e Industrial Ethernet Training Kit
e Application Note Industrial Ethernet Training 01 “Setting up default configuration of IE
Training Kit” for applying default IP address configuration
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3 IP addresses

An IP address is an identifier for devices in a network. It might be compared to a postal address.
Almost every device that participates as a member of a network has an IP address. However,
there are devices, like unmanaged switches that do not have an IP address as they are working
with MAC addresses. IPs are used for identifying the sender and to specify the destination of a
packet or telegram.

3.1 Types of IP addresses

e Unicast addresses
It identifies a unique node on a network and usually refers to a single sender or a single
receiver.

e Multicast addresses
It represents a group of IP devices and can only be used as the destination of a datagram.

e Broadcast addresses
It is used to target all system on a specific network instead of every single device.
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4 Internet Protocol version 4 (IPv4)

IP stands for Internet Protocol and v4 stands for Version Four (IPv4). IPv4 was the primary
version brought into action for production within the ARPANET in 1983.

IP version four addresses are 32-bit integers which will be expressed in decimal notation like
our 8-port switch’s IP for example: “192.168.1.20".

4.1 Parts of IPv4

e Network part:
The network part indicates the distinctive variety that is appointed to the network.
The network part conjointly identifies the category of the network that is assigned.
In our case, our switch’s network part (written in bold numbers) would be:
“192.168.1.20”

e Host Part:
The host part uniquely identifies the element on your network. This unique part of
the IPv4 address is assigned to every host.
For each host on the network, the network part is the same, however, the host part
must vary. The switch’s host part (written in bold numbers) is: “192.168.1.20.” and
the router’s host part would be: “192.168.1.10”
Note: if a device has multiple physical network interfaces, like our router having a
WAN and LAN network interface, the network part may vary

e Subnet mask:
The subnet mask divides the IP address into the network part and the host part.
Local networks that have massive numbers of hosts are divided into subnets and
subnet numbers are appointed to that. For example, a subnet mask of
255.255.255.0 allows to have 253 different devices assigned to your network,
excluding the broadcast IP address “192.168.1.255” and the network’s own IP of
“192.168.1.0".

4.2 Characteristics of IPv4

e IPv4is a 32-bit IP Address.
o IPv4 is typically a numeric address, and its bits are separated by a dot.
e It has Unicast, broadcast, and multicast style of addresses.
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5 Internet protocol version 6 (IPv6)

IPv6 is the most recent version of the Internet Protocol (IP), which can solve the problem of IPv4
address exhaustion and allow the growth of the Internet (particularly in the era of the Internet of
Things).

5.1 Advantages of IPv6

Reliability

Faster Speeds: IPv6 supports multicast rather than broadcast in IPv4. This feature allows
bandwidth-intensive packet flows (like multimedia streams) to be sent to multiple
destinations all at once.

Stronger Security: IP Security, which provides confidentiality, and data integrity, is
embedded into IPv6.

Routing efficiency

Most importantly it is a solution for growing nodes in global network.

5.2 Disadvantages of IPv6

Due to the IPv6 addresses having numbers and letters, the complexity in the network
topology increases

Lack of backward compatibility causes confusion during the transition as every device and
the network itself must be adapted to the new IP

As of now, only one third of the internet supports IPv6 meaning it can cause accessibility,
connectivity and compatibility issues
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6 Ping IPv4

Ping is a network utility command line that is based on Internet control message protocol (ICMP)
used in Windows command prompt (cmd) and OS X (Terminal). Ping in its basic form is a packet
of data sent from a requester to a host, then the host sends a packet of data back to the requester,
acknowledging the transaction. During this process the ping measures two aspects: packet-loss

and latency

To ping an IPv4 address of a switch while another switch is connected to the computer, the
following connections must be made initially:

Figure 1: Topology of the network

Operating PC
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6.1 Ping over Web front end

Connect your computer via ethernet cable to the switch’s Ethernet interface port.

For the “IE-SW-ALO8M-8TX” switch open a web browser and type in http://192.168.1.20.
Navigate to “Monitoring/Diagnosis” and check into “Ping”.

Type in the IP Address of the other switch (according to the image above, 192.168.1.30)
and you will get the following results:

Industrial Ethernet Switch Configuration

IE-SW-ALO08SM-8TX

Weidmiiller %<

Configuration changed and applied but not saved! www.weidmueller.com
Expand Tree Menu P'ng m

System Information

& Front Panel IP Address : | 192.168.1.30
) _| Basic Settings
o) For etge
# __) Redundancy
@ _] Multicast
@ _] VLAN
& __| Traffic Prioritization Plng Log
# __) DHCP Server/Relay
@ _] SNMP =

< Pinging 192.168.1.30: seq 1 sent..

& _| Security Reply seq 1 from 192.168.1.30
© _| Wamings

= _§ Monitoring/Diagnosis
[ System Event Log
MAC Address Table

Pinging 192.168.1.30: seq 2 sent ..
Reply seq 2 from 192.168.1.30

Pinging 192.168.1.30: seq 3 sent ..

& Port Overview Reply seq 3 from 192.168.1.30

@ Port Counters

Port Monitorin Pinging 192.168.1.30: seq 4 sent...
ik 9 Reply seq 4 from 192.168.1.30
raffic Monitor

&)
Save Configuration
Factory Defauit
System Reboot
Logout

Ping complete: sent 4, received 4

o

=
=2
=
2
°
£
o
£
w
]
o
w

Figure 2: Pinging 5-port switch from 8-port switch web interface
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6.2 Ping over Command Prompt

To ping an IP Address from your command prompt, follow these instructions:

1.

2.

4.

Press the windows button and enter “‘cmd”. Then, open the application.

All Apps Documents Settings More ¥

Best match

! Command Prompt

App
S
i Command Prompt
0 CmbDust

OO0 CodeMeter Command Prompt

Settings

Figure 3: Open the Command Prompt

After opening the command prompt enter the command “ping” and the
destination IP address separated by a space.

»ping 192.168.1.36

Figure 4: Ping over Command Prompt

As a result, 4 packets will be sent to the destination IP address. Underneath the
ping statistics the details are displayed. These include the numbers of packages
sent, received, and lost.

Figure 5: Lost/Received Packets

The last information displayed is the latency of the pings in ms. They are shown
as a minimum, maximum and an average time for the packets to travel.

Approximate round trip times in milli-seconds:

Minimum = &ms, Maximum = 2ms, Average = 1ms

Figure 6: Latency of the Ping
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7 Ping IPv6

To ping an IPv6 address, a certain setup needs to be done primarily:

1. Right-click on the icon indicated below and open Network and Internet settings.

@ 18°C Stark bewolkt

Figure 7: Opening Network Settings

2. Check in to Change adapter options.

<« Settings - (m} %
@ Home Status
[ Find a setting =] ] Network status
Network & Internet g E @
I & Status Ethernet 3
weidmueller.com
@& WiFi You're connected to the Internet
if you have a limited data plan, you can make this network a
il  Mobile metered connection or change other properties.
Ethernet 3 12.81GB
%3 Ethernet From the last 30 days
®  Dial-up Properties Data usage
% VPN Ethernet 4 69 MB

From the last 30 days

£~ Flight mode Properties Data usage

«» Mobile hotspot

@ Show available networks
ie

View the connection options around you.

@& Proxy

Advanced network settings

g Change adapter options

View network adapters and change connection settings

% Network and Sharing Centre

For the networks that you connect to, decide what you want to share,

Figure 8: Opening the Change adapter options
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3. Here, identify the ethernet that is connected to your switch. In case of multiple ethernets,
please disconnect and reconnect the ethernet connected to the switch and you will notice

which one is the required ethernet connection.

& Network Connections

4 &« Al Control Panel ltems »

Organise

luetooth-Netzwerkverbindun

=L B
o

7 itemns

Metwork Connections

[ Cisco AnyConnect Secure
Meability Client Connection

LAM-Verbindung® 2

Figure 9: Ethernet connections

After right clicking on the ethernet connection (here, Ethernet 4), please go to “Properties”.

',';. Ethernet Status
General

Connection
IPw4 Connectivity:
IPw& Connectivity:
Media State:
Duration:
Speed:

Activity

Sent

Bytes: 84.535.481

M properties M Disable

Internet

Mo network access
Enabled

02:37:46

100.0 Mbps

e

i~

-

.LE Received
ey -
o

231.034.086

Diagnose

Close

X

Figure 10: IPv6 properties
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[ Ethernet Properties *

Networking  Sharing

Connect using:

I? Intel{R) Ethemet Connection (4) 1215-LM

This connection uses the following tems:

Q05 Packet Scheduler A
& Intemet Protocol Version 4 (TCP/IPv4)
O . Microsoft Network Adapter Multiplexor Protocal
3 Microsoft LLDP Pratocol Driver
. Intemet Protocol Version 6 (TCP/IPvE) |
. Link-Layer Topology Discovery Responder
4 Link-Layer Topology Discovery Mapper /0 Driver W
< >

Install.... Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
nietwvork:.

QK Cancel

Figure 11: navigating to IPv6

Set the IP-address “£d00: :1” as shown below.

4. Now, double click on “Internet Protocol Version 6 (TCP / IPv6)”.

Internet Protocol Version 6 (TCP/IPVE) Properties
General

‘fou can get IPv6 settings assigned automatically if your network supports this capability.

Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

() Obtain an IPvS address automatically

(®) Use the following IPv6 address:

1PV address: | fdon:: 1|
Subnet prefix length: 124
Default gateway: |

Obtain DS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

[Jvalidate settings upon exit

Figure 12: changing IPv6 address
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6. To login to the interface of the switch, enter the IP address of the switch “192.168.1.20”

into the browser’'s URL field.

7. To configure the IPv6 address, we need to navigate to “Basic Settings” and click on the
option “IPv6 Setting”. Now, we can enter the following IPv6 address into the address field:

“FDO00::2” and “Apply” our new settings.

Industrial Ethernet Switch Configuration

IE-SW-ALO8M-8TX

Weidmiiller %<

Configuration changed and applied but not saved!

www.weidmueller.com

- IPv6 Setting
Auto Configuration : | Disabled v

Expand Tree Menu
System Information
[ FrontPanel

Weidmailer 32

= _y Basic Settings

I Address FD00::2

Link Local Address | FE80::215:7EFF:FE1D:28

[+ _) DHCP Server/Relay

& _] SNMP

3 _| Security

® _] Wamings

=1 _4 Monitoring/Diagnosis
System Event Log
MAC Address Table
% Port Overview
Port Counters
% Port Monitoring
Traffic Monitor
Ping

Figure 13: Changing IPv6 on 8TX-Switch

e

if
. .i

~ =
L)

2

L]
L

»

4

S FastEthernet Switch

The browser now asks to reconnect to http://[FD00::2]. Hit “OK”.

[£680::215:Teff-fe1d:28) says

Industrial Ethern Oachet 1o i arnoads
IE-SW-ALOSM-8T ¥—1

- IPv6 Setting
Auto Configuration : | Disabled v |

I System Seting Address  [FDOO 2
Link Locad
Aaare™ |FES0-215TEFFFE1D28

® Save Configuration
X Factory Detautt
[ System Reboot 5

Figure 14: Reconnecting to Web frontend
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8 Results

In this Application Note we have achieved the skillset to prepare a network for a Ping Diagnosis.
The ping cannot run continuously but can be very helpful as a first step of finding problems in a
network. E.g., we can check if there is traffic coming through our devices, meaning that we can
detect a misconfigured/broken device in the network. Furthermore, we can generate intended
traffic between devices in the network which can be used for various methods of network
operations such as checking the traffic between the devices.
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