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Setup of PROCON-WEB ES on u-0S

Abstract:

This application note helps you creating your first visualization with PROCON-WEB ES on a
u-OS device. It describes the installation of both the Designer software on your PC and the
runtime app on u-OS. Furthermore, you learn how to build, download, and run a small
visualization project with a connection to the CODESYS runtime via OPC UA.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 UC20-WL2000-AC 1334950000 u-0S 2.0.0
l0T-GW30 2682620000 u-0S 2.0.0
2682630000

Software reference

No. Software name Arl\ﬁlcfle Software version
1 CODESYS Development System SP18 Patch 4
2 CODESYS Runtime App 4.7.0.0-2
3 PROCON-WEB Designer and RT From 6.6.0

Contact

Weidmdller Interface GmbH & Co. KG
Klingenbergstralie 26
32758 Detmold, Germany

For any further support please contact your
local sales representative:
https://www.weidmueller.com/countries

www.weidmueller.com
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Introduction

PROCON-WEB ES is a tool to create HMI solutions for web-based visualization. It is a platform
neutral solution for embedded systems. The visualization is created by the PROCON-WEB
designer and can be loaded to the embedded system.

On u-0S, you can use the PROCON-WEB ES app to be able to download and run PROCON
WEB visualizations. It is possible to display the visualization with every current web browser.
PROCON-WEB offers different communication protocols, like OPC-UA or Modbus TCP.

Find more information online; PROCON-WEB (weidmueller-gti-software.com)

AN00103v1_2023/04 Weidmiiller 3¢ 5
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3 Install PROCON-WEB

3.1 Apponu-0OS

Requirements:
1. u-OS device with internet access.
Procedure:
1. Open the u-OS web-interface and change to the “App manager” tab.
2. Click on the “Install app” button and open the App hub. This might take some time.
3. Click on the “PROCON-WEB Embedded Systems” button, select the version and install
the app.

FIle Drowser
2.230-5

Node-RED (bridge network)
3.02-

Node-RED (host network)
3.02-1

Portainer
2071

PROCON-WEB Embedded System
6611

Figure 1: App hub
4. After a successful installation, the app manager displays the installed app.

Help ® aimin ®

B PROCON-WEB Embedded System  [IEEAMLCH

_@ 6.6.1-1

Figure 2. PROCON-WEB app
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5. Now it is possible to open the “System Management” web interface of the PROCON-WEB
runtime. - Click on the “PROCON-WEB App”-> click “open”-> enter the password.
Default login settings are:

Username: Administrator
Password: procon

Inside the “System Management” you can view the settings of the PROCON-WEB
runtime.

System Management
Projects

Current Project

Project List
[m]
0O  default

() versi
Y

Figure 3: System Management

6. Future updates can be installed via the “App manager” of u-OS. Open the app and click
on “Check for updates”. Install any updates if necessary.

<— u-0S Control Center ]

00 oveny ¢ PROCON-WEB Embedded System

oo lew
PROCON-WEB Embedded System [ runninG |
6.6.1-1

@ Network & internet HMI runtime for intuitive and web-based machine operation.

. ) ) 7 open @ Uninstall
£3) Identity & access F w
Software & updates

Vendor
~
f) Recovery Weidmiiller GTI Software GmbH
Georg-Mayr-Str. 9
@ G 978128
eneral
Marktheidenfeld

Germany

Figure 4: check for updates

3.2 PROCON-WEB Designer on a PC

Requirements:
1. Windows PC with internet access.

Procedure:
1. Open the Weidmueller support-center and search for PROCON-WEB.
2. Click on the “Software” filter box and change to the tab “Downloads”.

AN00103v1_2023/04 Weidmiiller 3¢ 7
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3. Download the current PROCON-WEB Designer and possible updates or patches.

Search Results

Pap—

G\K Procon-Web % Advanced ~ E

Al D Product Catalogue Online Documentation Wideo Tutorial
Selected Filters
Relevance ~
Software 3
Filter For Download Categories Last Modification Date 17.11.2022 L= [
] Product Support PROCON-WEB 6.6.0 SCADA Designer and Runtime
O User Documentation
O Approval/Certificate/Docurment of Conformity
Product Change Notification
U = Last Modification Date 20.03.2023 L= [
O Technical Documentation
PROCON-WEB_Patch_6.6.4_SCADA_Designer
[ Tender Specification

O White Paper

Software Downloads ~
Saftware I 0o -

[0 Device Description

O Firmware
[ Library & Function Block
[ Oriver

Figure 5: support-center

4. Install the main software and possible updates or patches on your PC.
5. After successful installation, you can start the PROCON-WEB Designer.

AN00103v1_2023/04 Weidmiiller 3¢
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4 PROCON-WEB Project

Requirements:
1. Windows PC with installed PROCON-WEB Designer.
Procedure:
1. Start the PROCON-WEB Designer.
2. Click on “Do not search for copy protection again” button if you want to use the free
designer version with limited tag count (variables) without a license dongle.

Attention:
Without a license it is possible to use up to 2000 tags. There are no other restrictions.
If you need more tags, it is necessary to buy a license.

3. Open or create a new PROCON-WEB project. The following chapter 4.1 explains how to
create a small “hello world” project. Skip these steps if, e.g., you already have project.

4.1 Hello World Project with OPC-UA Server connection

Requirements:
1. Device with u-OS and installed CODESYS app, connected to the PC running PROCON-
WEB Designer
2. CODESYS project with a configured and running OPC-UA Server on the u-OS device.
3. CODESYS project contains a String, Int and Bool variable that are published via OPC-UA.
Procedure:
1. - Click on “New project’> select a “Project name”-> change the “Target system” to
“‘Embedded Systems”-> select a Template (Empty project)-> click on “Ok”.
©

Mew project

Project

Open project

Projectname: | Test_u_ 05

File name: Test_u_0S
C\PROCON-WEB\DesigneriworkData\ Browse
Repair project Targetsystem: | Embedded Systems  [v oK
Templates
il Empty project Mobile_device Na
HMI/SCADA HMISCADA HM

About

0SS Licences bl

Opticns

Close

Ter
buti

Empty project (Default)

Figure 6: create new project
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2.

Open the “Process variables” inside the “project tree” > select the “Driver selection” >
mark the box for “OPC-UA V2" - click on “Connections” - click on “New” - put in a
name for the connection - adjust settings for the connection - click “OK”.

For example, the default URL for a UC20-WL2000-AC connected via USB would be:

opc.tcp://192.168.10.202:4840

Attention:

The “driver connection settings” depends on the configuration of the OPC-UA Server
in CODESYS. For a connection to CODESYS OPC-UA Server change the default
entry of “SubscribeTimestampChanges” to “false”. Please also refer to chapter 4.2.

Class editor EDE ¥| Activate filtering
141  abedc | H:Etl

*+@ PLC import Activate groupin -
meric  Text RSt Show et Fittothe Fitto Reset
¥ Reorganise indices | columns - screen  content

eate View Advanced Table view Column size

& *Siamng page EStart x @Prooess varizbles (Tags) > *@PLC process variableimport X

&

8 Mumeric class: | DefaultNumericClass ~ Boolean class: | DefaultBooleanClass v String class: | DefaultStringClass bV Manage classes
Starting page [ Take Min/Max from PLC [] Take Number of decimal places from PLC ] Take comment from PLC
Slobal dictionary
fion Symbel R ImportParameter + Action B A Name =
Juntime Y& | On this line for each column,  filter can be set.
Jystem dizlogues
Test u 05)
“roject protocol Driver Selection
“ile management
ocal dictionary
% Plant structure
Configurati
LR Is Active A Name 4 Description A Parameter - Connections %

Jser management
“rocess connection

Y% | On this line for each column, a filter can be s

et

3 Configuration 1
E gk 2 O
M: Process vanables (Tag 3 O
1] Bystem vaniables 4 ]
E Structures
B
lessage processing 6 g Treiber
Jata
Iser interface ? X
?‘g Configuration
E Style guide Driver Connection
=] Picture classes
= Pictures
i) Starting pictures / Layo
[i=] (ooooT) Start
_:] Mavigation elements
@) Device configuration / N Type + Name + ~
Seript B 1 TCP CODESYS
Parameter & Value Ea
1 opc.tep://192.168.10.202:4840
admin
Paderborn
—
4 Ereigniseninetiert
1
o e oK Cancel
£ s
17 estampChan... false 1 L
> 2 Single false
dom 8 - ) UseEn, false
1 proc 3 10 MonitoredDiscard true v
wntAl 2000
+s vanable count with ar Show equals Show unequal
E 2
_ New i oK Caneel e 000000

Figure 7: Driver selection

3. We will now import the existing variables by browsing the CODESYS OPC UA server.

- Open the “Process variables” inside the “project tree”> select the “PLC import” - click
on “Add’-> put in the OPC-UA Server URL, e.g., opc.tcp://192.168.10.202:4840 >

AN00103v1_2023/04 Weidmiiller 3¢ 10
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put in the user credentials to connect to the OPC-UA Server-> click on “Connect’>
browse to the variables from your CODESYS project and select them-> click on “Apply”.

Class editor | #O Driver selection F 7] Activate filtering [2==2)
11000 3141 abede EDE :H:ﬁ [F= H
Activate grouping =
Bool Numeric Text Show Fittothe Fitto  Reset
ly Reorga indices | cglumns * screen content
Create View Advanced Table view Column size
i - n s
M starting page [Estart x  EProcessvariables (Tags) %  *QPLC process variableimport X
Filter h4
4 Designer Numeric class: DefaultNumericClass - Boolean class: | DefaultBooleanClass ~|  Stingclass:| D ~ M | Driver:
9 OPC-UA V2
% I [ Take Min/Max from PLC (] Take Number of decimal places from PLC ] Take comment from PLC Filter %
Global dictionary
y Dek
4 Localisation Symbol 8 ImportParameter & Action a8 Name |
Y& | On this line f h column, a filter can be A Project

4 Project (Test_u_0S)
9 Project protocol
File management

OPC-UA Driver import

Import-Parameter

Local dictionary
[J# Plant structure

b £¥ Configuration

b & User management

4 offy Process connection

admin

Search sub-nodes
i avtom sfter
selection
Apply

[Eg Configuration
&

] Proces:

&1 structures o
b 4\ Message processing
b i Data

4[] User interface

Selectior
3 Style guide =]
b [ Picture classes
[= Pictures
4 [iZ Starting pictures / Layout pictures:
=] (00001) Start

Navigation elements
(® Device configuration / Navigation

> [ Seript

Figure 8: PLC import

Connection to the

OPC-UA server (URL: ope tep:

blished.

Obiect-Parameter

[1#+ DeviceSet
[J#s DeviceFeatures
-[0% UC20-WL2000-AC

£ Resources

-] Application

aee DeviceManual
{Jsse DeviceRevision
{35 GiobalVars

i [ ame sText

WE

.4, uiCount
be

Mantfaclurer
Model
" Programs

4. - Click the “Read Symbols” button to view the OPC-UA Server variables - select the
variables you want to use or click on “Mark Action Row” to select all variables-> right click
on the Action Row (variables) and click “Import Now”.

Numeric class: DefaultNumericClass v Boolean class
[] Take Min/Max from PLC [] Take Number of decimal places
Syméel 8 ImpertParameter
% | On this line for each column, 2 filter c £
1 DeviceSet UC20-WL2 . Minlntern=-83988558588
2 DeviceSet_UC20-WL2.. Minlntem=0' MinExtern=0.
3 DeviceSet_UC20-WL2.. Minlntem=0', MinExtern=0.

Show equals

Figure 9: Import variab

[ Show unequal [ Show new

AN00103v1_2023/04

DefaultBooleanClass ~ String class: | DefaultStringClass ~ Manage classes Driver.
OPC-UAVZ
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A Project Path Prefix

| Don'timport nojE

Den'timport now
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Neverimport
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5. Close the window. The new variables are visible inside the “Process variables” view and
now it is possible to use the variables directly inside the PROCON-WEB project.
6. Select the created “Connection” for every OPC-UA variable.

= * || ¥ starting page [@stert % #FProcess variables (Tags) X
ﬁ Name B.C  Defaut & Unit 8 NumAmay 8 Edemal = Driver = 10 o -
L= % | On this line for e mn, a filter can be set |
K Starting page
2 Global dictionary 1 Defaulthlum | 1 Merker
lsation 2 | O Merker
% Runtime 3 | Default | — Merker
2 System dialogues 4 | - Merker
sct (Test_u_0S) 5 Sta anOff | m} — Merker
) Project protocol 6 b DeviceSet UC20_ WL2000_AC_Resources_Application_GlobalVars_GVL_uiCount b 00 1, OPC-UAV2 | Bidir | SBESE E
T File management 7 DeviceSet LIC20_1/L2000_AC_Resources_Application_Programs_PLC_PRG_xTest | 0 OPC-UAV2 e Bicir | CODESYS
2 Local dictionary 8 DeviceSet LIC20 WL2000 AC Resources Application_ GlobalVars GVL sText | OPC-UA Sir OPC-UAV2 e Bicir | CODESYS
¥ Plant structure
¥ Configuration

L User management
i Process connection
Eg Configuration
] Units
BEE[Froocs voriabics ()]
i21] System variables
1] Structures

Messane nrressing

Figure 10: connection

7. - Open the “Start” Picture-> click on the text icon-> select dynamic text.
R /N emma

- ETable ] Web browser 5% OR code

) . D . Wizard @ CustomContro
Mounting Drawing Test = a -1- ‘ ynamic text
Constant text Help
Mode Simple control Text label Complex controls

“roject tree n

Filter Y
4 Designer
ﬁ- Starting page
|_| Global dictionary
4 Localisation
E_'a Runtime
E_E' System dialogues
4 Project (Test_u_05)
6) Project protocol
E File management
|5 Local dictionary
[]*» Plant structure
3 -ﬂ- Configuration
4 ... User management
4 gi Process connecticn
L_'a Configuration
& Units
@ Process variables (Tags)
@ System variables
@ Structures
P . Message processing
b i@ Data
4 [ User interface
Eg' Configuration
b [iig Style quide
3 E Picture classes
Pictures
li=| Starting pictures / Layout pictures
= e
TR ——
@ Device configuration / Navigation
b [[# Seript
Figure 11: Start picture

@Prooess variables (Tags) X
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8. —>Create a name for the class object - click on “Tag” > select the OPC-UA “String”
variable - adjust the size (string length) of the variable - write a default value to the
variable = click “Ok” - edit the number box (color, size, format...) = click “Ok”.

0 Instance ——————> (8 Ciass a 1 instance [] As a template for toolbox
©_Dynsmic_Text & Dynamic_Text
I
Y =] Defauttview [ Process varisble view }
Object Atribute group Value
[=F~— e_Dynamic_Text =-}# Display Tag
e JC20_WL2000_AC_Resources_Application_GiobalVars GVL sTs
T
Defsult
)
Atribute group b Troe
. Arial; 12pt Regular: Western
::’éc Display M System Black (8255, R=000, G=000, B=000)
123 Format [ System Transparent (4000, R-255, G255, B-255]
[ & lnput [ 1 Eal
O
O 4
O Process variabl
O
O
O
t DeviceSet IC20_ WL 2000_AC Resources_Application_ GlobalVars GUL_sText
O
Tag  Systemtag
Name 2 & Global @ B Ox B MinPC B Max PC @ MinPLC B MsxPLC & Default w®
% (L

1 DefaultStringVariable

2 DeviceSet_UC20_WL2000_AC_Resources_Application_GlobalVars_GVL_sText

OPC-UA String Value
—

Figure 12: string variable

Note:

It is possible to write a default value to the different variables. This way, it should be
easier to work with the respective object. Without a default value, the object is empty
inside the designer edit window.

9. - Click on the numeric icon - select Numeric digit.

D

Common tools Picture

i

» - |- = - o Fa Table
MNumeric digit ? Chart
Boolean digit | Report
Simple controls

m| [ |-

* || M starting pace i=Istart
Figure 13: numeric icon

10. - Create a name for the class object 2 click on Tag = select the OPC-UA “Int” variable
-> adjust the size and decimal place of the variable - click “Ok” - edit the text box (color,
size, format...) = click “Ok”.
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e (0 instance [ As atemplate for toolbox
=
Y [5] Defeultview [E Process varisble view
Object Atribute group Attribute Value
B +=¢_Numeric_Count - Display Value Tag
5.1 DefaukNumencVariable
T
Attribute group ~ Default
?
riables
2Set UC20 WL2000_AC_Resources_Application_GlobalVars_GVL_uiCount
Systemtag
ame Zmment B Global I eInx & Min PC & Max PC alwnPLc B MaxPLC 8 Default & Unit
% | m
DefaultflumericVarizble | 12 0.00 10.00 0.00 10.00 i,
b DeviceSet_UC20_WL2000_AC_Resources_Application_GlobalVars_GVL_uiCount \ 1 1 -99993.0 1999990 -93999.0 99993.0 00 i,

Figure 14: numeric variable

11. - Click on the check box icon - Create a hame for the class object - click on “Tag” >
select the OPC-UA “Bool” variable-> click “Ok” - edit the check box (size, format...) >
click “Ok”.

il
HI

,.I ” D E - @ = E-oa| BTeek Wes browser 8 R code fes e ]| 2 Foreground colour =

Odoocoe@ £
. [ chart  [#] wizard [ customControl = Background colour Py
= s
g T m [G)n @18 | g e BIUSE o GvoTER ;

o Edit Contro ' ? X

[m
]
&

— (&) Class a ) instance [ As a template for toolbox

_CheckBox
in

LR _ChockBox Y Defaultview [E3 Process variable view
Objest Attribute group
B+ ¢ _CheckBox 2 Display

Value

T
T
102
19

Tag
118 DefaultBoolean\Vanible
Design

[ Checkbox Default

Attribute aroup

: DeviceSel_UC20_WL2000_AC_Resources_Application_Programs_PLC_PRG_xTest

Tag  Systemtag
o Mame A Comment  + DisplayName  # DisplayComment -2 Global A #0x &

St %

o
(7

— =
—
BOEKR m

1
1
1
1

1
2
3
4

I(:igure 15: check bo

12. > Setup the objects inside the “Start” Picture and click the “Create” button to create the
runtime of your project.
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“ Project envirenment Common tools Picture editing Picture

-K\j =2 Open project | Save project il Open library % oé * 1S Update
New Message

2] Target system &} Open browser

K Delete project | F# Save projectas #% Close libra Connect
= g i J_ Backu g v Text Process Create ¢ .
project [& Close project - - e @ 54 Synchrenise
Library Import / Export Project Runtime
roject tree 3 ) & ;
*ﬂa‘hngpam Esm x n;ﬁﬁm:vm&la(‘l’ag) x

Filter L
1 Designer

4} Starting page

&l Global dictionary
i Localisation

Eg Runtime

E_E‘ System dizlogues
i Project (Test_u_0S)

YO Project protocol

% File management
2 Local dictionary
[1# Plant structure
b 4 Configuration
b & User management
4 gi Process connection
E_En' Configuration
&1 Units
& Process variables (Tags)
&1 System varizbles
g:ﬁ Structures
b 4 Message processing
b i@ Data
4 [T User interface
?g‘ Configuration
3 Style guide
b ’E Picture classes

Navigation elements
(@) Device configuration / Navigation
b [ Script

Figure 16: Start Picture

13. > Click on “target system”-> put in the IP address of your u-OS device - click “Ok”.

e

D] Target system h Cpen browser
Connect
Meszage Process Create

v variable ~ 54 Synchronise

Import / Export Project Runtime

= Search for PROCON-WEB

IP address /
[address || 152.163.10.202

Figure 17: Target system
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14. > Click on “Connect” button - put in the password (default: procon)-> click on “Project”
to transfer the created project to the u-OS device - close the window.

Picture

% oé * nG-UPdﬂiﬁ‘ 3] Ta m @} Open browser
" Connect
Text Message Process Create |
- variable ~ S Synchronise
Import / Export Project Runtime

st X #Process variables (Tags) X

Project transfer

12:51:02 Project transfer started
12:51:08  File 98 of 98 transferred (ui-icons_cd0ala_256x240.png)

12:51:08 Project successfully transferred to target system
12:51:12  Project is running
12:51:12  Project transfer completed

Figure 18: project transfer

15. Open aweb browser and enter the correct URL to view the visualization. The URL consists
of the IP address of your u-OS device and the port 65300.
For example, if connected via USB to a UC20-WL2000-AC with default settings, use the
following URL: http://192.168.10.202:65300/

& > C A Nichtsicher | 192.168.10.202:65300/7peid=a782843a-464d-4bdb-a0d0-0a4f55fad 1c2

Figure 19: Visualization
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4.2 OPC-UA Security settings

To connect the PROCON-WEB runtime with an OPC UA server it is necessary to check the server
settings. There are different security options.

CODESYS example:

Device Security Settings

Setting Value
= [ CmpOPCUAServer
9, CommunicationPolicy POLICY_AES1285HAZ56RSADAEP
A, CommunicationMode ALL: Add all available modes. Mo sec ~
A, Activation ACTIVATED
9, UserAuthentication ENABLED
A, AllowlserPasswordOnPlainted NO
A, ApplicationName OPCUAServer@ucm
a, CompanyOrOrganizationName
A City
A State
* Country

Description

Suppart for all policies beginning with Aes1285ha256RsaCaep (AES 128 with SHA256)

Add all available modes. No security, just signed, signed and encrypted

Activates the OPC UA Server. [Default]

Activates the user authenticaiton forthe OPC UA Server. [Defautt]

Forbids to tramsit the password in a plaintext way.

The application name of the OPC UA server. This will be used for the cerificate and the ApplicationName fields of the OPC UA Server.
The name of the arganization running the OPC LA server. (f empty field is ignored)

Will fill up the city field of the OPC UA Server certfficate. F empty the field won be used.

Will fill up the state field of the OPC UA Server cerificate. f empty the field wont be used

Will fill up the country field of the OPC UA Server certificate. if empty the field wont be used.

Figure 20: CODESYS default security settings

If the entry “Communication Mode” is set to “All: Add all available modes...”, the PROCON-WEB
runtime connects without a certificate only by user authentication.

Type += Mame
1 TCP CODESYS

-+

Wwintesingle

ingleConnect

5

[

7 SubscribeTimestampChanges
8 S

9

|IseEndpoint

10 MaonitoredDiscard
11 Errfs\nfait

12 Kill

13 Timer

14 Sessionlo

15 DataTo

16 WiteTo

17 RefreshCycle

18 MaxMonitored

19 MaonitoredQueus
20 MaonitoredSampling

10
0

Figure 21: PROCON-WEB Driver connection

It is also possible to communicate without user credentials if the server accepts anonymous login.
You can activate anonymous login in CODESYS: - Device - check the anonymous login box.
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Soreen =8  Symbol Configuration Im Device xI

¢ = Devie

o .
Gateway .
Change Runtime Security Policy X
Communication
Current policy Optionalencryption
MNew policy Optional encryption bl

The device supports both encrypted and unencrypted communication.
This can be decided by the user.

Code Signing
Current policy all
Mew policy All il

All types of application code accepted.

Device User Management

Current policy Enforced user management
Mew policy Enforced user management A

The user management on the device is active and cannot be disabled by the user,

Allowanonymous login

, certain registered components (e.g. OPC UA) can
establish a connection without providing credentials even if user management is
enabled.

Figure 22: CODESYS anonymous login

If the entry “Communication Mode” is set to “Min_Signed” or “Signed and Encrypted”, the
PROCON-WEB runtime creates and sends a certificate to the server.
In CODESYS, this certificate must be moved to the “Trusted Certificates” folder.

@ Security Screen X (™2 Symbol Configuration m Device
Infermation ‘. | Information  Issued for Issued by Valid from Walid until
= m Devic * !'. |Weidmuel|erG‘I‘I@t3575ceab898 WeidmuellerGT1@ca575ceabd98 19.04.2023 13:09:15 06.04.2073 13:09:15 (> 1 year)
)
B8 Quarantined Certificates .

=

Attention:

It is recommended to use the standard CODESYS settings, shown in Figure 20:
CODESYS default security settings. The certificate-based communication will be
supported with PROCON-WEB runtime app version 6.6.2. or higher!

4.3 Runtime License

Open the System Management of the PROCON-WEB runtime shown in Figure 3: System
Management. Navigate to the “Licenses” option and check the current runtime license.

After a new PROCON-WEB Runtime installation, there is only a “Demo” license with 100 Tags
and two clients activated.
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Attention:
The “Demo” license runs for 1 h. After this time the PROCON-WEB Runtime must be
restarted.

System Management ‘

License

[ Projects

Figure 23: PROCON-WEB License

For the u-OS system it is possible to obtain a free license for 250 Tags and one client. This license
has no time limit.

To get the License it is necessary to download the file ComputerID.cid.> open the PROCON-
WEB “System Management” - navigate to the tab “Licenses” - click on the “Download
Computer ID” button - save the file on you PC.

System Management
License

[[7 Projects

2 100 1

Figure 24: Download Computer ID file (.cid)

To request the license, send an E-Mail with the downloaded file to sales@aqgti.de.
Subject: PROCON-WEB ES 250 Tag License for u-0S
Message: Name of your company
Appendix: attach the downloaded ID file (.cid)

After you received the license file via email, open the PROCON-WEB designer and connect to
the PROCON-WEB Runtime. - open a PROCON-WEB project - click “create” > select the
“target system” > click “Connect” - click on the “License” button - select your license file
(.1ic)~> click “ok”.

The license file is directly downloaded to the PROCON-WEB Runtime.
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an tools Process variable
t il! Open library - C’é * -3 Update | 93 Target system i O
tas ilp Close library
Backup ext Message Process Create
& M - variable = 5S4 Synchronise
Likrary Import / Export Project Runtime
ting page |E|Start x @Prwess variables (Tags) > *@PLC process varisbleimport %
zric class: | DefaulthumencClass w Boolean class: | DefauliBooleanClass v String class: | DefaultStn
tke Min/Max from PLC ] Take Number of decimal places from PLC ] Take comment from PLC
symbsol + ImportParameter + Action £ 4 Name +
T On this line for each column, a filter can be set
Project transfer ? >
21:44:01  License file is transferred

21:44:01  Transfer license ﬂ|a|

2] Project I ] License I

Close

Figure 25: download license file

After successful installation, you can check the license status in the PROCON-WEB Runtime

“System Management”:

System Management

Menu

License

Projects

Figure 26: activated license

® Valid

Licenses
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