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UC20-SL2000-OLAC-EC
Quick Start Guide for using the NTP protocol with OLAC

Abstract:

The document shows how to set up a NTP server on a windows system and on a u-control
SL2000. It shows further, how to set up a u-control SL2000 and a u-view HMI to connect
to a NTP server. NTP(Network Time Protocol) is used to synchronize clocks of different
devices through an IP based network. Therefore, it uses the port 123 of the UDP protocol.
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Hardware reference

No. Component name Article No. Hardware / Firmware version
1 UC20-SL2000-OLAC-EC 2638920000 HW 01.xx.xx
Software reference
No. Software name Article No. Software version
1 WinSCP - 5.19.x
2 PuTTY - 0.75
3 u-create studio 2660130000 1.18a
File reference
No. Name Description Version
1 - -
Contact

Weidmuller Interface GmbH & Co. KG

Klingenbergstralie 26

3275
WWwW

8 Detmold, Germany

.weidmueller.com
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmiller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Using a Windows computer as NTP server
One use case is to setup a Windows PC to act as NTP sever and connect the controller and other

devices to this server.

2.1 Setting up the Windows system

1.) Stop the service “Windows Time”. It is opened by typing “Services” in the search bar. This
may differ if you use another Operating System.

Apps Documents Settings

Email More ¥

Best match

Services
App

e

Apps
®. Component Services

#® SIMATIC Common Services.msi - in
S7CSV

#® SIMATIC Common Services.msi - in
S7CSV

Folders (6+)
Documents - This PC (5+)

Settings (1)

gy
Services

b App
>

{ Open
> Lo Run as administrator

0! oOpen file location

<3 Pin to Start

<3 Pin to taskbar

L Services|
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2.) Right click on the service and select Stop to stop the Service.

5 Services - - O X
File Action View Help
YRR IR
©- Services {Local) . Services (Local)
~
Windows Time MName Description Status Startup Type Log On As @
“Ch Windows Font Cache Service  Optimizes p...  Running  Automatic Local Service
5t[s the service Wi S .
- L5 Windows Image Acquisitio...  Providesim... Manual Local Service
Restart the service X X . X
& Windows Insider Service Provides inf... Manual (Trig...  Local Syste...
indows Installer Adds, modi.. Manual Local Syste..
Deseription: indows License Manager ... Providesinf.. Running Manual (Trig.. Local Service
Maintains date and time
: Windows Management Inst... Providesa c.. Running  Automatic Local Syste...
synchronization on all clients and ¢
servers in the network. If this service & Windows N Start E e Manual Local Syste...
is stopped, date and time s Windows B Sto Win... Manual Network 5...
synchronization will be unavailable. If . Windows N P tth... Manual (Trig...  Local Service
this service is disabled, any services . Pause
’ L
that explicitly depend on it will fail to Sk Windows B fee inst.. Running  Manual Local Syste...
start. £ Windows F Lesume spa.. Manual (Trig...  Local Service
S Windows F Restart pa.. Manual Local Syste...
; Windows F All Tacks , P Running  Manual Local Service
Ok Windows F vice.. Running  Automatic Local Syste...
: Windows F Refresh sinf.. Manual (Trig...  Local Syste...
; Windows R . s R... Manual Metwork S...
Properties .
s Windows § gco.. Running  Automatic (D.. Local Syste..
indows 5 Help fs5e.. Running  Manual Local Syste..
Windows Time ... Running o
indows Update Enables the ... Running Manual (Trig... Local Syste...
&6 Windows Update Medic Ser... Enables rem.., Manual Local Syste...
L4 Windows-Pushbenachrichti.. This service .. Runnina _ Automatic Local Svste... v
\ Extended /(Standard/
Stop service Windows Time on Local Computer

3.) Once the setup has been stopped, there are some registry keys that needs to be changed.
The registry editor is opened by typing regedit in the search bar.

— All Ap Documents Photos Mare Feedback o
I
Best match
»

» Registry Editor
Desktop app

Registry Editor

Desktop app

C—{ Open

4l

Run as administrator
Open file location

Pin to Start

v on B

Pin to taskbar

£ reged it|
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Warning: The registry editor is a very powerful tool and cause serious damage to the
system. It must be used very carefully.

4.) To activate the NTP server two keys needs to be changed.
e Compute\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32
Time\TimeProviders\NtpServer
The key Enabled needs to be set from 0 to 1.

B Registry Editor - [m|
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Services\ W32Time\ TimeProviders\NtpServer
volume A1 Name Type Data
vpa ab] (Default) REG_SZ fvalue not set)
vemraid 54| AllowNonstand... REG_DWORD 0x00000001 (1)
Vs 4| ChainDisable REG_DWORD (00000000 (0)
VSTXRAID . ]
wwifibus 74| ChainEntryTime... REG_DWORD 00000010 (16)
il 24|ChainLoggingR... REG_DWORD (%0000001 & (30)
o W32Time #s|ChainMaxEntries  REG_DWORD 000000080 (128)
L[] Config 84| ChainMaxHostE... REG_DWORD 0xD00000DA (4)
Parameters ab|DllName REG_EXPAND_SZ Sesystemroot3s\system32\w32time.dll
SecureTimeLimits i) REG_DWORD (00000001 (1)
.|| security 4|EventlogFlags  REG_DWORD 000000000 (0)
v TimeProviders i';'_é]lnputpro\rider REG_DWORD 000000000 (0)
MtpClient f;'_&]RequireSecureTi..‘ REG_DWORD 000000000 (0)
NtpServer
YMICTirmeProvider
Triggerinfo
WaaSMedicSve
WacomPen
WalletService
wanarp
wanarpvh
WarplTSve
whennine v
< >

e Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32

Time\Config

The key AnnounceFlags needs to be set from 10 to 5.

ﬁ Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet'Services\W32Time\Config
volume || Mame Type Data
vper 3] (Default) REG_SZ (value not set)
E";”'d o REG_DWORD 0x00000003 (5)
VETXRAID %4 ClockAdjustme... REG_DWORD 0x000D0320 (200)
ifibus 84| ClockHoldoverP... REG_DWORD 0x0000c350 (50000)
wwiiflt 4 EventlogFlags ~ REG_DWORD 0x00000002 (2)
o W3 Time f;'_cﬂFrequenc)rCDrre... REG_DWORD OrDOO0DD004S (4)
[ ceeng £ HoldPeriod REG_DWORD 0x00000003 (5)
Parameters 34| LargePhaseQffset  REG_DWORD DxD2¢af0S0 (50000000)
SecureTimeLimits 24 LastknownGood... REG_QWORD 0x1d0ched024c2000 (130828608000000000)
Security %) LocalClockDispe... REG_DWORD 0x0000000a (10)
TimeProviders s MaxhAllowedPha... REG_DWORD (0500000001 (1)
NtpClient 24 MaxNegPhaseC... REG_DWORD 0x0000d2D (54000)
MtpServer s MaxPollinterval REG_DWORD Cec0000000F (15)
VMICTimeProvider 24 MaxPosPhaseCo... REG_DWORD 0x0000d 20 (54000)
Triggerlnfo #4MinPollinterval  REG_DWORD 0x0000000a (10)
WaaSMedicSve % PhaseCorrectRate  REG_DWORD 00000001 (1)
WacomPen 24 PollAdjustFactor  REG_DWORD 000000005 (5)
WalletService %% SpikeWatchPeriod REG DWORD 0x00000384 (900)
wanarp 24 TimelumpAudit... REG_DWORD (00007030 (23800)
maanr;;?sic 2% Updatelnterval  REG_DWORD 0x00057e40 (360000)
o v || 84 UtilizeSsITimeDa... REG_DWORD 0x00000001 (1)
£ >
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5.) Once the keys are modified, the service “Windows Time” needs to be reactivated and set
to auto start. This is done in the services menu by a double click to the service.

Windows Time Properties (Local Computer) et

General |ogOn Recovery Dependencies

Service name: Wa2Time
Display name: Windows Time
Description: Maintains date and time synchronization on all -

clients and servers in the network. If this service is w

etannad Asta and tima eumesheamizstice wiill ks

Path to executable:
C\Windows system 32 svchost exe 4 Local Service

Startup type: Manual

Service status:

Start Stop Pause Resume

fou can specify the start parameters that apply when you start the service
from here.

Corca | [I0RGR%

6.) Select the Startup type Automatic (Delayed Start).
7.) The last step is to open the Port UDP 123 on the PCs firewall.

There are different firewalls available on the market, this Quick Start Guide does not
go into details on this topic.

2.2 Connecting the PLC to the NTP Server

The PLC can now act as an NTP client, to synchronize its local clock with the clock of the NTP
server, in this scenario the Windows PC. This is done via the item file “gms-timesync.item”. The
file requires a modification.

1.) The IP Address of the NTP server needs to be entered.
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Ig/ Ch\Usersiw010485\Onelrive - Weidmueller Interface GmbH & Co. KG\Desktophgms-timesync.item - Motepad++
2 Datei Bearbeiten Suchen Ansicht Kodierung Sprachen  Einstellungen Werkzeuge Makre  Ausfihren  Enweiterunge
Py sz &]| | (gl EE 1 EEEAo®| @
=] gms4imesync item E3 ‘
2 |-- {c) 2017 by KEBL AG
3 —— www . keba . com
H - Linz/hustria
5 —— 411 rights reserved
—— gms-timesync.item
13 local timeserver = "192.168.101.30"
15 item = {
16  ——— HAME — oo
17 name = "gms-timesync"
13 g === ORDER —mmmmmm o
20 order = 15.0
22 y === VARIBBLES — oo mmmmmmm o
23 variables = {
26 , ——— DEFAULTVARIAELES —————m—mm oo oo
27 defaultvariakbles = {
3 y === TESTTRANSITION — - - oo mm oo oo o
31 testtransition = function (transition)
32 ——Init DeviceService
£ if transition == "Init DeviceService" then
34 return true
£
MNormal text file length : 5.089 lines: 171 Ln:85 Col:31 5el:0]0

2.) Once the IP-Address of the NTP servers has been entered, the file needs to be copied to

the controller, under the path: /opt/deviceservice/items.d.

The .item relies on ntpdate. This program reads the time from an NTP server and sets

the system clock.

3.) First the additional package “libopts25” and then “ntpdate” needs to be installed as a

Debian package.

The packages can be downloaded here:
https://packages.debian.org/de/jessie/armhf/ntpdate/download and
https://packages.debian.org/de/jessie/armhf/libopts25/download

To install the package, the downloaded .deb file needs to be moved to the PLC’s

filesystem (WIinSCP can be used). The following command executes the Installation:

QSG0014v3_2021/11 Weidmiiller 3¢

9


https://packages.debian.org/de/jessie/armhf/ntpdate/download
https://packages.debian.org/de/jessie/armhf/libopts25/download

Quick Start Guide for using the NTP protocol with OLAC

sudo
> sudo dpkg -i [path of the package]

192.168.101.100 - PuTTY — O X

sudo dpkg -1 ntpdate_4.2.6.p5+dfsg-T+debs

4.) After successful Installation, the package can be tested by the command:

> sudo ntpdate -b -t 5 [ip address of the server]

01.30 offset -0.004044

After the package has been installed, the PLC can be rebooted and the time from the NTP server
is set as system time of the PLC during startup.
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5.) A successful read of the time from a NTP server is also displayed in the Trace of u-create

studio.
[— 4 meem e e s cmmm e g e —m e —
I'I'race
‘ i Eiltasl. — ||
Save oscroll ‘
2019-10-24 :44:57.038| Setting controller time from timerssrver 192.168.101.30... Success!

2019-10-24 :45:04.032| Setting up KSEH... done.

20159-10-24 13:45:04, 2T e, & & S Toing syscall clock functions
2019-10-24 13:45:07.886| Setting CoDeSys TargetID for Device (Ordernumber=2637530000) to 0402
2019-10-24 13:45:52.750| Cmp=CM, Class=1, Error=0, Info=10, pszlInfo=System: <cmp>CmpSettings<,
2019-10-24 13:45:59.9%25| Cmp=CmpRouter, Claaa=l, Errcr=0, Info=1, pszlnfo=Setting router <inst

2019-10-24 13:45: .928| Cmp=CmpRouter, Class=1, Error=0, Info=1, pszInfo=Setting router <inst
2019-10-24 13:45: .927| Cmp=CmpRouter, Class=1, Error=0, Info=1, pszInfo=S5Setting router <inst
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3 Using the PLC as NTP Server

Another use case for the NTP protocol is to setup a NTP server on the PLC, to synchronize the

clocks of other devices with the PLC’s clock.

There is a possibility, that the NTP package causes real time issues on the PLC. Just
use it in case if there is no other possibility to implement a NTP server in the setup.

The NTP server is included in the package “chrony_1.30-2+deb8u2_armhf.deb”, which can be

found here:
https://packages.debian.org/jessie/armhf/chrony/download

To install the package, the downloaded .deb file needs to be moved to the PLC’s filesystem

(WinSCP can be used). The following command executes the Installation:
> sudo dpkg -i [path of the package]

After the package has been installed, the PLC can be used as NTP server
for the server can be found here:
[etc/chrony/chrony.conf

The configuration below shows the default configuration.

. The configuration file

[’ fetc/chrony/chreny.conf - 192.162.101.100 - Editor - WinSCP

= iz [EIRR- ] & & ¥=] | Enceding ~ [] Color~ & @
% This the default chrony.conf file for the Debian chrony package. After
# editing this file use the command 'invoke-rc.d chrony restart’ to make
# your changes take effect. John Hasler <jhasler@debian.org> 1998-2008

# See www.pool.ntp.org for an explanation of these servers. Please

# consider joining the project if possible. If you can't or don't want to
# use these servers I suggest that you try your ISP's nameservers. We mark
# the servers 'offline’ so that chronyd won't try to connect when the link
# is down. Scripts in fetc/ppp/ip-up.d and fetc/ppp/ip-down.d use chronyc
# commands to switch it on when a dialup link comes up and off when it goes
# down. Code in /etc/init.d/chrony attempts to determine whether or not

# the link is up at boot time and set the online status accordingly. If

# you have an always-on connection such as cable omit the ‘offline’

# directive and chronyd will default to online.

#

# Note that if Chrony tries to go "online” and dns lookup of the servers

# fails they will be discarded. Thus under some circumstances it is

# better to use IP numbers than host names.

server @.debian.pool.ntp.org offline minpoll 8
server 1.debian.pool.ntp.org offline minpoll &
server 2.debian.pool.ntp.org offline minpoll &
server 3.debian.pool.ntp.org offline minpoll &

# Look here for the admin password needed for chronyc. The initial

# password is generated by a random process at install time. You may

# change it if you wish.

keyfile /etc/chrony/chrony.keys

# Set runtime command key. MNote that if you change the key (not the

# password) to anything other than 1 you will need to edit

# Jetc/ppp/ip-up.d/chrony, /etc/ppp/ip-down.d/chrony, /fetc/init.d/chrony
# and /fetc/cron.weekly/chrony as these scripts use it to get the password.

commandkey 1

# I moved the driftfile to /var/lib/chrony to comply with the Debian
# filesystem standard.

driftfile /var/lib/chrony/chrony.drift

# Comment this line out to turn off logging.

Line: 1/95 Column: 1 Character: 35 (0x23) Enceding: 1252 (ANSI - La
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To test the NTP server from a Windows system, the following command can be used from the
Windows PowerShell:
w32tm /stripchart /computer:192.168.101.100 /samples:5 /dataonly

The result should look like this.

EN Windows PowerShell — O >

E
1
1
1
1
1

el
[Fy]
(]
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4 Connecting a u-view HMI to an NTP Server

The Weidmuller u-view HMI’s offer the possibility to connect to a NTP server out of the box.

This setting can be done on the Device configuration website. This website can be accessed by
entering the HMI’s IP-address into a web browser.

Device Configuration X +

& C A Nichtsicher | 192.168.101.40

it Apps || Weidmiller || u-mation Gerste || Diverses Deepl Ubersetzer

Device configuration

General options

Hosthame Panel
Internet connectivity WAN v
Keyboard layout DE v

Date and time

Mode Auto (MTP server)

MTP sarver 192.168.101.100

Date 2019 Y |10 Y|l 25 Y
Time 02 Y| 33 b

Time zone {(UTC+01:000 Amsterdam, Berlil ¥

Once the Device configuration has been opened, ode dropdown menu in the section “Date
and Time” needs to be set to “Auto (NTP server)” and the NTP servers IP-address needs to be
inserted into the field “NTP server”.
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