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Chapter 1: Overview u-link Remote Access Service
1.1 General information
1.2 How u-link is working / Involved components
1.3 Features of Entry Version (free of charge)
1.4 Features of chargeable Standard Versions

1.5 Link to buyable u-link licenses
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Chapter 1 - Overview u-link Remote Access Service

1.1 General information

The Weidmiiller u-link Remote Access Service allows an easy and secure access of Service

PCs to remote local Ethernet networks via the Internet. < i
The VPN-based access of a Service PC to remote networks will be provided by the web-based |
u-link Portal service (VPN server) and a Weidmiiller Router (VPN client) located
in a remote target network.

The u-link VPN server is used as a meeting point and connects a Service PC to

a Router (both running as VPN clients) to allow an encrypted data communication
between the PC and remote Ethernet devices connected to the LAN port of the
Router.

Using the u-link VPN server as public accessible meeting point both a Service PC
and a Router only need to establish an outgoing VPN connection to the Internet
which usually is allowed and compliant to IT security requirements.

For secure data integrity the u-link Remote Access Service uses for each u-link system account
its own server and database instances (secure separation of u-link accounts).

The data communication between an account specific u-link VPN server and remote clients
(Service PCs and Router) is based on a certificate-secured OpenVPN communication
(Encryption RSA 2048, x509 certificates).

Based on customer requirements the u-link Remote Access Service is offered with following

variants:

= Entry Version (free of charge, no time limitation of use)

= Versions Standard 150/300/500/ and more (Extended features, buyable use license, 1 year
license validity)

= When using a “Standard Version” additional VPN licenses can be purchased to use more
than 3 simultaneous VPN pass-through connections of a Service PC to a remote
router/network.

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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Chapter 1 - Overview u-link Remote Access Service

1.2 How the u-link Remote Access Service is working / Involved hard and
software components

The u-link Remote Access Service consists of the 3 components...

= Web accessible u-link Portal servers to manage the customer specific account.

— Device configuration representing the real devices located in the field.

— User configuration representing the Service PCs which do a remote access.

— Providing the VPN based pass-through connection between a Service PC and a

Router / Remote network.

= Main u-link components: Web server (Portal access), VPN server, Database server
and the WWH server (world wide heartbeat).

= By creating/registering an u-link system account for each account the Portal server
instances will be created exclusively.

= Windows-based PC
= Uses Software ‘u-link VPN client’ for secure communication with remote devices via
the u-link VPN server.
= Browser based access to u-link Portal to select the target devices for remote access.
= Currently MS Windows versions 7, 8, and 10 are supported.

= Weidmiiller Router located in the remote network providing the access to connected
devices at LAN port.
= Useable models: All Weidmdller Router variants except model E-SR-2GT-LAN-FN (for
routing/NAT/security applications, does not support VPN)
= u-link is supported from firmware version 3.0.2 (Update downloadable).
= Routers already installed in Security/Firewall applications can be extended to use
u-link additionally.

Weidmiiller 3£
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Chapter 1 - Overview u-link Remote Access Service

1.3 Features of Entry Version (free of charge)

General features

= Can be used free of charge, no time limitation of use

= Maximum 50 Router objects configurable (Access points
to a remote network)

= No limit on the number of configurable service users

= 2 VPN pass-through connections (Service PC - u-link
VPN server - Router/Remote network) simultaneously
usable.

= Bandwidth of VPN connection (calculated on total data
volume of a system account)
= max. 500 kBit/sec for data volume <= 1 GB/Month

(not guaranteed)

= max. 64 kBit/sec for data volume > 1 GB/Month

= No guaranteed system availability

Functional features

Service Desk

Weidmiiller 3£

Connection status PC: No VPN connection to u-link Portal
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Actions
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Documents
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Mo documents to

topology.

mments

Sample screenshot of a flat Device

i nens w4 All Router objects (Entry version)

= Device Management (Router/Device configuration representing the remote accessible devices)

= Device topology can only be designed as a flat structure (All Router objects directly are arranged among the root container).

= User Management (Administration of Service users)

= Each defined service user has access to any configured object (Router/Remote network devices)
= Each created user is member of default “Service group” with pre-defined user permissions (not changeable)
= Administrator has full featured access, service users may maintain the Device management (no User Management).

V1.5.1/ Oct, 2020
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1.4 Features of chargeable Standard Versions

Service Desk

va riants Connection status PC: Mo VPN connection to u-link Portal
= Standard Versions having following extended features related S - J ot s
to the Entry Version: © 7 NoRoderRemate netert selectable
= Standard 150: Maximum 150 Router objects configurable [[Te=cTorolon Properte:
(Access points to a remote network) T e e || Devie Tve ot
= Standard 300: Maximum 300 Router objects configurable 4 @ Demos Comien

P = S I N
= | = | Sample screenshot of a complex

e . Switch [E-SW-VLOBMT-5TX-35C Activation

= Standard 500: Maximum 500 Router objects configurable

= Standard more: As many Router objects configurable as | sweneswooumsncast . Device topology. - _
the customer needs 5@ Hannover Fair Hall 11 Booth 60 cnevd Itis organized in hierarchical sub-
= To use a standard version a usage license has to be TS o 7758 piion = f;?rzt:éiﬁﬁgiﬁztﬁﬁ ,r/.glzjouPS) i
purchased having 1 year license validity. s [ Maraged Swicn '\D\mu applications
= Upgrading from a lower version or extension of validity of a g e o] The visibilty and accessibilty of |-
running version easily can be done by entering the B seraEnenet Converer “ configured objects (Locations, .
purchased license key in Account Management by Account I WLAN AccessPomiCientEnidge W onmeq Groups, Routers and user-defined |~
Administrator | Jl.:P'eM:f (Remete Hamenance) Ethernet devices) can be
;j! Fanel 1647 (Sinal Wing) individually configured for Service

users by user groups.

ﬂ-! Tripod

General features of all Standard versions
= 3 VPN pass-through connections (Service PC - u-link VPN server - Router/Remote network) simultaneously usable
= Optional use of additional simultaneously VPN pass-through connections (buyable license key)
= Remote device topology can be organized by a tree-like structure (Locations, Groups, definable container objects)
= Group-based organization of service users with different permissions allows a selected access to device topology objects
= Advanced reporting and statistical information
= Bandwidth VPN connections (calculated on total data volume of a system account)
= 1 Mbit/sec for each VPN tunnel up to a monthly data volume of 5 GB (guaranteed)
= 500 kBit/sec for each VPN tunnel if the monthly data volume exceeds 5 GB
= Additional 1 GB/Month at 1 Mbit/sec per additional purchased VPN connection
= General bandwidth limitation of all VPN connections to 500 kBit/s if the monthly data volume exceeds 12 GB
= System availability: = 99,6%
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1.5 Link to buyable u-link licenses

= For detailed information about
available license types please check
the Weidmdiller product catalogue.

» Open www.weidmueller.com
» Select ‘Product Catalogue’
» Select ‘Active Industrial Ethernet’

» Then select section ‘u-link Licences’
in product group overview

Hyperlink to u-link licenses
(Weidmdller product catalogue)

Weidmiiller 3£

Weidmiiller <

» www.weidmueller.com

Online Catalogue » Active Industrial Ethernet » U-LINK licences
Quick access

U-LINK licences

Active Industrial Ethemet &

The wlink Remote Access Service is offered to be use

Entry-Version

« Can be used free of charge, no time limitaticn of

» Maximum 50 Router objects configurable (Acces:
Versions Standard 150/300/500/unlimited

« Configurable Router objects from 150 up to an u

« Advanced functions and features compared to th
Additional VPN connection licenses

« License key useable for all Standard versions

« Additional data volume with guaranteed bandwic

Products:

€ > C [I catalog.weidmueller.com/procat/Group.jsp;jsessionid=990FA708B4E47C752E35C46803D93A027groupld=("group24492521678718") &page=Group

Product catalogue » Product wizard | » Help m

The Weidmiller u-link Remote Access Service allows an easy and secure access of Service PCs to remote Ethemet devices via the Intemet.

U-LINK licences T The VPN-based access of a Service PC to remote devices will be provided by the web-based u-link Portal service (VPN server) and a Weidmiiller Router (VPN client)
located in a remote target network. The u-link VPN server is used as a meeting peint and connects a Service PC to a Router (both running as VPN clients) to allow
an encrypted data communicaticn between the PC and remote Ethemnet devices connected to the LAN port of the Router.

Using the u-link VPN server as public accessible meeting point both a Service PC and a Router cnly need to establish an outgoing VPN connection to the Internet
which usually is allowed and compliant to IT security requirements.
For secure data integrity the u-link Remote Access Service uses for each u-link system account its own server and database instances (secure separation of u-link
accounts). The data communication between an acceunt specific u-link VPN server and remote clients (Service PCs and Router) is based on a certificate-secured
OpenVPN cemmunication (Encryption RSA 2048, x509 certificates).

» Engish Search word(s) il

Type: U-LINK-LIC-STD-150-1Y
Order No.: 2447050000

Version

“Standard 1507 version software licence for u-link Remote Access Service. Can
be used to upgrade an entry version or to extend period of a “Standard 150"
version

» PDF data sheet » Add to Inquiry List

Products:

Type: U-LINK-LIC-STD-154-1v

[ 1] Order No.: 2447050000 4—

(o)

Type: U-LINK-LIC-STD-300-1Y
Order No.: 2457840000

Version

“Standard 300" version software licence for u-link Remote Access Service. Can
be used to upgrade an entry version or to extend period of 2 “Standard 300"
version

¥ PDF data sheet » Add to Inguiry List

Type: U-LINK-LIC-STD-500-1Y
Order No.: 2457850000

Version

“Standard 5007 version software licence for u-link Remote Access Service. Can
be used to upgrade an entry version or to extend period of a “Standard 500"
version

» PDF data sheet » Add to Inquiry List

(L)

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction withou

Type: U-LINK-LIC-VPN-1Y
Order No.: 2447060000

Version

“VPN connection” licence code for u-link Remote Access Service. Can be used
as an additional VPN connection or to extend the period of a VPN connection
that has already been activated

» PDF data sheet » Add to Inquiry List
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Chapter 2: Starting with u-link

2.1 Registration of a new u-link system account
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2.1 Registration of a new u-link system account

Open U'Iink Web page (step 1) € - C' [ https//u-link.weidmueller.com & =
» Open a browser and enter u-link.weidmueller.com. Weidmiiller 3¢ u-link | Remote Access Service
» Click button ‘Register’. sas s

Login User Name: ]

) Remember Login

Register

Forgot

Select language (English/German)

Starting the registration process (Step 2)
» Enter your registration data.

> Click button “Next”. Weidmiiller 32 u-link | Remote Access Service
Notes: Registration system account
= This user will be the administrator of the u-link system Contactcetas

account. Also this user can be used for remote access

service. . . Company:- Cetionie:
= The mail address will be used for logon to the u-link

account and must be unique in the global u-link system. If you register a new u-link account
= The mail address must be existent because after e you automatically will have the

registration a verification mail will be sent to the entered oo : -

address. o Entry Version'.
= The entered password has to be used for logon to the R R

u-llnk Portal after succeSSfL" regIStratlon' User name hartmann@wdm-engineering.de Password: *

Confirm password: *
Cancel Next

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 11
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2.1 Registration of a new u-link system account
Registration process (Step 3)

» Set checkbox that you agree to the “General u-link Weidmiiller 3 u-link | Remote Access Service
terms and conditons”
» Enter for security reasons the captcha characters Registration system account
displayed as graphical image' Ei?;f:r‘niemls Heinz E-mail hartmann@wdm-engineering.de
> Click button “Nextu E?xwgla?\:mg ;‘VT:)“JET\;\“EEHHQ Systems g:ﬂ;‘r\iubne :is 3%;1;;33;5;;
::::;“ Braunenbrucher Weg 18
ZIP: 32758
gi;imw g:mg‘r?y
u-link login data
User name: hartmann@wdm-engineering.de

[F] Yes, ihave read the general terms and conditions and private policy of the Weidmiiller Interface GmbH & Co. KG and
agree with them.

l:l Please enter the characters shown in the picture.

* These fiekls are required

|

|

Cancel Next

Registration process (Step 4)

= An information will be displayed thgt your u-link a.ccount Weidmiiller 3 u-link | Remote Access Service
successfully has been created but it is not yet activated
= You now will now receive a mail containing a hyperlink Registration system account
to Verify and activate your u_link account. Your u-link system account has been created successfully but still needs to be activated

You now will receive an email sentto your entered mail address. Open this mail and click on the verification link to activate your
registered u-link system account

= When clicking button “Next” the u-link Login page will be

Time: 12:03:56

displayed.

= Before your first login you need to activate your
account via verification mail (Check your mailbox).

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 12
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2.1 Registration of a new u-link system account

Registration process (Step 5)

» Open your received mail
“‘Registration system account”.

» Click on hyperlink “Verifying
system account”.

Registration process (Step 6)

= Now your standard browser will
be opened displaying the
information that your u-link
successfully was activated.

= Additionally you will receive a
second mail named “Registration
Administrator” containing
information about your user data
(being the u-link administrator of
the registered account).

VA.5.1/ Oct, 2020 Copyright © 2020 Weidma

ra H9 629 )+ u-link Remote Access Service: Registration system account "WDM Engineering Systems" - Nachricht (HTML) = = x
Machricht Entwicklertools @

Von: Funktionspostfach u-ink (Remote Access Service) Gesendet: Mo 13.06.2016 12:04

An: hartmann @wdm-engineering.de

Co

Betreff: u-link Remaote Access Service: Registration system account "WDM Engineering Systems”™

v 0

Weidmiiller <
Example of a
u-link | Remote Access Service verification mail

Dear u-link Administrator,

this is an automatically created email, which you have received from the registration service of the Weidmidiller u-link Remote Access Portal.

You have initiated a registration process for creating a new system account to use the u-link Remote Access Service.
Before using your new account you initially must verify your system account for activation.

For activation please use this link: Verifying system account
Your registered date: \ Hyperlink to verify and activate the

Company: WDM Engineering Systems

Street: Braunenbrucher Weg 18 I’egISteI'ed U'lmk System account
ZIP code: 32758

Location: Detmold

Country: Germany

First name: Heinz

Last name: Hartmann

Phone: +49 523114 29 1234

Mobile: +49 173 123123 123

After successful verification of your system account you will receive a second email containing data of your user account, which was created together with your system account. Your user
account will have administrator rights to maintain your u-link system account.

After that you can logon to the u-ink Web portal which is accessible via link http://u-link.weidmueller.com or http:/fwww. u-link weidmueller. com. Use for logon the mail address and the passward
which you have entered during the registration process.

(@@)}| {5 hittps://u-link weidmueller.com/webportal/up/Validation/tabid/3130/language/en © ~ @ © || & u-link > Validation x| ‘ it 57 io7

Datei Bearbeiten Ansicht Favoriten Extras 7

9% ik u-link Test-System [} u-link Live System

Weidmiiller 3£ u-link | Remote Access Service ~

Navigation: Validation Language: English ¥

Congratulation, verification was successfull

Go to login
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2.1 Registration of a new u-link system account

Registration process (Step 7)

» Check your mailbox regarding
the mail “Registration
Administrator”.

= This mail contains some
information about your entered
registration data and how to
logon to the u-link Web portal.

= Additionally it contains the
“Activation code” to register /
unlock the software “u-link VPN
client” using this account for
remote access.

Registration process is /

finished after receiving this

mail!

= Now you can logon to your u-link
account via web page
u-link.weidmueller.com using
your registered mail address and
entered password.

V1.5.1/ Oct, 2020
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AN WY Uew )= u-link Rernote Access Service: Registration Administrator "hartmann@wdm-engineering.de” - Nachricht (HTML)

L

Machricht Entwicklertools

Von: Funktionspostfach udink (Remote Access Service)

An: hartmann@wdm-engineering.de

(al]

Betreff: u-link Remote Access Service: Registration Administrator "hatmann@wdm-engineering.de”

= = X

@

Gesendet: Mo 13.06.2016 12:11

Weidmiiller <

u-link | Remote Access Service

Dear ulink Adminstrator,
this is an automatically created email, which you have received from the registration service of the Weidmiiller uink Remote Access Portal.

P

ation user

Your ‘hartmann@wdm ing.de’ of the u-link system

"WDM Engineering Sy

Below user data have been created for your account:

Example of mail “Registration
Administrator” which informs
you that your system account
now is active and that this
user account is the

Administrator.

* has been created.

Company: WDM Engineering Systems

Street: Braunenbrucher Weg 18

ZIP code: 32758

Location: Detmald

Country: Germany

First name: Heinz

Last name: Hartmann

Department:

Function:

Phone: +49 5231 14 29 1234

Mobile: +49 173123 123123

Your login name to access the u-link Web portal: haftmann@wdm-engineering de

You now can logon to the u-ink Web portal using either the URL httpoifu-link.weidmueller.com or hitp:/fwww.u-ink. weidmue|f.com.
Use as login credentials your login name and the password which you have entered during the registration process offour system account.
Download and Registration {Unlock) of the PC based u-link VPN Client

Activation code to assign
(register) software “u-link
VPN client” to this user
account.

Note: The activation code
can be retrieved — when
logged on to the u-link portal
with this user account — in
menu “User Profile / Tab
Activation code”.

link VPN-Server.

You can download the software via below link:
http:ifwww weidmueller. comfint/products/electronics-and-automation/maintenance-and-cloud-s:
Altermatively you can download the u-link VPN client - after logon to the Web portal —in me

Home > News & Downloads.

To use the u-link VPN client it has to be unlocked and assigned to your u-link user aci
this procedure you will be requested to enter below activation code. After success

authentication.

Your Registration/Activation code for ulink VPN client: N2ATY CV6ZWEJ

The registration/activation code also can be retrieved - after logon to the Web portal — in menu Home > User profile (Tab Activation code)

To access remote Ethemet devices via the u-link Portal you need to install the Weidmdller u-link VPM clienj/6n your PC. This software allows an encrypted and secured access to the u-

nt. Run the software and click button "Unlock’ to start the one-time registration process. During
registration you can initiate a VPN connection to your udink account (Click button "Connect).
Please consider that eventually you have to configure your Proxy parameters (Bufton 'Configuration') if your Internet access is passing a company Proxy server requiring an user

Copyright © 2020 Weidmdller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Page 14



Chapter 3 - Overview features and functions of u-link Web portal

Weidmiiller 3£

Chapter 3: Overview features and functions of u-link Web portal
3.1 u-link Login page
3.2 Menu News & Downloads
3.3 Menu User Profile
3.4 Menu Service Desk
3.5 Menu User Management
3.6 Menu Device Management

3.7 Menu Account Management
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Chapter 3 - Overview features and functions of u-link Web portal
Weidmiiller 3t

3.1 u-link Login page

= For logon to the u-link Web portal any
standard browser is supported.

& - C [} https//u-link.weidmueller.com & =

Weidmiiller 3¢ u-link | Remote Access Service

Navigation: u-ink login Language: English ¥

» Open a browser and enter

u-link.weidmueller.com

. . . L°gin ser Name: artmann@wdm-engineering.de
» Login with user name (Mail address) and _— }“ G e 1
password of the account creator (is

[Z) Remember Login

automatically the Administrator).

Register

Forgot Password ?

Copyright Weidmidiller Interface GmbH & Co. KG | Klingenbergstrale 16 | D-32758 Detmold
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Chapter 3 — Overview features and functions of u-link Web portal

3.2 Menu ‘News & Downloads’ (Initial state after registration)

= After successful login the menu “News &
Downloads” automatically is opened
(Home page).

= This page is separated into the 3
sections:

= “Your profile” > Contains
information about the data of the
logged-on user.

= “News from your administrator” >
Here any text information can be
provided by the local administrator of
this account to all other users of this
account (Button “Add news”). This
text is seen by all users of this u-link
system account.

= “News and Downloads from the u-
link global administration team
(Weidmiiller)” - Here the
Weidmidiller u-link administration team
is providing data (any information,
downloads, documents) to all u-link
users of all u-link accounts.

V1.5.1/ Oct, 2020

Current license is always the ‘Entry

€« - C @ httpsy//u-linkweidmueller.com/web

Weidmiiller 3£

ge/en-US/Default.aspx#

Version' after registration.

Weidmiiller 3¢

Navigation: Home > News & Downloads Active license: Entry Version @ Language: English ¥

¥ Home

I News & Downloads I

User Profile
¥ Service
Service Desk
¥ Administration
User Management
Device Management

Status

¥ =

News & Downloads

Welcome to the u-link Remote Access Service

u-link | Remote Access Service

Logged in as: Heinz Hartmann

Logged-on user

MNews from your administrator

-

Addnews |

This is an information from your local administra)

1r62018 [ 11
1162018 [ T

This is also an information.

News and Downloads from the u-link global administration team (Weidmiller)

- New Router firmware Version 3.2.2 / Build 82950 available!
- Update urgently recommended if earlier version 3.2.0 / Build 78720 is installed!
Downloads:

®

1. wink Introduction / Overview (English): Download  (Updated March 28, 2017)

2. wHink Technical User Guide V1.4.2 (English):Download  (Updated July 04, 2018)

3. wink VPN client for Windows PCs (V2.0.129):Download  (Updated July 16, 2018)

Please check this
section periodically
regarding new
information, software
updates and
documentation.

Notes about upgrading to version 2.0.129

1. Mew version provides major improvements regarding general useability and failure management.
2. Improvements regarding compatibility with other OpenVVPN Tap adapters.
3. Implementation of new u-link WWH and VPN server adresses.
vpn1-we. aw-cp-de 52.166.202.111
vpnl-ne.aw-cp.de 52.169.106.31
wwh1-we. aw-cp.de 13.61.4.92
wwh1-ne.aw-cp.de 52.169.107.229
With installation of the new client also the new servers are used! This may cause the need to adapt

firewall settings!
4. Uptade to new OpenVPN version.

4. Firmware Router VV3.2.2 Build 82950:Download (Updated July 02, 2018)

Changes to previous version 3.2 1 Build 79368

* Diverse ‘Bug fixes’ and 'Security Updates’.
* SMS Senice features for control and information (SMS traps) implemented (Only available for variants with

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Each created u-link
user can see this Web
page after login.

The section ‘News from
your administrator’ only
can be maintained by
the administrator.
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Chapter 3 — Overview features and functions of u-link Web portal

3.3 Menu ‘User Profile’ (Initial state after registration)

Weidmiiller 3£

¥ Home User Profile

News & Downloads

= Tab ‘User data’
= Show / Edit the data of logged-on user

I User Prafile I

P> Senvice

User data

Each logged-on u-link user can change his own -
editable - profile data and set a new password via
menu ‘User Profile’.

P Administration -
FirstName | Heinz

+ Change Password

LastName | Harmann

+  Select default language when logged on

Department |

Note: The login

Position |

«  Select default Home page when logged on

name is the

Telephone | +48 5231 14 29 1234

Note: Group membership and User permissions cannot be unique identifier

CelliMobile | +48 5231 14 29 1234

of this account
and cannot be
changed as long
as this account

changed in the Entry-Version. The system account creator
automatically is member of group ‘Administrators’, additionally
created users automatically become members of group ‘Service'.

o Email Address

P Login Name) hartmann@wdm-enginesring.de

Password ®

= Tab ‘Status Information’

Old Password |

exists.

Mew Password |

«  Shows several date and time values for information

Confirm Passwerd |

= Tab ‘Activation Code’
+ Activation code: Shows the activation key which this user has

Group member from
Administratoren

User permission (Automatically assigned by group

membership)
User management
Device management
Status
Comment management
Decument management
News&Downloads

Language |English

EEEEEE

Timezone | (UTC +01:00) Amsterdam E ~

Home page | News & Downloads

VPM Location | Europe and rest of world

to use to register/unlock the PC software “u-link VPN Client”.

+ State: Has value “Not used” as long as the u-link VPN Client
never has initiated a VPN connection to u-link.

Has value “In Use” after first establishing a VPN
connection to u-link.

Save Changes

User Data

Status Information

Created Date | 6/13/2016 12:03:26 PM

If you change
anything do not

LastLogin Date | 6/14/2015 1:59:59 PM

Last Activity Date | 6/14/2016 1:59:59 PM

Status Information Activation Code

+ Release for additional activation: If state is ‘In Use’ and if you
want o release a second PC as u-link VPN Client using this
activation code you first must enable the checkbox.

Note 1: Checkbox first can be set if state is ‘In Use’l

Note 2: If you release several Service PCs with the same

activation code (all are clones from the perspective of the VPN

server) be aware that you do not start the VPN connection on
these PCs at the same time (A new connection is interrupting
the previous one).

V1.5.1/ Oct, 2020

Copyright © 2020 Weidmiiller Interface GmbH & Co. / All rights reserved.

forget to click
button “Save
Changes”.

LastLock-gutDate -

Last Password Change | -

Password Expires

Never

Reproduction

User Data

Status [nformation

tivation ID

Actdtion Code  N2ATYCVEZWEJ
te | Notused

Release o
additional activation

without permission is prohibited.
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Weidmiiller 3£

3.4 Menu ‘Service Desk’ (Initial state after registration)

This menu will be used for access of
remote devices (connecting to remote
Router / Network devices). Weidmiiller 3¢ u-link | Remote Access Service

The screenshot s dsplayig e i

status after registering a new u-link system

i

=

€« C' | 8 https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx# %

¥ Home >
Service Desk

account: News & Downloads
Status after registration: . \bswrpooe || Connection status PC: No VPN connection to u-link Portal : : —
oy VPN connection Service-| ofiine
= No devices Conﬁgured. - mmm“w”m I & wink 4 ' 'i'. No Router/Remote network selectable
= No active VPN connection of this User Management [[Benee Topciom \\ 9
Service PC to the u-link Portal (The e iy WOM Enyneering Systems
software ‘u-link VPN client’still has to o
be installed and assigned/registered to
this administrator account if this /
account shall be used for remote .
access). . L'.St view
Device Topology With this button you can
Initially the device container (here WDM switch between the
Engineering Systems) is empty. Device Topology as a
tree and a flat list
A device topology (Router / user-defined containing Routers only
end devices) has to be configured in
menu Administration = Device k \
Management. Filter function Connection Status PC
When inserting 3 or This section shows the connection status of the
The name of the device container more characters the u-link VPN Client (Service PC) which is assigned
automatically is set to the company name Device Topology will (registered) to this user account.
which you have entered during the only show Routers and
registration process of this u-link system end-devices which The screenshot shows the initial status (no VPN
account. include these characters || connection to the u-link VPN Server).
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Weidmiiller 3£

3.5 Menu ‘User Management’ (Initial state after registration)

V1.5.1/ Oct, 2020

This menu will be used for
creating and configuring the
accounts of Service users.

The screenshot is displaying
the initial status after
registering a new u-link system
account. At this time only the
account creator (Administrator)
of this u-link account is
existent.

All users are organized into the
2 groups ‘Administrators’ and
‘Service'. In the Entry-Version
the account creator
automatically is the
Administrator belonging to
group ‘Administrators’.

Each new created user will
become a member of group
‘Service'.

The Administrator is allowed to
fully maintain the account.

A Service user may maintain
the device topology (creating
Routers and user-defined
Ethernet devices) via Menu
‘Device Management’ but may
not maintain users (Menu
‘User Management' is hidden).

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Goe =

&« (= https://u-link.weidmueller.com/webportal/up/Administration/UserManagement/tabid/3127/language/en-US/Default.aspx#

Weidmiiller 3£ u-link | Remote Access Service

Navigation: Administration > User Management Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

| Creation of a new user

¥ Home User Management

News & Downloads

Users Add

Assignment Users to Groups
User Profile

User Name/Email
Address

= #& WDM Engineering Systems Type First Name Last Name Department Actions

¥ Service

Paosition ‘

Senvice Desic ;‘ % Administrators ———
: engineering de Heinz Hartmann OF @

¥ Administration

(Group for administrators)

] Heinz Hartmann “

The user who has registered the u-link system account
automatically is the account administrator. You can identify him
with the orange symbol.

\ This administrator account also can be used for remote access.

A new user can be created via button ‘Add’. Each created user
automatically is member of group ‘Service'.

Description

Device Management {hartmann@wdm-engineering.de)

Status I
M Senvice

(Group for sermm\
-~

Permissions of users are based on
membership of groups
‘Administrators’ and ‘Service’.

In the ‘Entry Version’ only these
two groups exist and have pre-
defined, not changeable
permissions.

Groups

Type | Name Permission Management Actions

Users Devices News &

Downloads

Status Comments | Documents

Group for

sz Administrators administrators

Group for service
technicians

_USLManaqement: Maintain users (create, delete, edit)

&5 Service

]
-g Device Management: Maintain devices (create, delete, edit remote Routers)
g Status: Menu “Account Administration” is visible or hidden
g Comments: Add/Delete comments to defined objects (Menu Device Management)
g Documents: Add/Delete documents (any file type) to defined objects (Menu Device Management)

New & Downloads: Add/Edit news in menu News & Downloads
(This menu generally is visible for all created users)
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3.6 Menu ‘Device Management’ (Initial state after registration)

V1.5.1/ Oct, 2020

This menu will be used to
configure device objects (Router,
Ethernet-based devices
connected to the Router)
representing the physical remote
devices.

The screenshot is displaying the
initial status after registering a
new u-link system account.

-> No devices configured
(Container ‘Device Topology’
is empty).

After finishing the configuration
the device topology will be
displayed in menu ‘Service Desk’
to initiate a remote access to
Ethernet devices via defined
Router objects.

Weidmiiller 3£

&« -

c https://u—link.weidmueller.com/webportaI/upKAcIrn|'nistrationKDevicel\danagernerwt/tabidﬁ126/Iarwguage/en—U‘S/Default.aﬂﬁ‘fj’ =

Weidmiiller 3£

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Entry Version (i) | Language: English ¥ Logged in as: Heinz Hartmann

¥ Home

Device Management

News & Downloads

User Profile

=l Device Topology
¥ Service

Service Desk
¥ Administration

User Management

I Device Management I

Status /

Configuration Access rights (groups) ‘ Add Device/Object

Properties Add Property

Name Mustermann MaschinenbaufGmbH &
lcon Y

&

Actions Add Action

No actions to display.

Add Document

No documents to display.

|
|
o I
|
|

Comments Add Comment

Device Topology

Initially the device container (here WDM
Engineering Systems) is empty.

The name of the device container
automatically is set to the company name
which you have entered during the
registration process of this u-link system ﬂ

account.

Filter function

When inserting 3 or
more characters the
Device Topology will
only show Routers and
end-devices which
include these
characters

Creating new devices

Router objects and Ethernet-based devices
for remote access have to be configured by
clicking button “New”.

In chapter “4.4 Setup of the Device configuration (u-link Web portal)”
you will find a detailed example how to setup a device configuration.

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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Chapter 3 - Overview features and functions of u-link Web portal

3.7 Menu ‘Status’ (Initial state after registration)

= This menu is displaying status and
license information of this system

€ -

= u-link > Administration > X

Weidmiiller 3£

i https://u-link.weidmueller.com/webportal/up/Administration/Status/tabid/1022/language/en-US/Default.aspx#

Br =

account.

= When registering a new u-link
system account the version
always will be the ‘Entry Version’.
An upgrade to a chargeable
‘Standard Version’ can be done
via button ‘Upgrade to Standard-
Level.

= For logging and reporting
purposes following information will
be provided:

= Current connections (Service

Weidmiiller 3t

user to Remote Router)
= Monthly data volume (VPN

traffic) of a Service user

= Connection history (Service user
to Remote Router) —

= The VPN traffic and the
connection history additionally

can be exported to a csv-based
text file.

Navigation: Administration > Status Active license: Eniry Version @ Language: English W Logged in as: Heinz Hartmann

u-link | Remote Access Service

V1.5.1/ Oct, 2020

¥ Home Status / Statistics Eventlog Password Policy Account Informations ThIS button IS Only V|S|b|e
News & Downloads when |Ogged-in as
User Prafile version Entry-Level Upgrade to Standard-Level.. Administrator.
¥ Service o _ When entering the license
Service Desk Validity period Unlimited .
code of a ‘Standard
¥ Administration Mazx. number of simultaneous VPN connections Q-
(PC « u-link « Router/Remote network) 2(0 used) Version’ the extended
User Management - 0
features will be provided
Device Management g g
_ immediately.
Firmware Management Currently connected u-link VPN clients:
Account Management Name Type Connected since Connected to Router
Heinz-Josef Hartmann User 1MTI2017 3:32:31 PM Maschine 1
Maschine 1 Router 1MTI2017 3:33:07 PM Heinz-Josef Hartmann
VPN Trafic | 1120171312017 Export Summary | Export Details
HName Sent Received Total
» External Service User 0.50 MB 0.90 MB 1.40 MB
> Maschine 1 0.40 MB 0.48 MB 0.83 MB
0.89 MB 1.38 MB 223 MB
\ Connetion Log _—
Router User Start End
Maschine 1 External Senice Uiser 11372017 2:04:41 PM 11132017 2:24:28 PM
Maschine 1 External Senice Uiser 1HBI2017 11:07:27 AM 1162017 12:08:00 PM
Masching 1 External Senvice User 1HMBI2017 11:07:27 AM 1162017 12:08:00 PM
Maschine 1 External Senice Uiser 1HB/2017 12:42:58 PM 1162017 12:44:21 PM
Masching 1 External Service User 1MBI2017 12:42:58 PM 1162017 12:44:21 PM
Masching 1 External Serice User 1MBI2017 12:44:25 PM 1M6/2017 2:50:36 PM
Masching 1 External Service User 1MEI2017 4:04:27 PM 1ME/2017 4:05:45 PM
Masching 1 External Serice User 1MBI2017 4:06:27 PM 1ME/2017 4:45:11 PM
Copyright © 2020 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 22



Chapter 4 - Setup of a remote access scenario (Example)

Weidmiiller 3£

Chapter 4: Setup of a remote access scenario (Example)
4.1 lllustration of sample application
4.2 Creating a new user account (u-link Web portal)
4.3 Administration of a user account (u-link Web portal)
4.4 Setup of the Device configuration (u-link Web portal)
4.5 Preparing of the Service PC
4.6 Configuration of the Router
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Chapter 4 - Setup of a remote access scenario (Example)

Weidmiiller 3£

4. 1 lllustration of sample application (Setup described on next slides)

Windows Service PC

Having any kind of Internet access, e.g.
via company network or DSL router or
cellular connection

Remote accessible network

Internet Router Weidmiiller Industrial u-remote Profinet 10
e.g. DSL connection Security Router Flrihids fLe device

PC may have any IP except IP of the
remote network, otherwise routing will not
work

SIEMENS |

LAN-IP PLC IP Remote I/O IP

192.168.1.254 192.168.1.54 192.168.1.55
WAN IP assigned by
DHCP Server

= | Web access (HTTPS)

Lo

u-link Portal
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Web portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 1)
Note:

After registration of a new u-link system
account only the administrator account
exists. For doing a remote access the
administration account also can be
used, there is no need to create an
additional service user. Next slides
describe how to create and maintain a
service user. For the later described
example of a remote access session the
administrator account is used, not the
service user which we will create on the
next slides.

» Goto menu ‘User Management'.
» Click button ‘Add’ in section ‘Users’.

= A new window will be displayed to
enter the user data.

» Enter the describing user data.
> Enter the users mail address.

= [t will be used for Login to the u-link
Web portal.

» Click button ‘Insert'.
= Now the user will be created.

= The activation code for registering
the u-link VPN client of this user
automatically will be generated.

V1.5.1/ Oct, 2020

Weidmiiller 3¢

Navigation: Administration > User Management Active license: Entry Version G) Language: English W Logged in as: Heinz Hartmann

» Home
> Service

¥ Administration

User Management

u-link | Remote Access Service

Weidmiiller 3£

Assignment Users to Groups Users

p

Add

1 i Type
User Management &8 WDM Engineering Systems yp

User Name/Email
Address

First Name

Last Name Department

Position A’ Actions

Device Management F &% Administrators
L
Status (Group for administrators)

hartmann@wdm-
engineering.de

@ Heinz Hartmann

(hartmann@wdm-enginesring de)

(Group for serice technicians)

Attention:

The Login name (mail address ) is used as
unique identifier of this user account inside
of the global u-link system.

It may be used only one time inside of the
global u-link system.

The Login name cannot be changed and
cannot be used a second time as long as
this user accounts exists.

If a new user has been created using a
wrong or not existent mail address (eg.
happened due to a typo) then the
automatically created ‘User registration
mail’ (after clicking ‘Insert’) never can be
delivered. In this case please delete the
user and create a new one using the correct
mail address.

Heinz

Hartmann

o @

trators,

Add new user

First Name | Michae!

Last Mame |Juhnsnn

Department | Service Department

Faosition | Technical support

Telephone | +40 5231 123456

CellMobile | +49 173 123456

[

Email Address

{Login Name) | michael johnson@wdm-engineel

Insert

Activation ID will be generated

Cancel

Window displayed after clicking button ‘Add’

Copyright © 2020 Weidmiiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Web portal)

4.2 Creating a new user account (u-link Web portal)

Weidmiiller 3£

. . - Window displ
Creating a new Service user (Step 2) Add new user -> Info mail to user aﬂe?gliclgir?g szgzn
= As next step the new user will be informed by | )
. o ] FirstName | Michael nsert
mail that the administrator has created a u-link
user account LastName | Johnsan
o ‘ e . Depariment | Service Department
= After clicking button ‘Insert’ this window will be epariment | Sevice Deparimen
. . . . . Position | Technical support . .
displayed to send the ‘User registration mail’ to e Now the unique activation code
the mail address of field ‘Destination address’. clepnone | +49 5231 123456 is created to be used for
Celli/Mobile | +49 173 123456 registering the ‘u-link VPN
. . Email Address ) ) ) ient’ i
> Click button ‘Send email’. (Login Name) | Michagl johnson@wdm-engje: client’ on a Service PC.
= The .reC|p!ent will receive a mail of type Activation 1D | OVB4Z6xETTZ
,Registration User* from sender address
u-link-noreply@weidmueller.com . Destination | 1 el johnson@wdm-engineer This window is
u-link-noreply@weidmuellercom L dISplay‘ed after (.:IICI_(mg
/ button ‘Information
Information
I/
Add new user -> Info mail to user/

Note:

are the same.

By default the ‘User registration mail' is sent to the mail
address which is used for user login. For this reason both
the mail address (Login name) and the destination address

If the user registration mail shall be sent to a different mail
address (for example to the administrator) then change the
destination address to the desired target mail address.

Information about u-link accessibility of this new user

The user account has been created. Now you have to send an
email to the user containing the entered data and a Hyperlink
for setting an initial passwaord to log into the u-link Web portal.

The initial password setting via the Hyperlink is mandatory
otherwise a login into the u-link Web portal is not possible.

MNote:

Ifyou - as administrator - would like to activate the users u-link
access and to set a password by yourself then please change
the content of parameter Destination address™ to your mail
address. Then you will receive the mail instead of the created

User.
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Web portal)
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4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 3)

(Note: Step 3 is a To-Do by new Service

user)

= Screenshot shows the mail (Type ‘User
Registration’) which the new user has
received from the u-link administrator.

= At his time the user account already is
active but before login to the u-link Web
portal the new user has to set an initial
password.

» Open the mail.
» Click hyperlink ‘Generate password’.
= Now the u-link Web page ,Create
password’ will be opened to enter the
initial password of this user.

N E TR u-link Remote Access Service: Registration User "michaeljohnson@wdm-enginesring.de" - Nachricht (HTML) - = x
o)
Nachricht  Entwicklertoals (2}
Von; Funktionspostfach u-ink (Remate Access Service) Gesendet: Mi 06.07.2016 11:55
an: michael.johnson@uwdm-engineering.del
Ca
Betreff: u-link Remote Access Service: User “michael gineering.de”

[ i

Weidmiiller <

u-link | Remote Access Service

Dear u-link User,
this is an automatically created email, which you have received from the registration service of the Weidmiiller ulink Remote Access Portal
The Administrator of your u-link system account 'WDM Engineering Systems’ has created a new user account with the login name ‘michael.johnson@wdm-engineering.de’.

Below user data have been created for your account:

Company: WDM Engineering Systems

Street: Braunenbrucher Weg 18

ZIP code: 32758

Location: Detmold =
Country: Germany

First name: Michael

Last name: Johnson

Department: Service Department

Position: Technical support Hyperllnk tO Set an |n|t|a| password

Phone: +49 5231 123456 .

Mobile <49 175 123456 of this user account for logon to
the u-link Web portal.

Your login name te access the u-link Web portal: michael johnson@wdi

Before logon to the u-link Portal using your user name you initially have to s
To set your password please use this link: Generate password

After successful password setting you can logon to the u-link Web portal using either the URL http-//u-ink weidmueller com or http-//www u-link weidmueller com. You can change your password after login at any
time in menu Home > User profile > Tab User data. R

Download and Registration (Unlock) of the PC-based u-link VPN-Client

To access remote Ethernet devices via the u-link Portal you need to install the Weidmdiller u-link VPN client on your PC. This software allows an encrypted and secured access to the udink VPN-Server.

You can download the software via below link:

http-/lwww. weidmueller. com/int/products/electronics-and-automation/maintenance-and-cloud-service

Alternatively you can download the u-link VPN client - after logon to the Web portal - in menu Home > News & Downloads.

To use the u-link VPN client it has to be unlocked and assigned to your u-ink user account. Run the software and click button "Unlock’ to start the onetime registration process. During this procedure you will be
requested to enter below activation code. After successful registration you can initiate a VPN connection to your u-link account (Click button 'Connect’). Please consider that eventually you have to configure your

Proxy parameters (Button ‘Configuration’) if your Internet access is passing a company Proxy server requiring an user authentication.

Your Registration/Activation code for u-link VPN client: UV84Z6XFJTZ2

| Mail ‘User Registration’
(sent by Administrator in previous step to
recipient ‘Destination address’)
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4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 4)

(Note: Step 4 is a To-Do by new Service user)

= Screenshot shows u-link Web page ,Create passwor:
which will be opened after clicking hyperlink ‘Generate
password’ in user registration’ mail.

> Enter the password twice.
» Click button ‘Create’.
= After successful creation the u-link Login page is
displayed.

= Now the user can login to the u-link Web portal

using his login name (mail address) and the
entered password.

V1.5.1/ Oct, 2020

13

Weidmiiller 3£

AR

m| i hitps://u-linkweidmueller.com/webportal/up/Password O ~ @ & H Ih" u-link » Password Change % ‘ |

Datei  Bearbeiten Ansicht Favoriten Extras 7

ﬁ h u-link Test-System ,H u-link Live System

Weidmiiller 3¢

u-link | Remote Access Service »

Navigation: Password Change Language: English ¥

u-link Web page to
enter the password

Create Password

To set a password please enter the selected password twice. Both entered passwords must be
identical. By selecting "Create”, the password is accepted.

Password * | |

Confirm password * | |

Cancel Create

—EEE DK‘ X
a@| ik_hitps://u-link.wei p/ulinklogin/tabid/3131/languac © ~ @ & |[ 1 u-link > u-link login x ‘ | {0 2 o3

Detei Bearbeiten Ansicht Favoriten Extras 2

% ik u-link Test-System -} u-link Live System

Weidmiiller 3£ u-link | Remote Access Service

u-link Login page displayed
after creating the password.

Login

u I. == ) Login User Name:
[ P Password:

[CIRemember Login

Register
Forgot Password ?

Copyright Weidmiller Interface GmbH & Co. KG | Kiingenbergstraie 16 | D-32758 Detmold

Copyright © 2020 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Page 28



Chapter 4 - Setup of a remote access scenario (Configuration u-link Web portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 5)

= The new user now is displayed in
section ‘Users’ and automatically
assigned to group ‘Service’.

= The permissions of this user are based
on the permissions of group ‘Service’
having following rights:

= User Management is prohibited (onl
allowed for Administrator account).

= Device Management is allowed
(Create/Maintain Routers and user-
defined end devices).

= Access to Menu ‘Account
Management' is allowed.

= Documents and Comments can be
stored to defined device objects
(Menu Device Management).

= Creation of information messages in
Menu ‘News & Downloads’ is
prohibited.

= The permissions cannot be changed in
the Entry-Version.

V1.5.1/ Oct, 2020
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u-link | Remote Access Service

Navigation: Administration > User Management Active license: Eniry Version @ Language: English ¥ Logged in as: Heinz Hartmann

> Home

> Service

¥ Administration
User Management
Device Management

Status

User Management

Assignment Users to Groups Users Add
=8 wom Engineering Systems Type | User Name/Email First Name Last Name Department Paosition Actions
Address
= &% Administrators hartmann@wdm-
] . Heinz Hartmann @ 3 @
(Group for administrators) engineering de
michael johnson@wdm . .
s @ I
...... & Heinz Hartmann - engineering.de Michael Johnson Service Department Technical support @ }[’ @ t'
(hartmann@wdm-engineering.de) T
=4 senice
(Group s tecicans) New user being automatically
8 ‘ Q )
wichas! Johinson member of group ‘Service
(michael johnson@wdm-engineering de))
Groups
Type | Name Description Permission Management Actions
Users Devices Status Comments | Documents News &
Downloads
# Adminisiial Group for ¢ v @ @ @ @
Ly ministars administrators ®
A Group for service
i il il |
e ce technicians ®

User Management

Assignment Users to Groups U Add ‘
= &8 wom Engineering Systems Typq | User Name/Email First Name Last Name Department Position Actions. 1
&% administrators — g L Aoty
v 5 hartmann@wdn- Heinz Hartmann 13 Sort Descending
(Group for administrators) engineering.de = Clear Sorti
= Clear Sortin
& Heinz Harmann 1 L"A;T::Lmhnwn Michael Johnson Service Depariment Technical sul Wl Bestri £
(hartmann@wdm-engineering.de) @ Type Wl Columns v
. . ) User Name/Email Addrass
Information about displayable user parameters
. . a 7]
Do a right mouse click on the grid header to open e
a sub menu for enabling/disabling the visibility of @ Fosion
(]
user parameters.
- Actions.
[ Activation code
Users. Devices| A News &
[ Authorised [
Group for
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4.3 Administration of an user account
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4.3 Administration of an user account (u-link Web portal)

Actions to maintain a

service user
= Following user-related actions are
provided:

= \/iew user data
= Edit user data

= Send an information mail to user
containing the user data

= Delete the user account

Note:
The administration of user accounts

only can be done by the Administrator.

The menu item ‘User Management' is
not visible for service users.

V1.5.1/ Oct, 2020

Weidmiiller 3¢

» Home

B Service

¥ Administration
User Management

Device Management

Status

User Management

Weidmiiller 3£

u-link | Remote Access Service

Navigation: Administration > User Management Active license: Enfry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Assignment Users to Groups Users Add
1= #& WOM Engineering Systams Type | User Name/Email LastName Department Pasition Actions
Address
=% agministrators
: harlmann.@wdm Hartmann @ g @
(Group for administrators) engineering de
: michael johnson@wdm
b8 Meinz Hartmann 3 e"gmeeﬁingde @ Johnsan Service Department  Technicalsupport | () [ @ T[]
(hartmanni@wdm-engineering.de)
=ah service
(Group for senvice technicians) User'related aCtlonS
& Michael Johnson
(michael johnson@wdm-engineering.de)
Groups
Type | Name Permission Management Actions
Users Status Comments | Documents. News &
Downloads
&% Administrators el v Ty r] @
e Senvice vl T @

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Page 31



Chapter 4 - Setup of a remote access scenario (Configuration u-link Web portal)

4.3 Administration of an user account (u-link Web portal)

Action ‘View user data’

» Click button ‘View’ to open a new window showing

the user data on tabs
— UserData

— Status Information
— Activation Code

= In viewing mode no data can be changed.

Weidmiiller 3£

engineering.de

'— Button "View User Data’

= Add
Type | User Name/Email First Name Last Name Department Paosition Actions
Address
hartmann@wdm- )
.
®  engineering.de Heinz Hartmann OF @
: michaeljohnson@wdm .\ ommson s Denarent Teshen oot

View user data (Michael Johnson)

View user data (Michael Johnson)

LastName | Johnson

Department
Pasition
Telephone

Cellvobile

Service Department
Technical support
+40 5231 123456

+40 173 123456

Email Address

(Login Name) michael johnson@wdm-enginee

S st
User data Profile
FirstName | Wichael Group member from
Service

User permission{Automatically assigned by group

membership)
User management
Device management
Status
Comment management
Document management
News&Downloads

Language English

Home page News & Downloads

Authorised  Yes

Administrator  No

LNLYRCNEY

lor | W2

User Data

Status Information Activation Code

Status Information

LastLogin Date | -
Last Activity Date -

LastLock-outDate -

Last Password Change -

Password Expires | Never

Created Date | 7/6/2016 11:43:52 AM

i View user data (Michael Johnson)

User Data Status Information
3
|| Activation ID
E Activation Code | UVB4ZEXFITZ2
State | Notused
st \
1 After first VPN connection of this

V1.5.1/ Oct, 2020

service user to the u-link VPN server
the status is changed to ‘In Use’.
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4.3 Administration of an user account (u-link Web portal)

Action ‘Edit user data’ Users -

- . ‘ " . . T User N JEmail First N LastN D rt t Faositi Acti

> Click button ‘Edit’ to open a new window showing the user data T8 |t aaaermall | HirstRame e S e e
on tabs 3 Zﬁgnggn@gﬁim Heinz Hartmann O @
n USGI' Data H g;’?ﬁ:&;’;ﬂ;gn@wum Michael Johnsan Service Department  Technical support 0 ! ]‘I:_I'
— Activation Code

= |n this mode data can be changed.

Weidmiiller 3£

- Button ‘Edit User Data’

Edit user data (Michael Johnson)

User Data Activation Code

Activation ID

Last Name |Juhn50n

Department | Service Department

Fosition |Technica|suppurt

Telephone | +40 5231 123455

CelliMabile |+491?312345&

Email Address
(Login Name)

michael johnson@wdm-engines

Password @

Old Password
New Password

Confirm Password

Password change
by Administrator

Changeable | |Not changeable parameters |
Edit user data (Michael Johnson) parameters (Permissions assigned by
User Data Actwatloryade/ grOUp memberShip)
| User data / Profile
First Name |M\chae| Group member ffom
Service

User permission(Automatically assigned by group
membership)

User management
Device management
Status

Comment management
Docurmant managomand

K & K &

Mews & Downloads

Language |Deutsch v

when logged in to
/

Home page | News & Downloads

Activation Code

UVBAZEXFITZZ

State

Release for
additional activation

Naot used

]

Default language
when logged in to
u-link Portal

Default Home page

u-link Portal

Set if User is working

~—

If you want to use a second PC running as ‘u-link
VPN Client’ using this activation code then - if state
is ‘In Use’ - you first must enable the checkbox
‘Release for additional activation’ to allow an
additional use.

Note 1: Checkbox first can be set if state is ‘In Use’
(is changed when service user first time connects
to u-link).

Note 2: If you release several Service PCs with the
same activation code be aware that you do not
start a VPN connection on these PCs at the same

*~ Update

V1.5.1/ Oct, 2020

User Location | wWord t Ch .
R from China or not.
Authorised | Yes L 2 :
Adminisator N ‘,l\Actlvate / Deactivate
A the users u-link access,
. |lfsetto ‘Yes' then this user will be the new Administrator having full

permissions.
Attention: The current administrator will be become a Service user
(Member of group ‘Service’) having these limited group permissions.

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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4.3 Administration of an user account (u-link Web portal)

Action ‘Send information mail to user’ i -

,; C||Ck button ‘@, tO open anew window for Type gdsziel\:n‘befEmail First Name Last Name | E:eparh'nent . . ‘ Paosition : Actions
sending an information mail (containing the user P @ Henz Hartmann A LT TS 2 @
data) tO the users mail address. H g;?::;iﬁgjzn@wm Michael Johnson Service Department Technical support @ @ 'ﬁl

This window will be displayed

. B} . aﬂer Clicking button ‘@’. TR RSN u-link Remote Access Service: User "michael de" - Machricht (HTML) - = x
Send info mail to user again " it Entwickiertoors @
| Von: Funktionspostfach u-ink (Remote Access Service) Gesendet:  Mi06.07.2016 16:16
An: michael.johnson @wdm-engineering. de
o . . ce ’ " "
FirstName | Michael Betrett:  u-link Remote Access Senlce: User“michal s
LastName | Johnson Weidmiiller < 1

Department | Service Department u-link | Remote Access Service

Paosition | Technical support

Dear u-ink User,

Te |eph0ne +40 5231 123486 this is an automatically created email, which you have received from the registration service of the Weidmaller u-ink Remote Access Portal.

The Administrator of your u-link account 'WDM Engineering Systems' has sent this mail - containing your user account data - for your information.

CellMaobile | +49 173 123456

Below user data have been created for your account:

Email Address Company: ‘WDM Engineering Systems
- michael johnson@wdm-engineel Street: Braunenbrucher Weg 18
(Login Name) @ ZP cods: 2758
Location: Detmold =
R ) Country: Germany
Activation ID | UVB4ZGXFITZ2 ; i
Fiet nam: Michac Sample mail which the addressed
Last name: Johnson . " )
q Destination - _ - Department: Service Department Service user will receive.
address michael johnson@wdm-enginee Posttion: Technical support
Phone: +49 5231 123456
Sender address | u-link-noreply@weidmuellercom Mabile: 49173 123436
Your login name to access the u-link Web portal: michael je de
MNote: Mail can be sent to a different recipient by changing the For logen to the ulink Portal please enter your user name and your valid passwerd. This you either have set initially during the activation process of your user account (refer to your received mail "u-ink
content of field "Destination address” Registration User”) or you have already changed it after first logon to the u-link Web portal.
Link to u-link login: http-f/u-link com or hitp:fiwww.u-link. com
oot a i i ra
5"’nd "’mall uan"’"’l Download and i ion (Unlock) of the PC.based u-link VPN-Client

To access remote Ethemet devices via the u-link Portal you need to install the Weidmiiller u-link VPN client on your PC. This software allows an encrypted and secured access to the u-link VPN-Server.

You can download the software via below link:
http:/fwwmw. d d-cloud-service
Alternatively you can download the u-ink VPN client - after logon to the Web portal — in menu Home > News & Downloads.

To use the u-ink VPN client it has to be unlocked and assigned to your u-link user account. Run the software and click button "Unlock’ to start the one-time registration process. During this procedure you
will be requested to enter below activation code. After successful registration you can initiate a VPN connectian to your u-ink account (Click buttan ‘Connect’). Please consider that eventually you have to
configure your Proxy parameters (Button ‘Configuration’) if your Intemet access is passing a company Proxy server requiring an user authentication.

Your istrati ivation code for u-link VPN client: UV84Z6XFJTZ2

v

The registration/activation code also can be retrieved - after logon to the Web portal — in menu Home > User profile (Tab Activation code)
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4.3 Administration of an user account (u-link Web portal)

Action ‘Delete user’
» Click button ‘Delete’ to delete the user.
= A window will appear asking you if you are
sure to delete the user. After confirmation the
user will be deleted.
= The list user item in the section ‘Users’ will be
removed.
= After deletion the mail address used for user
login then can be used again.

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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== Add
Type | User Name/Email First Name Last Name Department Position Actions
Address
hartmann@wdm- ,
5
¥  engineering.de Heinz Hartmann O @
i michael jonnson@wdm Michael Johnson Service Department

engineering.de

Technical support ®F @
A

Button ‘Delete user’
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4.4 Setup of the Device configuration
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4.4 Setup of the Device configuration (u-link Web portal)

Create a Router object (Step 1)
» Goto menu “Device Management”.
» Click Tab “New” to configure the first

Router object (access point to devices
at remote network).

» Drag the Router/Firewall object from
“Device selection” and drop it on the
container object in ‘Device Topology'.

= An information window will be displayed

showing that this action was accepted.
By creating a Router object an unique
activation code will be created, which
later has to be used to assign a
physical Router to this defined object.

= Now the new Router object is defined
as first device in the device topology
container.

= Next the properties of this Router object

have to be configured.

V1.5.1/ Oct, 2020

Weidmiiller 3£

Navigation: Administration > Device Management Actfive license: Enfry Version ® Language: English ¥ Logged inas: Heinz Hartmann

Device Management

Weidmiiller 3t
» Home
» Service

¥ Administration
User Management
Device Management
Firmware Management

Account Management

Weidmiiller 3¢

Navigation: Administration > Device Management Active license: Entry Version @ Language: English W Logged inas: Heinz Hartmann

» Home

» Service

¥ Administration
User Management

Device Management

Navigation: Administration > Device Management Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Device Management

Status
Weidmiiller 3£
» Home
P Service

¥ Administration
User Management
Device Management
Firmware Management

Account Management

u-link | Remote Access Service

|_+J Device Topolagy

Configuration

‘ Access rights (groups) I ‘ Add Device/Object

2 WDM

ineering Systems

Drag and drop

Device selection (Add to topology by Drag-and-Drop)

[0 User defined end device

RouterFirewall

u-link | Remote Access Service |

Device Create new Router/Firewall object

Device Topg

1= 2=, WD | configuring the Router (Menu u-link of Router Webinterface)

Close

Anew Router/Firewall object with activation code KPBUT7ANVETM' has been created

To assign a physical Router to this object you need to enter and register this activation code when

’ ' The activation code of this object is stored in section Properties of tab Device configuration.

rights (groups) New

py Drag-and-Drop) I

u-link | Remote Access Service

|_+J Device Topolagy

H Configuration

‘ Access rights (groups) ‘ Add Device/Object

25, WOM Engineering Systems

[ . Router/Firewall

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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4.4 Setup of the Device configuration (u-link Web portal)

Configuration of properties of new

Router object (Step 2)

> Highlight the Router/Firewall object and
click Tab “Device configuration” to
display object specific item parameters.

= Section “Properties”
All items with an “Edit Icon” (except
parameter Activation code) can be
edited to store individual data to this
object. These parameters (text-based
fields) are used only for information.
They have no relevance regarding the
remote access functionality.

= Section ,Actions’
By default the 2 actions
Connect VPN Router < u-link and
Connect VPN PC « u-link <> Router
are predefined.
First action can be used to starta VPN
connection on the Router to the u-link
VPN Server remotely from the u-link
Portal (via WWH function).
Second action will be used to initiate a
VPN pass-through connection from a
Service PC via u-link VPN Server to the
Router (to access remote devices).
Via button ,Add“ customized actions
(currently only http/https based calls)
can be defined and started via mouse
click).
Note: Actions are only active in menu

.oervice Desk”

Weidmiiller 3£

Weidmiiller 3£

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Entry Version @ Language: English W Logged in as: Heinz Hartmann

» Home

> Service

Device Management

¥ Administration

Device Topology

Device configuration || Access rights (groups) Mew

User Management = &, WDM Engineering Systems | Properties |

Device Management . Name Router/Firawall Ef
Status lcan ]

Device Type Router/Firewall Z

Screenshot shows initial certieston %

data after creating this Serial Number B

Router/Firewall object. " %

Activation Code KPBUTTANVETM
WWN/' Inactive

The displayed activation code (10t~ somrve oo o

changeable) is unique for each defined e
Router object. Via “Edit Icon” the Connect VPN Router < u-Link

activation code can be released for e el e

additional use (for example in case of L
replacement of a defective Router). Lo

= Section “Documents”

Storing/Retrieving documents (any file type)
assigned to this object. Can be done by all

u-link account users.
= Section ,Comments*

Creating any comments (information) to this | For @ remote access session it is not necessary to edit
object. Useable by all u-link account users. anything. But we recommend to edit the text-based fields

Note:

For preparing a remote access session via a Router
(which will be assigned to this Router object) you only
need the activation code. Copy and save this activation
code which later is necessary when preparing the physical
Router for u-link access.

in section “Properties” to better identify the defined object.
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4.4 Setup of the Device configuration (u-link Web portal)

Screenshot of created
ROUter ObjeCt aﬂ:el" &« - https://u-link.weidmueller.com/webportal/up/Administration/DeviceManagement/tabid/3126/language/en-US/Default.aspx By =
changing the values of ooy iipre - 35 u-link | Remote Access Service

Soctor Proparton
. . aviga - ministration vice Managemen Clive icense: rsion Inguage: Englis 0ogged in as: Heinz Hartmann
section Properties.

Changed name also is displayed in section Device Topology

> Home .
_ Device Management
> Service
¥ Administration Device Topology / Device CM1 | Access rights (groups) | New
User Management ':]":i WDM Engineering Systams / Properties \
Device Management ' Access Router Machine 1 Name A Access Router Machine 1 @’
Status leon (]
Device Type Router/Firewall @’
Identification B
Location Factory Detmold B
Serial Number B
IP 192.168.1.254 (LAN port) @’
Activation Code KPBUTTANVETM @’
i 1 Status-WWH i
This screenshot shows the - on previously us nactive
. . Status-VPN Router < u-link Disconnected
slide - created Router object after Siatue VPN PC s ik s
. . . us- u-in Disconnected
changing the properties of this Router Router
H i Add
ObjeCt. Actions
Connect VPN Router <= u-Link
Connect VPN PC <= u-link <= Router
Open Router Web page [E/|
Documents Add
Configuration Backup of
Backup_Router_Configuration.cf2 - \o B
Comments Add
Comment to Machine 1
By Heinz Hartmann Created at 6715/2016 4:03:49 PM
Any information which is visible for all users of this u-link system account.
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4.4 Setup of the Device configuration (u-link Web portal)

Co

nfiguration of a ‘User defined end

device’ connected to Router LAN port

(St

V1.5.1/ Oct, 2020

ep 3)

The object type ,User defined end device*
can be used to define any device type being
accessible by an Ethernet communication
(TCP/UDP).

This object type will be used to provide a
mapping of remote accessible devices
behind the Router. It is not necessary to
create ‘User defined end devices' for
remote access because all IP addresses at
Router LAN port are accessible when
having a pass-through VPN connection to
the Router.

Select Tab ‘New’

Drag from ‘Device selection’ the object
‘User defined end device’ and drop to the
container object ‘Access Router Machine 1'.

Click Tab ‘Device configuration’ and
configure the object specific properties as
you want (Screenshot shows 2 already
configured ‘User-defined end devices').
These parameters (text-based fields) are
used only for information. They have no
relevance regarding the remote access
functionality.

Same as for a Router object the features
‘Actions’, ‘Storing documents and
comments’ are provided for this object type.

Weidmiiller 3£

Weidmiiller 3£ u-link | Remote Access Service
» Home .
b o Device Management
¥ Administration Device Topology Device configuration Access rights [grou*s} | New

User Management = &%, WDM Engineering Systems Device selection (Add to topology by Drag-and-Drog)

LEJlE LEEgE L jl Access Router Maching 1 Drag and drop I Router/Firewall

Stalus ] User Ged end device h 7/17 User defined end device

on Router object

Screenshot after creating an
“User defined end device”

Weidmiiller 3t

» Service

¥ Administration

Device Management

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

» Home

—e e
Device Topology Device configuration | Ikccass rights (groups) New

User Management j“h WD Engineering Systems Properties
Device Management :l-l Access Router Machine 1 Name
Status & .' Profinet PLC lcon

' Device Type
il u-remote coupler PN

Identification

Location

Frofinet FLC
m
Siemens PLC 315

192.168.1.54

rd
=3

TNEERENEEE

3
=L,
=

rd
=3
=3

Screenshot shows 2 configured ‘User defined end Serial Number
devices’ connected to LAN port of the Router. One is Lm
representing a Profinet PLC, the other one is No actions © dispiay
representing an u-remote |0 device. Documents

Mo documents to display.

Comments

Note: This configuration we will use for setup of the No comments 1o dispiay.
remote access scenario.

Preparing of the device configuration now is finished !
In the next steps both the Service PC (using this administrator account) and the
physical Router (which later is located in the remote network) have to be configured.

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Page 40



Chapter 4 - Setup of a remote access scenario (Configuration Service PC)

Weidmiiller 3£

4.5 Preparing of the Service PC

Install and configure the u-link VPN client software
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Weidmiiller 3£
4.5 u-link VPN Client = Download and Installation

Weidmiiller 3£ u-li
Download u-link VPN Client
» Logon to the u-link Web portal using your user

name and password

Navigation: Home > News & Downloads

Active license: Standard Version @

¥ Home News & Downloads

News & Downloads . .
Welcome to the u-link Remote Access Service

» Goto menu “News & Downloads” User Profile
> Download the provided software from section :;::::me News from your administrator Add news
« . Dies ist eine Inf: lokalen Admin. 112712016
News and Downloads from global u-link e e S
admlnIStratlon Mews and Downloads from the u-link global administration team (Weidmiller) K K
In this section we
] . ; provide updates of all
Unzip the downloaded file and install the (D « New Router firmware Version 3.2.3/ Build 86546 availablel  [eleq o0 o LR )
software = Update urgently recommended if earlier version 3.2.0 / Build /87255 weiaieu:

= Forinstallation you may need admin rights. Downlonds:

1. u-link Introduction / Overview (PDF, English): Download  (Updated March 28, 2017)

Important notes: _ _ .
2. u-link Technical User Guide \1.4.3 (PDF, English):Download  (Updated July 18, 2018)
= Anewer VPN client (e.g. V2.0.129) can be
InSta"ed WIthOUt de-|nsta”at|0n Of an already 3. u-link VPN client for Windows PCs V2.0.129 (ZIP):Download  (Updated July 16, 2018)
InStalled C||ent (eg V2036) MNotes about upgrading to version 2.0.129
H : 1. New version provides major improvements regarding general useability and failure management.
- An already reQIStered user account aUtomatlca"y 2. Improvements regarding compatibility with other OpenVPN Tap adapters.
is taken over. If no user account is registered then 3. Implementation of new u-link WWH and VPN server adresses.
L . vpnl-we_aw-cp-de 52.166.202.111
please go to tab ,Configuration* and click button ypn-ne aw-cp.de 52 169 106,31
,Register user profile”. This starts the registration vowhT-we. aw-cp.de 13.81.4.92
_ | wwh1-ne.aw-cp.de 52.169.107.229
process. 7 Ll tille de L e S ) iz With installation of the new client also the new servers are used! This may cause the need to adapt
Weidmidiller u-link VPN Client firewall settings!
(2.0.23) 4. Uptade to new OpenVPN version 2.3.18

Setup Successful

Screenshot after successful installation New u-link

desktop icon
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4.5 u-link VPN Client -> Start program

Weidmiiller 3£

ik u-link VPN Client — >
Start software u-link VPN Client on the Service PC " :
_ _ o udink | Remote Access Service Weidmiiller 3%
= The program window will be opened and the u-link icon
will be displayed in the notification area of the taskbar. Connection Configuration Log/ Support
= Initially the software is not assigned to a u-link user Profile
account. System acount: Activation Code:
= Before starting a VPN connection to the u-link VPN User name: Profile Status:  not activated
server the software has to be registered using the . _ A
. L ) . Login name:
unique activation code of the u-link user account which
shall be used for remote access. Connection Status

Statistics

Connection time (h:mis):
Transmit data (MByte):
Transmit speed (kByte/sec):

ven VPN Status: Discofnected
v -
o é! VPN Server:

wa

WWH Status: (1) Discofnected

WP Client IP:

u-link VPN client after initial start.

is “not activated”.)

Status: Not assigned to u-link user (Profile status

Received data (MByte):
Receive speed (kByte/sec):

u-link Portal Login:  www.u-link.weidmueller.com Version: 201250

Notification area of the taskbar

Icon of ‘u-link VPN client’ when the
program has been started.
Status:
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4.5 u-link VPN Client > Configuration (Step 1)

» Go to Tab Configuration
» Select your language (English / German)

» Dependant of your Internet connectivity configure your
Proxy Server configuration (often necessary if your
Internet access is controlled by corporate IT systems).
The Proxy server parameters will be provided by your
IT department).

= Leave checkbox ‘Use Proxy Server' unchecked if
your PC is not passing a Proxy server for Internet
access.

Initial registration of your u-link user account
» Click button “Register” to start the registration proTess——

= For the registration process you need the user
specific activation code. The activation code can be
found either in the received mail ‘User Registration’
or in menu ‘User Profile’ on tab ‘Activation Code’
when logged-on to the u-link Web portal.

Weidmiiller 3£

ik u-link VPN Client — >

udink | Remote Access Service Weidmiiller <<

Connection | C

Language

|Eng|ish v‘

Proxy Server
Use Proxy Server; [ Authentication:  ntim w

|IP address: User name:

Port: Password:

Profile Registration / Activation

System account: Activation Code:
User nammmes Profile Status: not activated
Login name: Register ®

Language or Proxy Server settings have been changed: Save / Activate

Version: 201250

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmiiller Interface GmbH

u-link Portal Login:  www.u-link.wlidmueller.com

This message appears when changing the language or editing the proxy
parameters.
Click button ‘Save / Activate’ before starting the registration process.
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4.5 u-link VPN Client > Configuration (Step 2)

Registration u-link VPN Client

Steps of registration process after clicking
button ‘Register user profile’

» Click button ‘Next' (Screenshot 1).

» Enter your activation code and click button
‘Next' (Screenshot 2).

= Wait some seconds until the registration
process is done (Screenshot 3). Finally the

walink
Registration
VPN Client

result is displayed.

account)

software

Registration u-ink VPN Client

This procedure downloads a certificate to assign the udink
VPN Client software to the Service User account which you
will use for login to your udink Web portal

For a successful registration you need to enter the activation
code of your user account which has been created by your
system accourt administrator,

The activation code can be retieved either from your udink

user registration mail or altematively from menu User profile /
Tab Activation code (Login to udink Web portal with your user

This procedure needs to be done only once after installing this

Click nex to continue

al

x| Registration u-link VPN Client
wdink Activation Code
Enter your udink Activation Code here

Weidmiiller 3£

uwink Activation Code:

| NZATYCVXRAN]

Click next to start the certificate acquisition process

Screenshot 1

Click button ‘Finish’ (Screenshot 4).

= Wait around 10..15 seconds until the data of
the registered user account will be displayed in
section “Profile Registration / Activation”. Now
the u-link VPN client is assigned to your u-link
user account .

Change to Tab “Connection” and try to start a
VPN connection.

Registration u-link VPH Client

Client certificate acquisition
Acquining the client certificate from the certfficate server

Cancel |

Screenshot 2

Mext >

=1

>

Registration u-link VPN Client

registered!

Please wait while the activation code is verfied and a client certfficate is retrieved from

»

the client certificate server. This can take a little while.

wlink

which belongs to the entered activation code.

account by clicking the "Connect” buttan.

Screenshot 3

Screenshot of a successfully
registered ‘u-link VPN client’

/'

V1.5.1/ Oct, 2020

< Back

Uers | [ Cancel |

u-link VPN Client successfully

four udink VPM Client software has been registered
successfully and has been assigned to the uink user account

Maow you can intiate a secured certficate-based VPN
connection to the specic VPN Server of your udink system

L link
Registration
VPN Client
Click Finish to complete the registration process.
Screenshot 4 o o

Profile Registration / Activation

System account: |WDM engineering

ser name:

| Activation Code: | N2ATYCVXXXXX

| Service master

Profile Status: activated

Login name: |SerV|ce master@wdm-engine |

B

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

New button name “Change” (instead of “Register”)
after first registration process
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Weidmiiller 3£

4.5 u-link VPN Client > Configuration (Error handling when registration process failed)

Possible errors if the registration process has failed:

= No Internet access
Ensure that your PC can access the Internet.

= Registration process blocked by Proxy Server
If you are located inside of your company network please check if
your company Internet connection uses a Proxy server. If yes,
please configure your Proxy parameters (provided by your IT
department) on tab "Configuration".

= Wrong activation code
Evaluate that you have entered a valid activation code.

= Activation code already registered and not released for
additional use (Status “In use”)
If you have entered an already registered activation code (now
using on a second PC) you first must release the additional use of
this activation code.

— »~ Login to u-link Web portal using your user account.
» Goto menu User profile / Tab Activation Code.
» Activate checkbox “Release for additional activation”.
» Click button “Update” (not displayed in screenshot below).

Registration u-link VPN Client

L link
Registration
VPN Client

This window will appear
if the registration
process has failed!

=T

Error: u-link VPN Client could not be
registered!

An emor occumed durng the registration process. Please
check below mentioned issues which can be the reason of
the problem:

1. Check if this PC has an Intemet connection. -

2. If you are located inside of your company network
please check if your compary Intemet connection uses a
Proogy Server. ff yes, please corfigure your Prosy
parameters (provided by your IT department) via button
"Configuration”.

3. Evaluate that you have entered a valid activation
code.

Click "Back" to enter the activation code again or click
"Cancel" to cancel the registration process.

User Profile

User Data Status Information Activation Code

Note:
If the problem cannot be solved please

Activation ID

Note:

Activation Code  |N2A7YCVXXXXX

State | Released for additional activation

Release for
additional activation

If you are logged-in as Administrator you can set
the checkbox for each user in menu “User
Management”. Click on the Edit icon of an user item Wizard) to the Weidmiiller u-link support
and select Tab “Activation Code”.

cancel this process. Then change to tab
‘Log / Support’. Start the Support Wizard
and send the log file (gathered by Support

mail address.
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4.5 u-link VPN Client = Establish a VPN connection to the u-link VPN server

= Conditions:
= The u-link VPN client is registered (Profile status
‘activated’ and displaying the user data).
= The WWH connection is established (Status
‘Connected’).

> Click button ‘Connect VPN'.

= The Client is starting the VPN connection to the u-link
VPN server (wait around 15..20 seconds).

= When successfully connected the online status, some
additional information and statistic information will be
displayed.

= The u-link icon in the task bar is displaying an
established VPN tunnel by changing the background
color to green.

» Open a browser and logon to the u-link Web portal with
user name and password of the user having this activation
code.
= In menu ‘Service Desk’ the PCs connection to the u-link
VPN server will be signalized by a green colored double
arrow.

= Now you are connected to the u-link VPN server but at
this time you still do not have any pass-trough
connection to a Router/Remote network. This has to be
configured in the next steps.

Configuration of Service PC now is finished!
Next the physical Router (which later is located in the
remote network) has to be configured.

V1.5.1/ Oct, 2020 Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rig

ok u-link VPN Client

ulink | Remote Access Service

: Connection | Configuration I Logrsuppon|

Weidmiiller 3£

== = ==

VPN status: Not connected

Weidmiiller 32

Profile

System acount WDM Engineering

User name: Senvice Master

Connection Status

Connect VPN

Statistics

Connection time (h:m:s):
Transmit data (MByte):
Transmit speed (kByte/sec):

Loginname:  Senvice_master@wdm-engine

\&___’;;__. &)

u-link Portal Login:  www.u-link.weidmueller.con

T

VPN status: Connected

vk u-link VPN Client

Activation Code:  N2A7YCVXXXXX

Profile Status activated

WWH Status: (i) Connected
WPM Status: Disconnected
VPN Server:

WPM IP Client:

udink | Remote Access Service

Connection ‘Conﬁguraﬁun I Lnnguppod|

=S| [o] = ==

Weidmiiller 32

Profile
System acount: WDM Engineering Activation Code:  IN2A7Y CVXXXXX
Username: Service Master Profile Status activated

Login name: senice_master@wdm-engine

Connection Status

WWH Status: (i) Connected

¥ Service
Service Desk
> Administration

Service Desk

VPN SEmE—P> Connected

VEN
< ;&] - “!
- _—_ e _I VPN Server DE-2
> 1

VPN IP Client 10.44.40.69

Disconnect VPN
Statistics
Connection time (h:m:s): 00:00:19
Transmit data (MByte) 0.08 Received data (MByte):

Transmit speed (kByte/sec): 7.57

Receive speed (kByte/sec) 0.80

0.01

Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remote n

& Al n-liﬁ ' y: No routerremote network selac

| Device Topology |
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Weidmiiller 3£

4.5 u-link VPN Client - Error management if the WHH connection or the VPN tunnel could not be established

WWH error (WHH connection failed)

After successful registration the u-link VPN client
automatically is trying to initiate a WHH connection to the
u-link WWH server. If this fails it can be caused by
following reasons:

= PC cannot resolve DNS names

= An outgoing SSL connection using protocol TCP / port
443 cannot be established. Check if a corporate
firewall is blocking the outgoing connection. Configure
if necessary your proxy server settings.

Note: An error message indicating the connection
problem will be displayed.

VPN error (VPN connection failed)

Establishing a VPN connection (via button “Connect
VPN’) is only possible if you have a running WWH
connection. In case of a VPN failure — same as for a
WWH error - an error message will be displayed indicating
the connection problem.

General procedure in terms of solving a
connection error (WWH and VPN):

» Goto tab “Log / Support’

» Click button “Open” to inspect the Log file

»If you cannot solve your connection problem please
start the “Support Wizard” (which gathers all log
information) and send the resulting ZIP file to the
Weidmilller u-link Support

V1.5.1/ Oct, 2020

it u-link VPN Client

S| o] & [u3]

ulink | Remote Access Service Weidmiiller %

Profile
Systern acount. WDM Engineering

Activation Code:  N2A7YCVXXXXX

User name: Service Master Profile Status: activated

Login name: sernvice_master@wdm-engine

Connection Status
WWH Status: (i) Disconnected

VPN e VPN Status: Disconnected
&i% VPN Server:
e VPN IP Client

WWH error: Connection to WWH Server via TCP/443 not possible!  (2:16:28 PM)
Check Internet connectivity (Firewall), if necessary configure Proxy server (Tab Configuration) settings.

Statistics

Connection time (h:m:s):
Transmit data (MByte): 373
Transmit speed (kByte/sec) 2.98

Received data (MByte): 0.13
Receive speed (kBytelsec) 0.01

«—

Screenshot shows an
error message due to
WWH failure

[ i+ u-link VPN Client

u-link Portal Login:  www.u-link.weidmueller.com Version: 2.0230

| Connection | Configuration |

Client Log File: Open
Support Wizard: ®

u-link Mail support: u-link-support@weidmueller.com

Required connectivity to u-link Portal

For user registration, WWH (World Wide Heartbeat) and establishing a VPN connection
following outgoing connections are required:

Reg. Access via DNS-Name www.u-linkweidmuellercom / Protocol TCP / Port 80
WWH: Access via DNS name wwh1.aw-cp.de / Protocol TCP / Port 443
VPM: Access via DNS name vpn2.aw-cp.de / Protocol TCP / Port 443

Copyright © 2020 Weidmdiller Interface GmbH & Co. /A

o wlnkVPNClent =l [o] o (=)
ulink | Remote Access Service Weidmiiller %

Page 48




Chapter 4 - Setup of a remote access scenario (Configuration Router)
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4.6 Configuration of the Router
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4.6 Configuration of the Router

Download of latest Router firmware

(Step 1)

= All the Router models except -FN
version (which does not support VPN
functions) can be used for u-link.

= If you would like to use an already
running Router with u-link then you

need a firmware version 3.0.2 or higher.

» Logon to the u-link Web portal using
your user name and password.

> Goto menu ‘News & Downloads’.

» Download the provided firmware from
third section ‘News and Downloads
from global Weidmidiller u-link
administration’.

Unzip the downloaded firmware

(Step 2)

= The ZIP file is containing the binary file
(firmware) and a pdf-file (Change log).

V1.5.1/ Oct, 2020
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Weidmiiller 3t

Navigation: Home > News & Downloads Active license: Standard Version @ Language: English W

¥ Home
News & Downloads
User Profile

> Service

P Administration

u-link | Remote Acce

News & Downloads

Downloads

Logged in as: Max Musterman

Your profile Showi/Change
Company: Mustermann Maschinenbau GmbH
Famliy Name Mustermann
Name Max
Logged irI%s. hesanito@gmail.com
Last Login Date: 1/16/2017 4:50:03 PM
| News from your administrator Add news |
[ ]
MNews and Downloads from the u-link global administration team (Weidmdller) |
]
New u-link VPN Client V2.0.23 available!
Upgrading from previous version 1.1.391 recommended.
Notes about upgrading to new version 2.0.23

In this section we
provide updates of all
downloadable files.

1. New versicn provides majer improvements regarding general useability and failure management.
Additionally some improvements are implemented to avoid problems in terms of very restricted firewall
settings on the PC.

2. The WPN client V 2.0.23 can be installed without de-installation of an already installed Client V1.1.391.

3. An already registered user account automatically is taken over.

4. Download the new version via below link. For more detailed information please read the decumentation
(PDF file) which is included in the zipped download file.

1. u-link Technical User Guide V1.3 (English): Download  (Updated January 13, 2017)

2. uHink VPN-Client fir Windows PCs (V2.0.23):Download  (Updated January 13, 2017)

3. Firmware Router V3.1.0 Build 74521 (released for u-link): Download  (Published December 05, 2016)

Changes to previous version 3.0.2 Build 72728:

* Performance improvement and bugfixes (see Change log included in Download-Z|P-file).
* Update recommended! An existing cenfiguration can be still used (Reset to factory default settings not

required).

Copyright © 2020 Weidmidiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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4.6 Configuration of the Router

Connecting to the Router and open the Web interface (Step 3)

= We assume that the Routers configuration is set to factory default
values (LAN IP: 192.168.1.110, WAN IP: 192.168.2.110 or DHCP for 6-
Port models).

» Connect the PC to the Router LAN or WAN port (Here we use the LAN
port).

» Configure the PCs Ethernet interface to the same IP network range as
the Router (e.g. 192.168.1.99).

» Open a browser and enter IP address 192.168.1.110 to open the
Router Web interface.

» Enter user name admin and password Detmold.
= The home page (System state) will be displayed.

Note about help tool “Weidmiiller Router Search Utility”

The software Weidmiiller Router-Search-Utility can be used to find Weidmdiller Routers

and detect theirs IP addresses within a switched network. This software is very helpful if

you don’'t know the current IP address of a Router. This e.g. can happen in cases that you

have forgotten the current IP configuration or if you have lost the router access in case of

configuring an unintended IP address. The main features of the software are

= Detecting a router and displaying the parameters IP address, subnet mask, MAC
address, serial number, device name, device location and firmware version

= Change the IP address of a detected router

= Open the web interface of a detected router

The software can be downloaded via this link
> Goto section Industrial Security Router (Firmware and Software for IE-SR-2/6GT-

LAN/AG/LTE)
» Download entry Weidmiiller Router Search Utility

V1.5.1/ Oct, 2020
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/€ hittp:/[192.168.1.110] - nternet Explorer
ey w [@ w2110, O | x| O waitng for 192.168.1.110 % I

File Edit View Favorites Tools Help

Windows Security

a8 x

The server 192, 168. 1. 110 is asking for your user name and password. The
server reports that it is from IE-SR-2GT-UMTS.

/£ « IE-SR-2GT-UMTS/3G-AX00730637 - System State » - Internet Explorer

[ D3] 41 @ BRI UNTS A, X e o
Ble Edt Vew Favorites Took Help

Weidmiiller <2

Home page of Router
Web interface

IE-SR-2GT-UMTS/3G

¥ Diagnostics System data System state
‘System State System name: IE-SR-2GT-UMTS/3G- Date & time: Wednesday, 25 May 2016, 17:21 (Europe/Beriin)
Eventiog AXD0730637 Uptime: 17:21:06 up 10 min, lead average: 0.27, 0.10, 0.03
WAN i - |
Device type: IE-SR-2GT-UMTSI3G OperVPN sessions:  Masters: active 0, listening 0, Clients: 0
LaN Serial-No AX00730637
o IPsec tunnels: ]
Firmuware version 3.01 (Build 72391)
Ping test
? MAC-Address WAN: 00:15.TEFE00:4F System usage
Remote capture
MAC-Address LAN: 00:15:TEFE00:4E Flash 20%
> Configuration Device mode IP router Memory. 28%
? System cPU %
b Information
Network statistic Interface state
User samin 3 .
Interface [WAN] Interface State IPiNetwork mask IP Assignment DHCP
2 Server
WAN Receive i
WAN  enabled  192.168.2.410/ static Disabled
255.255.255.0
LAN  enabled  192.168.1.110/ static Disabled
WAN Transmit s 256.255.255.0
o ulink  not OpenVVPN/DHCP -
registered
36 Disabled

Latest five messages
Eventlog

May 25 17:11:54 IE-SR-2GT-UMTS-AX00730637 system: |[E-SR-2GT-UMTS 3.0.1 SVN-R15965 B-72391, system ready!

May 25 17-11:48 IE-SR-2GT-UMTS-AX00730637 dhcp_server: Starting dnsmasq

May 25 17:11:39 IE-SR-2GT-UMTS-AX00730637 system: running fetc/init d/S41routing

May 25 17:11:30 IE-SR-2GT-UMTS-AX00730637 system: successfully reset SIM card config te firmware version: 3.0.1 defaults
‘Quicklinks:

SecureNow! Reload

htp://192.168. 1. 110/priv oriv phpZid=VPNSTATUS 100% «
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4.6 Configuration of the Router

Updating the Router firmware to a u-link enabled version

(Step 4)

= Note: If you update an individually configured Router with an
older firmware version the stored configuration will not be
changed as long as if you not enable checkbox “‘Reset to

factory defaults”.

g
7

Go to menu System - Software Update.

v

» Click button ‘Start Update’.

Click button browse and select the firmware file (eg. IE-SR-
2GT-LAN_FN_3G_V3.1.0_Build_74521.bin).

= Wait around 2 minutes (until the PWR LED is no longer

blinking).

\4

Open the browser window again using the same IP address.

= In section ‘System data’ of menu ‘System state’ the new

current firmware version is displayed.

V1.5.1/ Oct, 2020

Displays the
current firmware
version after
update process

|E-SR-2GT-UMTS/2G
b Diagnostics

= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
P General settings

b Access control

b gervi

b Pricritizatiol

= System
Backup settings
Software update
Factory defaults

Save

Weidmiiller 3£

Weidmiiller <

Software update

Installed firmware versions: &

Running image: 3.0.1 B-72391
Fallback image: 3.0.1 B-72386

Online available firmware:
Update by upload or from server:

4 Specify update from firmware server ()

¥ Select file for browser upload (2)
F:\Firmware_RouterllE-S  Browse...

‘ID Set the factory defaults of the new firmware. (@ I

Start Update

@ [ & i /7152.168. L1 10/nderc o

=k |E (2 «IE-SR-2GT-UMTS/3G-AX00... X [-

|

Fle Edt View Favorites Tools Help

[ Weidmiiller <_§

IE-SR-2GT-UMTS/3G
~ Diagnostics
System State
Eventiog
WAN
LAN
36
Ping
Remote capture
P Configuration
b system

P Information

User: sdmin B

System data System state

System name: IE-SR-2GT-UMTS/3G- Date & time:
AX00730637 Uptime:

Device type IE-SR-2GT-UMTS/3G OpenVEN sassions

Serial-No.: AX00730637

IPsec tunnels:

Firmware version- 3.0.2 (Build 72728)

MAC-Address WAN: 00:15:7TE-FE:00:4F System usage

MAC-Address LAN: 00:15:TE:FE:00-4E Flash:
Device mode: 1P router Memory:
CPU:

Network statistic

Interface WANZ]

WAN Receive 1000 b1

Interface state
Interface State
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IPiNetwork mask

Wednesday, 25 May 2016, 17.25 (Europe/Beriin)
17:25:58 up 1 min, load average: 023, 0.12, 0.04
Masters: active 0, listening 0, Clients: 0

0

20%
2T%
5%

IP Assignment DHCP
Server
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4.6 Configuration of the Router Currently connected to PC via Router LAN port (IP: 192.168.1.110)
/5 « IE-SR-2GT-UMTS/3G-AX00730637 - IP configuration » - Internet Explorer 8| -10|xl
Configuration of basic IP parameters (Step 5a) O =8 w2 110 ¥ o P[4 @ «Esasriamsiss .. % |10 etz

Internet access via WAN port and using DHCP e — Scr?enshtgt aftsrtpat.rlzlametter o |
= Now the IP parameters of the Routers Ethernet configuration (but sfill not applied).
interfaces have to be configured. The LAN port has to
be set according to the IP range of the remote network.  _ .- .o- urere —
The WAN port will be used for Internet access. b Diagnostics

_ Important note
= Based on our example we will configure the IP o IP configuration “NAT Masquerading” has to be activated
parameters as shown in the screenshot. If you have a secureow operational mode: Creme ® if devices — connecded to Router LAN
4G Router (IE-SR-2/6GT-LTE/4G), inserted a SIM card zm';j" ' port - does not have configured the
(any provider with Internet flat) you alternatively can wan: Router LAN IP as gateway.
configure the Internet access via the 4G connection. Internetaccess | = S ®
viaWANport || ~———> ' .  Effect of NAT masquerading
(|P parameters [ sateway via DHCP If the checkbox is enabled then the
» Goto menu Configuration = IP Configuration. via DHCP) IP:ddf‘*5=k Router is replacing the source IP of an
Subnet mask: . . . .
> Set WAN port to DHCP (getting IP parameters from a P system i (rasaerscing): incoming IP packet (via u-link VPN
b Information tunnel) with its own LAN IP when the
DHCP server). , )
~ Set LAN IP to 192.168.1.254 i packet is outgoing out of the LAN port to
, e O . 1. . User admin [& .
1P assignment: a target device. Internally the Router
» Enable checkbox ‘NAT Masquerading’ at LAN port. 1P address: stores the requesting source IP to be
» Click button ‘Apply Settings'. z;(;”‘sq"dg] ?htgeotr?g];ﬁg?lzg ZerfWhZictﬁet Ik_)Z?\lk to
= Note: Now the Router will apply the settings. As s device receives the request packet it
result you will lose the browser connection to the _ believes that the request comes from a
Router due to changed LAN IP. Wait some seconds pramode: atied 1 @ member of its own network (Router's
and re-open the Web interface using the new IP R LAN IP) and is able to reply without
address 192.168.1.254. oo Y o having configured a gateway.
Applysetings - Hesetchones T Recommendation: Activate generally

Router receives Default "NAT masquerading" at LAN port when
gateway from DHCP server using the Router with u-link.
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4.6 Configuration of the Router

Configuration of basic IP parameters (Step 5b)
Internet access via WAN port and using a static IP

address

V1.5.1/ Oct, 2020

Goto menu Configuration = IP Configuration.

Configure the WAN IP settings according to the
network to which the WAN port will be connected.

» Enter IP address and subnet mask.
» Enable WAN checkbox ‘NAT Masquerading'.

» Enter the Default gateway (IP address of a Router
located in the WAN side network which is providing
the Internet access).

In this example the LAN IP settings are configured with
same value as used in previous slide.

> Set LAN IP to 192.168.1.254 and subnet mask to
255.255.255.0.

» Enable LAN checkbox ‘NAT Masquerading'.

Click button ‘Apply Settings’.

= Now the Router will apply the settings. As result you
will lose the browser connection to the Router due
to changed LAN IP. Wait some seconds and re-
open the Web interface using the new IP address
192.168.1.254.

Weidmiiller 3£

Currently connected to PC via Router LAN port (IP: 192.168.1.110)

£« IE-SR-2GT-UMTS/3G-AX00730637 - iP configuration = - Internet Explorer

% @ [@ hiio:/192. 1681, 110/ Moriv phpia—) O] [ 42| «IE-SR-2GT-UMTS/36-AX00... %

Eile Edit Wiew Favorites Tools Help

|IE-8R-2GT-UMTS/3G
P Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
P General settings
b Access control
b Network
b vPN
b Services
b Pricritization
b System

P Information

User: sdmin 3

Configuration

S

configuration (but still not applied).

8l 10| x|
{nt g 82

creenshot after parameter

Internet access via WAN port

1P configuration

Operational mode:

WAN:

1P assignment:
1P address:

Subnet mask:

NAT (Masquerading):

LAN:

1P assignment:

1P address:

Subnet mask:

NAT (Masquerading):

3G:

Dialmode:

Default gateway:
1P address:

Apply settings

IP router

~ @

static @

152.168.99 205
255.255.255.0

¥ Q@

static ®

configured with static IP
parameters.

Recommendation: Activate
generally "NAT masquerading" at
WAN port when using the Router
with u-link.

IP parameters of LAN port same as
configured on previous slide.

192.168.1.254 <

285 255 255 0
¥ Q@

disabled [ @

192.166.99.1 % () —————————

Reset changes
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Recommendation: Activate
generally "NAT masquerading" at

u-link.

LAN port when using the Router with

The Default gateway to get Internet
access explicitly has to be
configured.
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Router now is connected via IP 192.168.1.254

4.6 Configuration of the Router

. R & « IE-SR-2GT-UMTS|3G-AX00730637 - DNS » - internet Explorer =] w3}
Conflguratlon DNS server (Step 5(:) %v | @ htp://192. 168. L. 254/ori MKy phozid= O[] |§\ 2 « [E-SR-2GT-UMTS/3G-AX00... % [- I 57 e
Only necessary if WAN port is using a static IP e

Weidmiiller <_

address for Internet access.

Note: To resolve DNS names (like www.google.com)

the Router must have access to a DNS Server. If the IESR2GTAMTSEG Stte
WAN port is configured using DHCP then the IP > Dagnostics
address of the DNS server automatically will be T DNS
provided by the DHCP server. SecureNow!

= Ifthe IP address of the WAN port is configured with a s T e et @ . _
static IP then additionally a DNS server has to be set ) cone senis Domain name (searchsuff: [ | @ In this example the public
manually. e 151 NS e [sis @ <«—— Google DNS server (IP

- e 2nd ONS server — 8.8.8.8) is used.

»~ Goto menu Configuration = Network - DNS. o routng 19BN senver

> Enter your own Hostname (is optional). e S g g Note: This IP address

~ Enter atleast 1 IP address of a DNS server (starting v — GEiCEl e

; st ) Netuork groups frly sl = resolve DNS names.

with parameter ‘15 DNS server’).

V1.5.1/ Oct, 2020

Click button ‘Apply Settings'.

Skip this step if the WAN
port of the Router is
configured to DHCP.

Hardware groups
Ethemnet

b veN

b Services

b Prioritization

b System

b Information
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4.6 Configuration of the Router

Configuration of date / time parameters (Step 6) _.S.DD‘_MMM.__ e s

= Note: The VPN connection to the u-link VPN server will == et ven revorites 1oos e
use a certificate for encryption. Generally the validity of Weidmiiller <<
a certificate depends on date/time stamps (valid
from/valid until). For this reason the Routers date and

time settings should be set to a current value. Due to IE-SR26T-UMTS36 K State
the fact that for an u-link access the Router always b Diagnostics
. oy = Configuration )
must have an Internet connection it is recommended to P contauration Date & time
enable the time server synchronization (NTP) that the Securehat Date & time: Wed May 25 21:05:25 CEST 2016
Router automatically will update date and time. If no Facketter
0 . . . . 0 Cut & Alarm
time synchronization is possible then date and time ~ General setings
values have to be set manually. System it Time zone: Relon:[Europe ] ciy: [Berin
Date & time
» Go to menu Configuration - General settings - Date User tertace
& Tlme Certificates Enable timeserver synchronization (NTF): @ I
\ . SCEP Primary NTP server: |pool.ntp.org
» Select your time zone. b Access contro Secondary NTP server: [de pool ntp org
N E bI h kb ‘T. S S h . t y b Network Tertiary NTP server: [ptbtime1.ptb de
» Enable checkbox ‘Time Server Synchronization’. s o Ensble NTP time server relay: 0
» Enter your preferred NTP servers or use the defaults > Servces
b Prioritization
ONes. b system Manual setting of date & time :
> Click button ‘Applv Settinas'. b Information Date (day/month/year): [25=]/ [os[=]y [2016[%]
pp y g Time (hour/minute/second): .v’ f
e Apply settings Reset changes

H100% v 4
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4.6 Configuration of the Router

Configuration of HTTP proxy parameters if the Weidmiiller <_
Internet connection is passing a Proxy server,
requiring authentication by user name and

password (Step 7)

IE-SR2GT-UMTSG I Configuration

P Diagnostics

= Configuration

= See section ‘Preparing the Service PC (u-link VPN I contauraton
client)' for additional information in terms of proxy SecureNont

HTTP proxy

Use a system wide HTTP proxy: (&)

settings. Be aware that the Router proxy parameters ot TP e IIT ®
depend on the network security settings of the Routers b General settings 7P proxy authentication metroc:  [rore 1@ Factory default settings (No
location. i:cmk“‘“" HTTP proxy username: [ |proxy parameters configured)
» Go to menu Configuration = Network = HTTP Proxy. ;szmg e |
» Enter the Proxy Server specific parameters (provided HTTP proxy Apply settings  Reset changes

Forwarding

by IT department of remote network which the Router is
using for Internet access).

» Click button ‘Apply Settings’.

[ Weidmiiller <_

IE-8R-2GT-UMTS/3G kK

Configuration
b Diagnostics
= Configuration HTTP oro
Skip this step if the Routers 1P confguration proxy Example of configured proxy
Internet access is not s Use 2 system wide HTTP proxy: @ ° parameters.
. a e HTTP proxy IP address or hostname: 10.1.33.44
passing a Proxy server. Cut & Aam TP proxy TCP port: B ® .
> General seftings HTTP proxy authentication method: NTLM . @ : . .
b Access control HTTP proxy usernames lw—x FOI‘ an U-|Ink ConneCtlon the
v ”:;:" HTTP proxy password: [fossenee ] configured proxy parameters only
- are used if in the u-link
HTTP proxy Apply settings Reset changes configuration menu the checkbox
T | “Use @ system wide HTTP proxy”
is activated.

V1.5.1/ Oct, 2020
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4.6 Configuration of the Router

{T‘ « TE-SR-2GT-UMTS/3G-AX00730637 - System State » - Internet Explorer

Establishing a network connection via WAN port Oe = [ s iy Ol ir] @ emranspan < Bl

(Step 8) /In this example we use DHCP for IP A —————
Router now connected via IP 192.168.1.254 naller=<

settings of WAN port. | =
» Connect the WAN port to a network which is providing

DHCP and allowing Internet access.

IE-SR-2GT-UMTSAG

= Wait around 30 seconds that the Router is getting S
= Diagnostics System data System state
IP data from DHCP server. System State System name |E-S3R-2GT-UMTS/3G- r Date & time: Mondsay, 20 Jun 2016, 17:25 (Europa/Berlin)
. . Eventiog AXD0730637 Uptime 17:25:17 up 3:52, Ioad average: 0.22, 0.11, 0.04
» Goto menu Diagnostic = System state (Home page). \L,\,AT Doves e E-SR-2GT-UMTS/3G OpenVPN sessions:  Masters: acive 0, istaning 0, Cints: 0
> Check menu ‘System state’ if date and time values SerakNe- AROOTI0EST Psectumnels: 0
h tval 3‘_3 Firmware version: 3.0.2 (Build 72728)
ave curreént vaiues. Ping test MAC-Address WAN: 00:15:7E:FE:D0:4F System usage
N . ¢ y . Remote capture . o )
» Check section ‘Interface state’ if WAN port has s comguration MACAduress LAN. - D0ISTEFE004E Pl 20%
. i - M. 36%
received an IP address. > systm peeemess o o v
b Information
Check Internet access (Step 9) Network stafistic i tertace state
, GOtO menu DiagnOStiC 9 Plng teSt. User: admin [ Interface Interface State IPiNetwork mask P Assignment 2:![(‘2’2[
WAN Receive 100 bz -
> Enter a DNS name (eg. www.google.com) or an IP - AN mebles TRTmSS TP pissbled
address (eg. 8.8.8.8) and click button ‘Apply Settings’. e (AN enabled 1921881254/ st Disabled
ransmi R 255 255 2550
= When having an Internet connection the Router will By wink ot OperVPNIDHCP -
H H registared
displaying the result. -

IE-SR-2GT-UMTS/3G K

= Diagnostics

IE-SR-2GT-UMTSAG Result

System State Ping t
ing test b Diagnostics
Eventiog L]
WAN P Configuration PING www.google.com (216.58.213.36): 56 data bytes
LAN 1P address or hostname: Iwww_guggle_cum @ b System 64 bytes from 216.56.213.36: seq=0 ttl=56 time=54.673 ms
Number of ping messages: |1| b Information —-- WwW.google.com ping statistics --—-
3G 1 packets transmitted, 1 packets received, 0% packet loss
Ping test round-trip min/avg/max = 54.673/54.673/54.673 ms
, User: sdmin 3
Remote capture Apply settings Reset changes

Continue...

% Screenshot of menu “Ping test” '— Screenshot of a successful “Ping” test
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4.6 Configuration of the Router
Activate the Router for u-link (Step 10)

Y

Y

v

v

v

V1.5.1/ Oct, 2020

Goto menu Configuration = VPN - u-link
(Tab ‘Configuration’).

Enable checkbox ‘Enable u-link instance’.

Use default values of section ‘VPN connection
settings’.

» Enable checkbox ‘Use a system wide HTTP

proxy’ if the Router Internet access is passing a
Proxy Server.

= Note: If the checkbox will be enabled the
Proxy server settings must be configured as
described previously.

Use default settings of the other parameters.
Click button ‘Apply settings'.

IE-SR-2GT-UMTSG
b Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
b General settings
P Access control
b Network
~ VPN
u-ink
OpenVFN

IPsec

b Services

b Prioritization

b system

H

Registration

Weidmiiller 3£

Weidmiiller <_

Enable u-link instance:

Inactivity timeout:

Additional settings

Log level:

Apply settings

u-link Remote Access Portal

VPN connection settings
Initiation by digital input (VPN initiate):
Initiation from u-link web portal:

Use a system wide HTTP proxy:

VPN LED/output controller:
Polarity of digital input (VPN initiate):

Reset changes

o

Router Web interface (Menu u-link)
Screenshot of the enabled u-link
instance.

|a|ways allowed

[ =1

|
info
®
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4.6 Configuration of the Router

Explanation of u-link configuration 7 Weidmiiller <
parameters

Inactivity timeout (Dropdown box)  Ermm [ESR2GTUNTSIC 1 State Regisraton
The Router automatically will shutdown  [12h ? Diagnostics e o
: y 24h ~ Configuration . Initiation by digital input (Checkbox)
a VPN connection after the selected u-link Remote Access Portal Aol
time if no traffic was recognized during this time T If enabled the 24VDC digital input can be
: s Enable ulink instance: ¥ used for activating a VPN tunnel to the u-link
‘acket fiter
HTTP Proxy (Checkbox) Cut & Alarm cgtion setiings VPN server.
H R R b General settings Initiation by digitatNwgut (VPN initiate): [
Enable if the Internet access is passing a Proxy o ,
. 5 P Access control Initiation from u-link web portak |always allowed vl
server (CO_nﬁgure Proxy settings in menu mw\ Inactivity timeout:
Configuration = Network = HTTP Proxy) < VPN
M VPN LED / Output controller
— Use a system wide HTTP proxy: O TR .
Log Level (Dropdown box) e OperveN Log vl If set to .u-Ilnk .an gctlve VPN
Selection of logging level (Messages ~ [Aiese — L VPN LEDoutput controler: [T e tunnel will be signalized at front
S e Eeilog) > Sences roarey o dtm moue euey e <) | LED VPN and the digital output
b Prioritization u\/PN_aCtlveu
P System Apply settings Reset changes

.

“Initiation from u-link web portal” (Dropdown box) never allowed
Controls if the u-link VPN tunnel can be activated/deactivated remotely from the u-link Web portal via the WWH M
allowed if digital input (VPN-Initiate) is active

(world wide heartbeat) function.

Selections:

Never allowed: ~ Remote activation/deactivation of the VPN tunnel from u-link Web portal never is allowed.

Always allowed:  Remote activation/deactivation of the VPN tunnel from u-link Web portal always is allowed.

Allowed if digital input (VPN-Initiate) is active: Means that remote activation/deactivation from u-link Web portal only is allowed when the digital input “VPN-Initiate”
is set to 24VDC.

Explanation: If a machine operator at Router location has activated the 24VDC digital input “VPN-Initiate” (eg. by key switch) then the VPN tunnel will be started

providing the remote access. But if the service guy will not immediately start the service (means no traffic on the VPN tunnel) then by default the Router

automatically de-activates the VPN tunnel after 1 hour of no traffic. But to due to the fact that the key switch still is on (means the access permission is still granted),

the remote Service user may re-activate the VPN tunnel remotely. If the key switch again is set to off (24VDC removed from digital input) then the VPN tunnel will be

de-activated immediately and the remote Service user no longer is allowed to activate the VPN tunnel remotely.
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4.6 Configuration of the Router Screenshat u-ink Web portal

(Menu Device Management)

. . . Device Management
Register (Assign) the Router to the defined
. . . . Device Topology Device configuration ‘ Access rights (groups) | New
Router object configured in the u-link Web 32, WOM Enginesring Systems A—
portal (Step 11) l Name :ccess Router Machine 1 B
lcan
= For the registration process we need the Device Type RouterFirewall =z
H : : : Identification B
unique activation code of the Router object. . sty et =
The activation code can be found in the Serial Number s
. . . IP 192.16868.1.254 (LAN port)
properties of the created Router object (u-link JUT— P — %
Portal: Menu ‘Device Management'). Status WWH nactive

Select Tab ‘Registration’.
Enter the activation code of the defined Router
object in field ‘Registration code’.

IE-SR-2GT-UMTSAG K State

Registration

Configuration

b Diagnostics

Click button ‘Register’.
Now the Router is initiating the registration

= Configuration )
u-link Remote Access Portal

u IP configuration

Screenshots Router Web interface
(Menu u-link / Tab Registration)

1: Not registered (but registration code

process to the u-link Portal server. This ff“g::" Status Registration w-link Portal{  not registered |
. . Registration Code: KPBUTTANVGTM X
process typically takes time of around 30 Cut & Alarm

Seconds. ';‘ General settings Register Reload
Access control
~ Please click button “Reload” repeatedly to b Network

¥ VPN

update the current registration status.

u-link

As result the Router should have the T

already entered)
2: Ongoing registration process (after
clicking button “Register”)
+ 3: Successful registration

Configuration State

=N

ongoing registration process

status “registered”.

u-link Remote Access Portal

If the registration process has failed

Status Registration u-link Portal:  registering...
please refer to Appendix A (Registration Registration Code: [KPBUTTANVGTM

of Router to u-link failed).

Cancel Registration

Reload
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4.6 Configuration of the Router

Check the status of the u-link connection (Step 12)

/& « IE-SR-2GT-UMTS/3G-AX00730637 - u-link Remote Access Portal » - Internet Explorer

m = [@ ntipi/j192.168.1.254priv privphoic O =] | 42| [ <= sr26T-uMTs 36-Axc0... % ]

Weidmiiller 3£

Router Web interface
(Menu u-link / tab State)

File Edit View Favorites Tools Help

> Select tab ‘State’.

= After successful registration the Router is initiating the
WWH communication to the u-link (Status ‘Online’).

= Notes about WWH IE-SR2GT-UMTSAG K
The WWH function (World Wide Heartbeat) is an outgoing P Diagnostics

Configuration Registration

Status:

* WWH online
* No VPN connection to the
u-link VPN server

TLS/SSL connection (TCP/443, like HTTPS) to the u-link VCI:::::;::“ u-link Remoate Access Portal
WWH server and is independent from a VPN connection SecureNont o _
. . Status Registration u-link Portal: registered
which will be used for remote access. Packet fiter
. . . . . Cut & Alarm

Thfe unt?r sends via this peer connection periodically a b General sotinge — Activate | De-aclivate a

Htill a!lve message tg the WWH server. The WWH server b Access contol cotue ONLINE VPN tunnel via button

then signalizes the u-link Web server that the Router is i:z':m" st vncay, 20un 2016, 1738 | sGonnact | Disconnect.

alive. This status is displayed in the Service Desk of the u- ik

link Web portal. OpenvPN l

: : i H : IPsec connection u-link po

Vla. the WWH connection it is possible to activate/de- e vPN connection u fink ol o ot conmacted -

activate the VPN tunnel of the Router remotely from the u- b srioriiaston

link Web portal server. - Feload

The encrypted WWH connection automatically is started I ccrvice Desk

when the Router is powered on, having an Internet /

connection and is registered to a Router object in a u-link . . e

account This icon is representing

. H » VPN tion S
Actiat _ o the WWH online status of & s I L. VP cometton
= Activating the VPN tunnel via menu “State the Router. No Router/Remote
Additionally to the most used methods to initiate a VPN i \
tunnel (remotely via u-link Portal or by 24 VDC digital input) Device Topolagy
the VPN connection can be activated / de-activated via (g WDM Engineering Systems :
button ‘Connect’. - Access Router Machine 1 u-I|nI‘( Wep portal :
. —— . | ) PrometpLe Menu ‘Service Desk
Now the Router is ready for initiating a remote access session!
“ il u-remote coupler PN
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4.6 Configuration of the Router

Save the Router configuration (Step 13) /5 « TE-SR-2GT-UMTS/36-AX00730637 - Save » - Internet Explorer &l _|olx|
, w [ @ http://192.168. 1.254)privjpriv.prpvic 0 ] 43| (@ «le-sR-26T-UMTsj36-Ax00... % |1
» Go to menu System - Save. He Hdt Ve Favots Tods Hep

Flashing disk icon
indicates an applied but
not saved configuration.

Weidmiiller <_

Status:
Any parameters are changed
and applied but not saved.

= |f you have changed and applied any settings then in
each menu a flashing disk icon is displayed,
indicating that the applied settings not yet are saved
to the flash memory. By clicking on the disk icon the

IE-SR-2GT-UMTS/3! System

. - ; 4 Diagnostics
menu ‘Save’ directly will be opened. b Configuration
Save
- . ‘ . s . . = Systel
» Click button ‘Save settings’ to store the configuration in e e /
the non_volatlle memory Softwars update State of your current configuration: changes made
Factory defaults ) B
State of configuration on card in SCM slot: not saved
Save
Reboot
> Information
Save the currently active changes you've made to the nen-volatile flash memory of the device (and on a potentially inserted card in the
SCM slot).
User: sdmin [& Save settings

e« IE-5R-2GT-UMTS/3G-AX00730637 - Save = - Internet Explorer

m ® | @ htp: /192,168, 1.254fpriv/priv.php2e O] E] (@ «IE-SR-2GT-UMTS/3G-AX0D... X [-

File Edit View Favorites Tools Help

Weidmiiller <_

IE-SR-2GT-UMTS2G System

> Diagnostics
P Configuration
Save
= System
Backup settings State of your current configuration: no changes made
Software update

State of configuration on card in SCM slot:  saved
Factory defaults

Save settings
Save

Reboot
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Chapter 5: Initiating an access to remote LAN devices

Conditions
Device configuration in u-link Web portal has been done.
Software ‘u-link VPN client’ is installed on Service PC and registered.

Router has been configured and registered.

Note:
For demonstrating the access to remote LAN
devices we will use the Administrator account.
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5.1 Starting a remote access session

Logon to the u-link Web portal using your
administrator account (Step 1)

= Enter user name and password of the u-link
administrator.

= Click button ‘Login’.

Weidmiiller 3£

4 u-link > u-link login

€& - C | @ https://u-linkweidmueller.com/webportal/up/ulinklogin/tabid/3131/language/en-US/Default.aspx By =

Weidmiiller 3£ u-link | Remote Access Service

Navigation: u-link login Language: English ¥

L°gin User Name: ‘hartmann@wdmengineen’ng.de |
Password: [seneees | ]

[Z) Remember Login

Register
Forgot Password ?

Copyright Weidmdller Interface GmbH & Co. KG | Klingenbergstralle 16 | D-32758 Detmold Imprint
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5.1 Starting a remote access session

Goto menu Service Desk (Step 2)

V1.5.1/ Oct, 2020

In section ‘Device Topology’ the same

Weidmiiller 3£

i u-link > Service > Service X

> =

c https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx#

defined objects are displayed which
previously have been created in menu
‘Device Management’.

In section ‘Connection status PC’ the
current VPN connection status (of this
PC) to the u-link VPN serveris
displayed.

In the ‘Device Topology’ the current
connection status of a Router is
signalized by following different icon
symbols:

 Device is powered off or

The Router has an active VPN

FTF T

network.

The Router has no connection to u-link.
+ Device not configured to use u-link or

« Device has no Internet access.

The Router has an online connection to

u-link WWH server. > For initiating a remote

connection to the u-link VPN server.

Weidmiiller 3t

u-link | Remote Access Se

Navigation: Service > Service Desk Active license: Enfry Version @ Language: English ¥ Logged in as: Heinz Hartmann I

» Home

¥ Service
Service Desk

¥ Administration
User Management
Device Management

Status

Service Desk

Status Service PC (u-link VPN client):
* Not connected to u-link

Connection statum connection to u-link Portal

A/
wlink

3

V-4

VPN connection Service-PC ofiine

MNo Router/Remote network selectable

Device Topology

j—i‘i ‘WDM Engineering Systems
;}EI Access Router Machine 1
(=) ProfinetPLC

...... BER u-remote coupler PN

Status Router:
« Connected to u-link via WWH communication
* No VPN connection

must have at least one of these both states.

access session the Router

The Service PC has a pass-through VPN
connection via the Router to its LAN
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5.1 Starting a remote access session

Connect the Service PC to u-link VPN server
(Step 3)

» Start program ‘u-link VPN client’.

> Click button ‘Connect VPN'.

= When successfully connected the status and
some additional information will be displayed
in the program window.

= The u-link icon in the task bar is displaying a
connected status.

> Go back to menu ‘Service Desk’ of the u-link
Web portal.

» The PCs connection to the u-link VPN server will
be signalized by a green colored double arrow.

= Now you are connected to the u-link VPN
server but at this time you still do not have a
pass-trough connection to a Router/Remote
network.

link

ulink | Remote Access Service Weidmiiller 3

Weidmiiller 3£

Connection |Conﬁguraﬁon | Log!Suppor1|

Profile
System acount. WDM Engineering Activation Code;  + N2A7YCVXXXXX
Username: Service Master Profile Status: activated

Connection Status

Disconnect VPN

Statistics

Login name: senvice_master@wdm-engine

VPN YPM Status: Connected
Q %E _______ é‘% YPM Server. DE-2

WWH * I....

Connection time (h:m:s) 00:00:18
Transmit data (MByte): 0.08 Received data (MByte): 0.01
Transmit speed (kBytelsec): 7.57 Receive speed (kByte/sec). 0.80

WWH Status: (1) Connected

VPN IP Client: 10.44.40.69

u-link Portal Login:  www.u-link.weidmueller.com Version: 2. |a EE [Fﬁ ﬁ UE

> Home

¥ Service

Service Desk

Service Desk

Connection status PC: VPN connection to u-link Portal online, no connection to Router/Remote network

P Administration

<9 A Hig y ' % No routeriremote network selected
SV

= i’i WDM Engineering Systems

Device Topology ‘ Properties

=
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5.1 Starting a remote access session

Start the Router VPN connection remotely
via Web-Portal (Step 4)

v

Y

V1.5.1/ Oct, 2020

The VPN connection of the Router to the u-link
VPN server can be activated via WWH
communication. The permission to activate the
Router VPN tunnel remote via u-link Portal can
be set or prohibited in menu ‘u-link’ of the
Routers Web interface (default allowed).

Select the Router by clicking on the Router

object (Icon or name) to display the object

parameters (Properties, Actions, ...)

Start the VPN connection by clicking button

‘Connect VPN Router < u-link’ (Section

Actions).

= Now a ‘VPN activate command’ will be sent
to the Router via WWH connection.

= Wait around 30...40 seconds then the new
status ‘Connected’ will be displayed.

Finally both the Service PC and the Router are

connected to the u-link VPN server but no pass-

through connection via the u-link VPN server is

established until now.

Weidmiiller 3£

» Home .
) Service Desk
¥ Service
Service Desk

Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remote network

> Administration

&a—nﬂiﬁ

' % Mo routerfremote network selected

/

Status Router before clicking
‘Connect VPN Router < u-link’

* Active WWH communication to u-link
* No VPN connection

Status-VPN Router «— u-link

Disconnected

Status-VPN PC +— u-link <= Router

Disconnected

Device Topology Properties
=t i‘ﬁ WDM Engineering Systems Name Access Router Machine 1
: Device Type Router/Firewall
= E Identification
/ =+ [l Profinet PLC Location Factory Detmold
Serial Number
Ml cremote coupler PN P 192.168.1.254 (LAN port)
Activation Code KPBUTTANVETM
Status-WWH Active

Actions

Open Router Web page

Connect VPN Router < u-link

Connect VPN PC < u-link <> Router

Documents Add
Configuration

Flclis i Presibe Pt aft Pl ~fbein 2"

» Home .

) Service Desk
¥ Service
Service Desk Connection status PC: VPN connection to u-link Portal online, no connection to Router/Remote network
» Administration
<9 e i % No router/remote network selected
Device Topology Properties
= i‘i WDM Engineering Systems Name Access Router Machine 1
. Device Type Router/Firewall
& h Access Router Machine 1 \dentification
(= {@l} Profinet PLC Location Factory Detmold
- : er PN Serial Number
/ u-femote coupler P 182 168.1.254 (LAN port)
Activation Code KPBUTTANVETM
Status-WWH Active
Status-VPN Router <= u-ink Connected
Status-VPN PC <= u-link <= Router  Disconnected
Actions
Disconnect VPN Router <= u-link
Connect VPN PC « u-link < Router
Open Router Web page
Documents Add
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5.1 Starting a remote access session

Initiate a pass-through connection
between Service PC and remote Router
(Step 5)

» Click button ‘Connect VPN PC < u-link <

Router’ to establish a pass-through

connection between Service PC and the

Router.

A successful pass-through connection is

displayed in section ‘Connection Status PC’

containing following information:

= Connected to: Name of the selected
accessible Router / remote network.

= Accessible remote network: IP range of
accessible remote network.

= Router VPN IP: Additional VPN-IP address
of the Router beside LAN/WAN IP’s. Exists
as long as the pass-through connection is
established. Via this VPN-IP the Router’'s
Web interface also is accessible.

= Routing to remote network: Status ‘active’
means that the Service PC has accepted
an additional setting in its routing table how
to access devices at the remote network.

» Home
¥ Service
Service Desk

» Administration

Chapter 5 - Initiating a remote access to remote LAN devices

Service Desk

Weidmiiller 3£

Connection status PC: VPN connection to u-link Portal onling, no connection to Router/Remote network

@—rwiﬁ

»
I k No routerfremote network selected

Click button to start a pass-through
connection between Service PC and Router.

Activation Code

Status-WWH
Status-VPN Router <= u-link
Status-VPN PC «— u-ink <+ Router

Device Topology Properties
= ﬁ WOM Engineering Systems Name Access Router Machine 1
Device Type Router/Firewall
= h Access Router Machine 1 \dentification
& W) Frofinet FLC Location Factory Detmold
- " o BN Serial Number
Lremate coupler P 192.166.1.254 (LAN port)

KPBUTTANVETM

Active
Connected
Disconnected

Actions

Disconnect VPN Router <= u-link

Connect VPN PC < u-link <> Router

» Home
¥ Service
Service Desk

» Administration

Service Desk

Open Router Web page

Documents

Add

Connection status PC: Connected to Router/Remote network via u-link Portal

Disconnect

il

3

Accessible remote network: Router VPN IP: Routing to Remote network:

active

Changed Router icon
signalizing a pass-
through connection to
this Service PC

' E E Connected to:
Access Router Machine 1 192.168.1.0/255.255255.0 10.46.240.4
. 4
~

Device Topalogy / Properties
j--ﬁ ‘WDM Engineering Systems Name Access Router Machine 1
: Device Type Router/Firewall
'VLE = EE Identification
= .' Profinet PLC Location Factory Detmaold
o] " ler PN Serial Number
{TEmOtE coupier P 192.168.1.254 (LAN part)
Activation Code KPBUT7ANVETIM
Status-WWH Active
Status-VPN Router < u-link Connected
Status-VPN PC < u-link < Router ~ Connected I

Now the remote devices (any IP address) connected
to LAN port of remote Router can be accessed.
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Disconnect VPN Router <+ u-link

Disconnect VPN PC <= u-link <= Router

Open Router Web page

Documents

Confiauration
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5.1 Starting a remote access session

Accessing a remote LAN device (Step 6)
Example shows a Web access to an
u-remote 10 device.
= When having a VPN pass-through connection
then generally all devices at the remote network -
matching the LAN net/subnet - are accessible by
the Service PC. In this example we will access the
Web interface of device ‘u-remote coupler PN’ (is
of type ‘User defined end device’) via IP
192.168.1.55. For the Web access we use the
action “Open Web interface” defined for this
object in menu ‘Device Management'.
Select (Highlight) item ‘u-remote coupler PN'’.
Click button ‘Open Web interface’ in section
Actions.
= Now a new browser tab will be opened showing
the Web interface of the u-remote |0 device.
= If no action is defined open a browser manually
and enter the directly the IP address into the
input line.
Note:
= For security reasons currently only a Web access
can be defined as an u-link action.
= But as long as the pass-through connection is
established you can run any program or
application which needs access to an IP of the
remote network.
V1.5.1/ Oct, 2020
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» Home -
Service Desk
¥ Service
Service Dask Cannection status PC: Connected to Router/Remate network via u-link Portal Disconnect

» Administration Connected to

il

39 -4

Accessible remote network: Router VPN IP: Routing to Remote network:

Access Router Machine 1 192 168 1.0/255 2552550 10462404 active
Device Topology Properties
= 5, WOM Engineering Systems Mame u-remote coupler PN
i . Device Type Profinet IO device
= hAccess Router Machine 1 \dentification
= @) ProfinetPLC Location
: Serial Number
/v- P 192 166.1.55
Actions
Select u-remote device object then click —————— oo e
Q ([ 2 ” Documents Add
user-defined action “Open Web interface .
o documents to display.

=3 w-link > Service > Service © X ¥ 3F u-remote web interface

> C | [ 192.168.1.55

Name UR20-FBC-MOD
Type: MODBUS TCP

Serial number: AO8440PC7300217

Hardware

Version: 01-01-00

New browser tab showing the Web |
interface of the u-remote 10 device
(IP 192.168.1.55).

Ordernumber: 1334930000
Modules: 0
GTIN: 4050118138153

Firmware Version: 02.00.00

diagnosis
Data exchange failed

Factory settings
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parameter
Serial Number
Name

AO8440PC7300217 =
UR20-FBC-MOD
Hardware Version
Firmware Version
Bootloader Version
FPGA-Version

01.01.00
02.00.00
00.00.06
01.10.00
Order Number

GTIN

Location

Function

Descriptor

Signature

Date of Installation
Software-item-id
Language-Software-ltem-id
Type

connected to field bus

1334930000
4050118138153

0002599
0002155|0002156(0..
MODBUS TCP

Off -
Parameter

change login Reset

Close
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5.2 Closing the remote access session

Disconnect from the selected Router /
remote network (Step 7)

(Finish the remote access session)
» First close all active sessions or programs

which are accessing IP addresses of the remote

network.
» Click button ‘Disconnect’.

Now you will have the previous status that

both the Service PC and the Router are still
connected to the u-link VPN server but you
have no longer a pass-through connection.

> Select the Router item and click ‘Disconnect
VPN Router < u-link’ to shutdown the Routers
VPN tunnel.

V1.5.1/ Oct, 2020

» Home

¥ Service

Service Desk

» Administration

Service Desk

Weidmiiller 3£

Connection status PC: Connected to Router/Remote network via u-link Portal

I Disconnect

Connected to:

it — 3%

Accessible remote network:  Router VPN IP: Routin, Remote network:
Access Router Machine 1 192.168.1.0/255.255.255.0 10.46.240.4 ive

5- ) Profinet PLC
" HEM u-remote coupler PN

Step 1: Close the VPN pass-through connection of
the Service PC to Router / remote network
(Use one of the 2 options).

Serial Number

N\

Status-VPN Router <+ u-link
Status-VPN PC <+ u-link <= Router

e
Device Topology Properties / -
j'ﬁ WDM Engineering Systems Name Access Router Machine 1
Device Type Router/Firewall
j'h Identification
: Location Factory Detmold

192.168.1.254 (LAN port)
KPBUTTANYETH

Active
Connected
Connected

Actions

Disconnect VPN Router + u-link

> Home
¥ Service
Service Desk

P Administration

Device Topology

=l &% WDM Engineering Systems

:l E Access Router Machine 1

Disconnect VPN PC <— u-link <= Router

Open Router Web page

Q W

=+ ) Profinet
- L-rem

Status 3: New Router status
after VPN shutdown showing
an active WWH connection.
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Documents Add
Caonfiguration
Service Desk
Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remote network
’
d— Miﬁ :ﬁ;‘ Mo router/remote network selected
Device Topology Properties
j“i‘i WDM Engineering Systems Name Access Router Machine 1
i - Device Type Router/Firewall
= h Access Router Machine 1 \dentification
;l.] Profinet PLC Location Factory Detmald
] ; et BN Serial Number
Lremets coupler P 192.158.1.254 (LAN port)
Activation Code KPBUTTANVETM
Status-WWH Active
tep 2: Shutdown the Router VPN Status VPN Router <> ik Connected
1 1 Status-VPN PC < u-link <= Rout Disconnected
onnection to the u-link VPN server. ot tlink = Router
Actions
I Disconnect VPN Router <= u-link
Connect VPN PC <> u-link <> Router
Open Router Web page
Documents Add
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5.2 Closing the remote access session

Shutdown the VPN connection of the

Service PC / Logout from u-link Portal

(Step 8)

» Open the window of the ‘u-link VPN client' by
clicking the u-link taskbar icon.

(L=
link

ulink | Remote Access Service

Connection |Conﬁguraﬁon | LogISupport|

5
Q
0
1
|

Weidmiiller 3£

Background color
of u-link icon in the
notification area
will change from
green to white.

Profile

System acount. WDM Engineering

User name: Semvice Master

Login name: senice_master@wdm-engine

Connection Status

K== &>

i Disconnect VPN

Activation Code:

Profile Status: activated

WWH Status: () Connected = La
lirik
VPN Status: Connected |-
VPN Server: DE-2
Customize
VPN IP Client: 10.44 40.69

% u-link > Service > Service X

« - https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx

By =

» Click button ‘Disconnect VPN'.
> Go back to menu ‘Service Desk’ of the
Web portal.
= After some seconds in section
‘Connection status PC’ the disconnected
status is displayed.
» Click button ‘Logout’ to close the u-link portal
session.
» Finally exit program

‘u-link VPN client’.

» Home
¥ Service
Service Desk

» Administration

/’

Weidmiiller 3t

Navigation: Service > Service Desk Active license: Eniry Version @ Language: English W

Service Desk

u-link | Remote Access Service

Logged inas: Heinz Hartmann

Connection status PC: No VPN connection to u-link Portal

PN connection Service-PC offline

Disconnected status
(green colored arrow
has changed to grey)

V1.5.1/ Oct, 2020
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ﬁv vl ' *%
No Router/Remote netwaork selectable
—
Device Topalogy Properties -
= ﬁ WDM Engineering Systems Name Access Router Machine 1
: Device Type Router/Firewall
:}"h Identification
_—}-] Profinet PLC Location Factory Detmold
Serial Number
M oremote coupler PN P 182,168 1254 (LAN porth
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Chapter 6: Further functionality
1 — Dashboard

2 — User defined actions

3 - News from your administrator
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6.1 Dashboard

» For Router objects there is a dashboard available, which will open in a new tab, when klicked on action button “Open Dashboard”

» On the dasboard you will get status information about the selected router.

Weidmiiller 35 u-link | Remote Access Service
Navigation: Service > Service Desk Active license: Standard Version (§) Logged in as: sebastian.stelzer@weidmueller.org

» Home R
) Service Desk
¥ Service
senie Desk Connection status PC: No VPN connection to u-link Pertal
b Administration
'ﬁ : E VPN connection Service-PC offline
o wi “ No Router/Remote network selectable
Device Topology Properties
= ﬁWsldmuHer Name Router (Admin: Bernd Wittwer)
Device Type Router/Firewall
=l Germany Identification bernd-ulrich.wittwer@weidmueller.de
Location Trainingcenter Detmold
[ fg= Athex Klemmenbestiicker Serial Number
. Router Location (Country)
= = Demo case u-link Detmold Trainingcenter (see manual attached) P open Dashboard tO get

- . e status information

£t Status-WWH
g Hannover blzsse QWL Stand Status-VPN Router < u-link Disconnected
Status-VPN PC <+ u-link + Router Disconnected

Actions /

Connect VPN Router <= u-link
Connect VPN PC <+ yhnfl ++ Router
Webinterfa

Open Dashboard I

Documents Add
Manual_WM_Security_Routers_V2.02_en.pdf Handbuch des Routers <4 [}j’ @
Comments Add
Location
Ey Bob Andrew Edited at 9/4/2018 4:17:10 PM
11.07.2018 Problem u-remaote behoben

&
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6.1 Dashboard

» The dashboard is devided into 4 zones: Device Information, Active Service Connections, WWH History and VPN History

Device Information: | eidmiiller 3

Shows router
specific information
and offers the

Navigation: Service > Service Desk > Dashboard

Dashboard for device: Router (Admin: Bernd Wittwer)

Close dashboard

Weidmiiller 3£

Device Information

W\WWH History (Router to u-ink)

Based on time zone (UTC+01:00) Amsterdam... @

possibility to show
the router event log.

Name. Router (Admin: Bernd Wittwer)

Type. IE-SR-2GT-LAN

The function “Show N

event log...” is only m
available on active
WWH connection
The router event log
will be deleted by
power-loss.

AX01710951
30.2-72728

Activation Code: QESEG58YZKER

WWH Status: Connected
VPN Status Disconnected

Show eventlog...

Status: Connected

Hour Day Week

2018/09/27 01:12:56 I

Zoom

LastUpdate: 10/1/2018 10:25:18 AM

Export..

Month Year

From | Sept 24,2018 | To | Oct 1, 2018

u/— 

25.Sept 26. Sept

4

M Connected M Disconnected

27. Sept

28 Sept 29 Sept 30. Sept 1. 0ct

Active Service Connections (PC « u-link + Router)

VPN History (Router to u-link)

Based on time zone (UTC+01:00) Amsterdam... @

Show Histon

Active service

User Connected Since

Mo users connected to this device.

v

connections:

Shows all users that
are currently
connectedtothe |/
router.

The history can be

Status: Disconnected

Zoom  Hour Day Week

25.5ept 26. Sept

4

M Connected Disconnected

27. Sept

Export

WWH History: Shows the WWH
connection of the router to the u-
link WWH Server. Red bar
represents no connection, while
green bar shows connection.

Can be used for troubleshooting
connection problems e.g. identify
fluctuating cellular connection or
regular disturbances from
firewalls.

On mouse-over the exact time of a
status change will be displayed.
The WWH history can be exported
as .csv file via “Export...”

Month

Year

From |Sept 24,2018 | To | Oct1,2018

28 Sept 30. Sept

displayed and
exported by clicking
“Show History...”.

V1.5.1/ Oct, 2020

VPN History: Shows the VPN
connection of the router to the u-
link VPN Server. The green bar
represents VPN connection.

On mouse-over the exact time of a
status change will be displayed.
The VPN history can be exported
as .csv file via “Export...”
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6.1 Dashboard

Weidmiiller 3£

» Action button “Show event log...” opens a popup which shows the eventlog of the router. The router eventlog will be deleted after power-loss. It can be exported in a

.csv file

» Action Button “Show History...” opens a popup which shows the history of service PC’s connected to the router. This information can be used to document service

accesses and e.g. to invoice an exact service fee.

Event Log

Export

Sep 513:41:27 IE-SR-2GT-LAN-AX01710951 u-link: MANAGEMENT: =STATE: 1536147687 TCP_CONNECT, ,

Sep 5 13:41:28 |E-SR-2GT-LAN-AX01710851 u-link: TCP connection established with 62.138.201.23:443

Sep 5§ 13:41:28 IE-SR-2GT-LAN-AX01710951 u-link: TCPv4_CLIENT link local: [undef]

Sep 5 13:41:28 IE-SR-2GT-LAN-AX01710951 U-link: TCPv4_CLIENT link remate: 62.138.201.23:443

Sep 5 13:41:28 IE-SR-2GT-LAN-AX01710851 u-link: MANAGEMENT: = STATE: 1536147688 WAIT, ,

Sep 513:41.28 IE-SR-2GT-LAN-AX01710951 u-link. MANAGEMENT. >STATE: 1536147688 AUTH,,,

Sep 5§ 13:41:28 IE-SR-2GT-LAN-AX01710951 u-link: TLS: Initial packet from 62.138.201.23:443, sid=ab51bb66 c7ade070

Sep 5 13:41:28 IE-SR-2GT-LAN-AX01710851 u-link: VERIFY OK: depth=2, JO=ads-tec_GmbH_STICN=Certificate_Authority

Sep 513:41:28 IE-SR-2GT-LAN-AX01710951 u-link: VERIFY OK: depth=1, JO=ads-tec_GmbH_ST_Remote_Senice_Cloud/CN=Certificate_Authority
Sep 5§ 13:41:28 IE-SR-2GT-LAN-AX01710951 u-link: Validating certificate extended key usage

Sep 5 13:41:28 |E-SR-2GT-LAN-AX01710851 u-link: ++ Certificate has EKU (sir) TLS Web Server Authentication, expects TLS Web Server Authentication
Sep 5 13:41:28 [E-SR-2GT-LAN-AX01710951 u-link: VERIFY EKU OK

Sep 5§ 13:41:28 IE-SR-2GT-LAN-AX01710951 u-link: VERIFY X509NANE OK: /0=ads-tec/CN=senver1

Sep 5 13:41:28 IE-SR-2GT-LAN-AX01710851 u-link: VERIFY OK: depth=0, JO=ads-tec/CN=server1

Sep 5 13:41:20 |[E-SR-2GT-LAN-AX01710951 u-link: Data Channel Encrypt. Cipher ‘AES-266-CBC" initialized with 256 bit key

Sep 5§ 13:41:29 IE-SR-2GT-LAN-AX01710851 u-link: Data Channel Encrypt Using 160 bit message hash 'SHAT for HMAC authentication
Sep 5 13:41:29 IE-SR-2GT-LAN-AX01710951 u-link: Data Channel Decrypt Cipher‘AES-256-CBC initialized with 256 bit key

Sep 513:41:20 |E-SR-2GT-LAN-AX01710951 u-link: Data Channel Decrypt Using 160 bit message hash "SHAT for HMAC authentication
Sep 5§ 13:41:29 IE-SR-2GT-LAN-AX01710851 u-link Control Channel: TLSV1, cipher TLSV1/SSLy3 DHE-RSA-AES256-SHA, 2048 bit RSA
Sep 5 13:41:29 IE-SR-2GT-LAN-AX01710951 U-link: [servert] Peer Connection Initiated with 62.138.201.23:443

Sep 513:41.:20 IE-SR-2GT-LAN-AX01710951 u-link: MANAGEMENT. >STATE: 1536147690, GET_CONFIG,,,

Close

History - Connection User to Device

Export
User Name Connection Start Connection End Duration
bob.andrew@weidmueller.de Bob Andrew 9/27i2018 1:09:21 PM 912712018 1:51:29 PM 0:42:18
sebastian wellerorg Stelzer 9/27i2018 11:28:31 AM Q12712018 11:42.44 AN 01413
sebastian uellerorg Stelzer 9/27i2018 11:24:32 AM 9/27/12018 11:26:45 AM 0:02:13
sebastian idmuellerorg ian Stelzer 912712018 10:36:30 AM 812712018 10:39:42 AW 0:03:12
sebastian.stel, idmueller.org ian Stelzer 9/27/2018 10:31:55 AM 92712018 10:34:54 AW 0:02:59
sebastiar wellerorg Stelzer 9I27/2018 10:30:28 AM 912712018 10:31:11 AM 0:00:43
sebastian wellerorg Stelzer 9/27i2018 10:29:05 AM 912712018 10:30:23 AW 0:01:18
sebastian idmuellerorg ian Stelzer 92712018 10:26:47 AM 812712018 10:28:59 AW 0:02:12
sebastian stel. idmuellerorg ian Stelzer 92712018 10:22:14 AM 812712018 10:24:14 AW 0:02:00
sebastiar wellerorg Stelzer 9I27i2018 10:11:00 AW 912712018 10:17:12 AW 0:08:12
sebastian. wellerorg Stelzer 9I2712018 10:07:14 AM 912712018 10:10:13 AW 0:02:59
sebastian uellerorg Stelzer 9/27/2018 9:17:19 AM 9/27/2018 9:25:08 AM 0:07:49
sebastian idmuellerorg ian Stelzer 92712018 9:12:45 AW 812712018 9:15:10 AM 0:02:25
sebastian.stel, idmueller.org ian Stelzer 9/27i2018 9:11.44 AM 9/27/2018 912:10 AWM 0:00:28
sebastiar wellerorg Stelzer 9I27i2018 9:09:46 AW 912712018 9:10:11 AM 0:00:25
sebastian wellerorg Stelzer 9/27/2018 9:08:58 AM 9/2712018 9:09:38 AM 0:00:40
sebastian uellerorg Stelzer 9/27i2018 9:07:42 AM 9/27/2018 9:08:15 AM 0:00:33
sebastian idmuellerorg ian Stelzer 92712018 8:45:23 AW 812712018 9:07:36 AM 0:22:13
sebastian.stel, idmueller.org ian Stelzer 9/27/2018 8:45:09 AW 912712018 84517 AM 0:00:08
sebastiar wellerorg Stelzer 9I27i2018 8:43:18 AW 912712018 8.43:52 AM 0:00:34

23456782910 mm Page size: (20 ~

682 items in 35 pages
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Navigation: Service > Service Desk > Dashboard

Dashboard for device: Router (Admin: Bernd Wittwer)
Close dashboard

Device Information

VIWH History (Router to u-link)

Based on time zone (UTC+01:

Name: Router (Admin: Bemd Wittwer) Status: Connected LastUpdate: 10/1/2018 10:25-18 Al
Type: IE-5R-2GT-LAN Zoom  Hour Day Week  Month Year From | Sept 24,2018 | To | C
Seria-Nr AXO1710951
Firmware Version:  3.0.2-72728
2018/09/27 01:12:56
Activation Cade: QESEGS8YZKER
Q
WWH Status Connected 25 5ept 26. Sept 27 Sept 28. Sept 29, Sept 30. Sept
Disconnected
entlog d
W Connected W Disconnected
Active Service Connections (PC — u-link «— Router) VPN History (Router to u-link) Based on time zone (UTC+01

Show History
User Connected Since

Status: Disconnected
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6.2 User-defined actions

Weidmiiller 3£

» For all objects (Routers, User defined end devices, Groups and Locations) actions can be defined in the Device Management.

> In section actions click on button “Add” to create a user-defined action

» A popup will appear with an actions list. The action “Open a Web page (new Tab)” is listed. More actions may be added later #

»
» Klick on “Configure” to configure the action
>

With save the action will be saved and can now be used in the Webinterface

Actions

Add

Connect VPN Router <— u-Link
Connect VPN PC <= u-link <= Router
Open Dashboard

Weblnterface

Name: The name for the action, that will be
shown in the service Desk e.g. Webinterface

crto

Action list

Open a Web page (new Tab)

Close

Configure

V1.5.1/ Oct, 2020

Mame:
URL:  http:/f
Save Close

Enter a name to describe the defined action.

Enter URL according to Hyperlink standards.
Examples: https:i192.168.1.10 | hitp:/192.168.1.10:3080 |
hitps:M192.168.1.10 | hitp2hwww.my-page.de
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6.3 News from your administrator

~As administrator you can create news for all users in this u-link system account. Weidmiiller 35

N

» A popup with an html editor will open

» To create news press ‘Add News” in the “News and Downloads” page

Design: Write text or copy and paste images
in the editor. The editor will create html code
out of the formatted text.

HTML: Write direct html code, copy it from
another html editor or view/edit the html
code of the news created in “Design”.
Preview: Weh-preview of the html code.

Weidmiiller 3£

Navigation: Home > News & Downloads

Visible for: Decide which user groups are
able to see your news.

¥ Home News & Downloads
News & Downloads . .
Welcome to the u-link Remote Access Service
User Profile
» Service Your login credentials
User name: Sebastian Stelzer
» Administration Login name: sebastian stelzer@weidmueller.org
News from your administrator | Addnews |
‘Welcome to our demo equipment.
DEAR ALL, Friday 28. Sept. 2018 the Demoboard is partly not available!!!
or28r2018 [ 1]
Any question about the demobeard in Trainingscenter you may ask my
Bernd-Ulrich. Wittwer@Weidmueller.de
MNews Editor
B 7 U d3~ A~ Sizew FontMame - ParagraphStu"l EE=EEE9-0-88:
»
>

|/ Design | € HIML 9 Preview

=P Visible for

Release your News

e Can
[ Administratoren
HMI Stand OWL Admin
Demo-Case-User
Athex-Zugriff

Release Cancel
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Chapter 7: Standard Functions - Further functionality in

Standard Version

1 — Firmware Management
2 — China Access

3 - Password Policy

4 — Access Rights

5 — Eventlog

6 — Templates
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Weidmiiller 3£

7.1 Managing Firmware of connected Routers

»In the menu Firmware Management there is a list of all routers that were created in the portal.
» Only Routers with Internet Connection (as indicated by'El ) can be updated or selected for update.
> Information about Product, Serial No, Version and Build of the router are displayed (status of last WWH connection) and empty if router wasn’t connected before.

Update multiple selected routers by selecting them and click any “Schedule Update”, if update method is restricted, these routers will not be selectable any more.

Logo shows, whether Router has Displays further Unique Serial Number of Clicking on column Filter allows easy
connection to the server or not information device header will sort the list navigation with many
according to this attribute routers
Weidmiiller 3& u-Tink T Remote Accedg Service
Active license: Standard Versio~ u) Language: English W Logged in as: sebastian.stelzer@weidmueller.de
» Home Firmwpre Management @
» Service Activate Filter
¥ Administration WWH Name Product Serial Number Version Build —— Update Version Build Scheduled
User Management ﬁ |E-3R-2GT-UMTS/3G (AX00730637) |E-SR-2GT-UMTS/3G AX00759138 322 83558 Schedule Update History
::::;t“;;z:z::::m ﬁ |E-SR-6GT-LAN (AX02243509) IE-SR-6GT-LAN AX02243509 32z 83558 Schedule Update History
TecooTansaeenT Ll ! IE-SR-2GT-LAN (AX01629720) IE-SR-2GT-LAN AX01629720 323 83128 History
[ ! |E-SR-2GT-LTE/4G-M (AX02254366) |E-SR-2GT-LTEH4G AX02254366 322 83558 History
O ! |E-SR-6GT-LTE/4G (AX02244580) |E-SR-6CGT-LTEMG AXD2244580 323 83368 History
) ! |E-SR-6GT-LTE/4G MESSE |E-SR-6GT-LTEMG [AX02253871 3227 80973 History

o

Select one or multiple
Routers for update

Name of the Router

Current Firmware version Perform an update Shows update history for
Router type and Build number the device
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7.1 Managing Firmware of connected Routers

» With the filter function it is possible to search for specific devices

» The History function shows all Firmware related information with timestamps

Weidmiiller 3£

» The Schedule Update function is for updating. With klick on filter
_— . symbol, advanced : :
> Select which Firmware should be the new one. All Firmwares Y P Deactivate Filter
: o S settings for filtering can
available are checked by Weidmdiller and are located at Weidmiller be chosen :
Servers Deletes current Filter
Firmware Management @ rules \
Resetfilter Deaclivate Filter
WWH Name Product Serial Number Version (Dm{ ﬁalus Update Version Build Scheduled
[ = R 54 b a [zl = | 54
|:| gll‘wline IE-SR-2GT-UMTSI3G (AX00730637) |E-SR-2GT-UMTS/3G AX00759138 322 Contains Histon
Smlic:e |IE-SR-6GT-LAN (AX02243509) |E-SR-6GT-LAN AX02243509 322 :::m_i:ontam edule Update History
Inknown arts wr
! |E-SR-2GT-LAN (AX01629720) IE-SR-2GT-LAN AX01629720 323 Ends with History
! IE-SR-2GT-LTE/M4G-M (AX02254366) IE-SR-2GTATE/G AX02254366 322 Equal to Histary
! |IE-SR-6GT-LTEMG (AX02244580) |E-SR-BGT-LTEMG AX02244580 323 :_:t;:ual © History
= |E-SR-6GT-LTEMG AX02253871 322 80973 History

Transmission of firmware over
WWH, if actual firmware does
not support update via WWH,
the update can be performed

using a VPN connection

Choose new Firmware Version
and Build

Manual: Immediate update
Schedule: Update on defined
Timeslot

Attention! Scheduled time will
be Server time (Winter UTC+1,

Summer UTC+2)

Schedule Update

Pleadg note

By clicking on Schedule Update, a

Firmware update can be performed, a

new window will open

devices. MoMhan 10 devices will be divided in groups of 10 ‘

Update device using

Firmware Version

Build Number:

8cheduled Date

Update Close

devices. More than 10 devices will b
devices each and these groups will be updated successively |

5 is limited to 10

WWH A4 Update device using VPN

Select Version. v Firmware Version: Select Version...
Select Build... v Build Number. Select Build...
Now v Scheduled Date: Now

Admin Password:

Close

Update

divided in groups of 10

|| Previous Histary

S8 10-40:20 A
|| areramm 100856 am
02918 100035 A

218708 100022 80

Emor v

......

By clicking on
History, all
firmwareupdate

™N

In case of Update via

VPN, the admin
password of the router
is needed
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7.1 Managing Firmware of connected Routers

> After scheduling an update, information about the update are displayed in the Firmware Management window.

» With “Change” the planned updates can be edited or deleted.

» When more than 10 devices per u-link account (including all users) are scheduled at the same, they will be bunched together in
groups of 10, which will be updated successively. E.g. 27 devices are updated: First devices 1-10, then 11-20, then 21-27 are

Weidmiiller 3£

Date and time, when
update will be performed

updated. .
New build number after
update
New Firmware Version
after update
Firmware Management ®
ResNfffilter Deactivate Filter

WWH Name Product Serial Number Version Build Status Update Version Build Scheduled

A i m m | i | A i | | L
E |E-SR-2GT-UMTS/3G (AX00730637) |IE-SR-2GT-UMTS/3G AX00759138 322 83558 322 83558 8/21/2018 9:00 AM History
E IE-SR-6GT-LAN (AX02243509) IE-SR-6GT-LAN AX02243509 322 83558 Schedule Update History
O . |E-SR-2GT-LAN (AX01629720) IE-SR-2GT-LAN AX01629720 323 83128 History
"] ' |IE-SR-2GT-LTE/MG-M (AX02254366) |IE-SR-2GT-LTEMG AX02254366 322 83558 History

" /

L] . IE-SR-BGT-LTEMG (AX02244580) IE-SR-6GT-LTE/G £X02244580 323 83368 Change Update / History
] . |E-SR-6GT-LTE/MG MESSE |IE-SR-6GT-LTEMG AX02253871 322 80973 Please note: History

V1.5.1/ Oct, 2020

The amount of simultaneous updates is limited to 10
devices. More than 10 devices will be divided in groups of 10
devices each and these groups will be updated successively.

Update device using | WWH v ‘
Firmware Version: | 322 v ‘
Build Number | 8asss \
Scheduled Dats | scheduled v |

Possibility to change or
cancel update

B/21/2018 3:00 AM [c]

Save Delete Close
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7.1 Managing Firmware of connected Routers

» After start of an update the current status will be displayed.

» The status will be updated by reloading of the website/the table which is every 5 seconds.

> After successful update the router will restart. The restarting of the router might take up to 60 seconds

Status of the update, will be renewed

every 5 seconds

After sucessful or disrupted update the
status will be deleted after 10 minutes.
The final status can then be found in

Weidmiiller 3£

the History
Firmware Management @
v Resetfilter Deactivate Filter
WWH Name Product Serial Number Version Build Status Update Wersion M\ Scheduled
F i | W | I | i I | i
] E |E-SR-2GT-UMTEI3G (AX00T30637) IE-SR2GTUMTSAG  AX00750138 322 83558 g'fz°21r:t':l“;|:;l:;';“:;: started: New Version |\ . 322 83558 82012018 a-zmA History
E IE-SR-BGT-LAN (AX02243509) IE-SR-6GT-LAN AX02243509 322 83558 Schedule Update History
| . |E-SR-2GT-LAN (AX01620720) IE-SR-2GT-LAN AX01628720 323 83128 History
[l l |E-SR-2GT-LTE/4G-M (AXD2254366) IE-SR-2GT-LTE/4G AX02254366 322 83558 History
0 . IE-SR-GGT-LTE/4G (AX02244580) IE-SR-EGT-LTE/4G AX02244580 323 83368 History
[l ' IE-SR-6GT-LTE/4G MESSE IE-SR-6GT-LTE/4G AX02253871 322 80073 History
O . Maschine 3 History
] ' Router WK1 History
O ' Windkraftanlage 2 History
F ' WK1 History
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7.2 China Access

» China prevents cross-border VPN connections with the so called Great China Firewall. As soon as VPN tunnels are detected
they are shut down immediately, which also prevents remote access solutions to machines.

g
7

» U-link VPN Client in China
» Routerin China
» Both Router and Client in China

> As the u-link servers are located in Europe, a cross border connection is every connection with:

» With selecting “China” as Location the VPN tunnel will be routed via a server located in China and use a certified secure

connection between Chinese and European servers

v

‘7’

Router Location (Country)

The Server for single routers can be set in the Device Management by selecting the device in Device Configuration
The Server for u-link Clients (Service PC's) can be set for the specific user in the User Profile

Weidmiiller 3£

Navigation: Home > User Profile

Weidmiiller 3£

World except China | | ¥ Home User Profile
World except China News & Downloads
d the appropriate VPN server for the User Data Status Information Activation Code
China User Profile
Ifthe device is connecting from China please make sure to select P service User data Profile
China,
» Administrati
S Cance Settings for Routers ovene e s
™ Ll mandment 12
> Home _ j
e Device Management
envice j
¥ Administration Device Topology Device configuration \LAcms Tights (groups) New —
User Management ErY o Properties add . .
| Dl DB I P Name DWRQGT-LAN (AX00759082) Z | Settlngs f0r U'Ilnk VPN
=" Buero
TIWare managemen Icon [ | . .
Account Management e} . IE-SR-2GT-LAN (AX00758082) Device Type Router/Firewall = Cllent (Serce PC)
Identification &
| E-SR2GT-TE/4G-M (AX02254366)
. ¢ ) Location Biro PN48 (Tisch) & Document manageme; @
I = News&Downloads =

' IE-SR-2GT-UMTS/3G (AX00730637)
' IE-SR-6GT-LAN (AX02243508)

§ r=orscTiTEe (x02244580)
§ r=orescrirEsc vESSE

[ @ Location

e

V1.5.1/ Oct, 2020

I Router Lacation (Country)

World except China

™
Activation Code

Status-WWH

Status-VPN Router + u-link
Status-VPN PC - u-link <+ Router

PR 102 T68. 1.258 TTP-TVAN DFCE,
SNGEVQWKIVK

o
0

Active
Disconnected
Disconnected

Language | English
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7.3 Password Policy

g

~ To ensure the security of the user accounts, a password policy can be set for the whole account

»In the password policy the settings for minimum amount of:
» Characters (Password Length)
» Symbols
» Uppercase characters
» Lowercase Characters
» Number Characters
Can be set. The minimum is set to 8 at password length and 0 for all other requirements
» The new requirements will come into effect when a user changes his password and for all new created users
» To have a permanently renew of passwords, a password Change Cycle can be set. The value can be between 0 and 999 days, in which 0 disables the change
cycle.
> After expiration of the password, the users will be forced at the next login
to change their password. Weidmiiller 3=
> The last used password will not be allowed to be the new one. SRR
» To force the new established policy to all users directly, use a Change Cycle > Home Status / Statistics Eventlog Password Policy |Accoum Informations
of 1 day and afterwards set the Change Cycle to the desired amount of days :id” Password Policy
et Hanagement By Modityng the Valuss elow you can SnTorce 2 Speciic passwors polcy Fasswords must comply

with this pelicy when creating new users or a users changes the password in the user profile.
Device Management

Firmware Management Password Length: 7 The password must be atleast 8 characters!
Account Management Symbols
Uppercase Characters
Lowercase Characters:

Mumber Characters:

ofellell=4]

Change Cycle

Changing the following value sets the interval at which the user must change the password.
Depending on the size ofthis interval, a note about the expiration of the passwaord with the possibility to
change it will be displayed after login one or several days before. The value 0 disables the password
change cycle

N

Days:

Save Restore
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7.4 Access Rights

g
7

g
7

g
7

»
» Settings:

» Removing a group means that all users of that group won'’t be able to see this object in their device topology anymore
» Specifying an IP address (range) — all users of the group can connect to the subnet, but have access to defined IP address (ranges) only
» Specifying Port (range) - all users of the group can connect to the subnet, but have access to defined Port (ranges) only

Access rights can be set for every object in the Device Topology.

By creating a new device, all user groups will get visibility and access to all IP’s, Ports and all Protocols marked with “*”

» Specifying Protocols - all users of the group can connect to the subnet, but can use defined Protocols only

v

Y

Weidmiiller 3¢

To ensure that the settings come into effect, please reconnect the u-link VPN clients

Navigation: Administration > Device Management

» Home

P Senvice

¥ Administration
User Management
Firmware Management

Account Management

V1.5.1/ Oct, 2020

Device Management

Active license: Standard Version (7)

The entries of allowed IP-addresses, Ports and Protocols are handled additively within the list and over several user groups.

Language: English ¥

Weidmiiller 3£

It is a whitelist of groups, where at non-router objects the visibility and at router objects the visibility and accessibility of IP, Port and Protocol can be set

u-link | Remote Access Service

Logged in as: sebastian.stelzer@weidmueller.de

Device Topology

Device configuration

‘l Access rights (groups)

& £, Mustermann Maschinenbau GmbH

= [ Buero

] . IE-SR-2GT-LAN (AX00758082)

. |E-SR-2GT-LTE/G-M (AX02254366)

Object visible for listed groups / Assignment of accessible IP addresses via Router

Add

Group Name

IP address list

Protocols Actions

Administrators

Senice

*

192.168.1.110

e eEm
- [o)e fu!
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7.4 Access Rights

Examples for several entries:

Weidmiiller 3£

IP address list

Ports

Protocols

*

Selected group:

192.168.1.110

80

UDP

Administrators

Line 1 includes Line 2, so that all IP addresses with all Ports and Protocols are allowed.

Accessible via Router:

Edit group-based access rights to IP addresses via Router

IP address list Ports Protocols : . ‘TCCMPP %
¥ * TCP
192.168.1.110 80 UDP

Line 1 allows access to all IP addresses with all Ports and TCP Protocol.

Line 2 allows additionally access to IP 192.168.1.110 on Port 80 with UDP Protocol. ;'m . -

Examples for several groups (User is member on User group A, and User group B):
User group A:

Enter character **' (asterisk) to allow access to all IP addresses via the Router. For limited access please enter a single IP address, an IP
address range separated by ' character or an IP network range with subnet mask. An additional specification of communication ports
and protocols will limit the access accordingly.

IP address list Ports Protocols Examples:
* * TCP IP address list Ports Protocol
* * *
192168.1.10 * ICMP
. 192.168.1.50-192.168.1.60 223389 TCP
User group B: 192 168 20 0124 80,10000-12333 TCcP
IP address Iist Ports Protocols The access limitation of a group member (User) always refers to target IP addresses reachable via the Router dependent of the
communication protocol or application-specific ports.
1 92 1 68 1 1 1 0 80 UDP Ifan useris member of 2 or more groups (assigned to this Router object) then the access rights of the user will be merged based on the
. . group memberships.

Attention - changes on these access limitations will take effect not before the u-link client reconnects!

As at the previous example, the user is allowed to access all IP addresses on all Ports with sae Cancel
TCP Protocol by rights of User group A. As he is also member of User group B he can u-link | Remote\Access Service
additiona"y aCCGSS the IP 1921681 1 10 On POFt 80 Wlth UDP PrOtOCO| - Active license: Standard Version @ Logged in as: sebastian.stelzer@weidnueller.de

Freies et 57 Access rights (groups) New \
Objectvisible for listed groups / Assignment of accessible IP addresses via Router \ Add
Group Name IP address list Ports Protocols Ad\ﬁs

i . - IChP . .
Administrators N N TCP @
Service 192.162.1.110 = = OFm
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7.4 Access Rights

Weidmiiller 3£

» If a user has restricted access to the local network of a router, the information will be displayed in the service desk as “Accessible network (restricted)”
» To get more information the user can click at the info button. A window will turn up which will show the access settings.

Weidmiiller 3t

Navigation:

> Home

¥ Service
Senice Desk

P Administration

V1.5.1/ Oct, 2020

Service > Service Desk

Service Desk

Active license: Standard Vg

Connection status PC: Connected to Router/Remote network via u-link Portal

Device Topology

Connected to:

| Accessible network (restricteay] )

|IE-SR-2GT-UMTSI3G (AX00730637) 192.168.1.0/255.255.255.0

yd

'—']"i‘i Mustermann Maschinenbau GmbH

£ @ Buero

I |IE-SR-2GT-LAN (AX01628720)

""" E IE-SR-6GT-LAN (AX02243509)

. |IE-5R-6GT-LTE/M4G MESSE

# @ Location

. |IE-SR-2GT-LTEMG-M (AX02254366)

Properties

Actions
Dggfiments

Comments

S

h |IE-SR-2GT-UMTS/3G (AX00730637)

Restricted network access /

. |IE-SR-6GT-LTEMG (AX02244580)

Your access to the remote network is restricted to the following IP addresses, ports and protocols:

IP addresses Paorts Protocol
192.168.1.0/24 80,8080,433 TCP
Close
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7.5 Eventlog

v V V

A\

Weidmiiller 3¢

Administratiot

P Home

P Senvice

¥ Administration
User Management
Device Management
Device Management 1.2
Firmware Management

Account Management

V1.5.1/ Oct, 2020

unt Managemen!

Status / Statistics Iﬁ _ Password Policy

The Eventlog displays all actions that happen in the portal.
The Date for the Eventlog will be the Servertime, which is (Winter UTC+1, Summer UTC+2).
The eventlog can be filtered to show a specific timeframe, category level or messages with a specific text.

The export-function will generate an .csv file with all entries fitting to actual filter rules

Account Information

Weidmiiller 3£

Active license: Standard\rersion@ Language: English ¥

u-link | Remote Access Service

Logged in as: sebastian.stelzer@weidmueller.de

From: T @ category: |An | Level: | All v| Textsearch: l:l Apply filter... Export..
Date Level Category User Message
8/20/2018 9:50:56 AM Info Service Sebastian Stelzer Useris disconnecting vpn for device 1E-SR-2GT-UMTS/3G (AX00730637).
8/20/2018 9:50:53 AM Info Service Sebastian Stelzer Useris disconnecting from device 1E-SR-2GT-UMTS/3G (AX00730637).
8/20/2018 9:38:53 AM Info Service Sebastian Stelzer Useris connecting to device "IE-SR-2GT-UMTS/3G (AX007306377.
8/20/2018 9:38:32 AM Info Service Sebastian Stelzer User is activating vpn for device 1E-SR-2GT-UMTS/3G (AX00730637).
8/20/2018 8:28:26 AM Error Firmware Update Sebastian Stelzer Firmware update failed for IE-SR-6GT-LAN (AX02243509)": Timeout while executing WWH command
8/20/2018 8:27:22 AM Info Firmware Update Sebastian Stelzer Firmware update started for 1E-SR-6GT-LAN (AX02243509): New Version 3.2.2 with Build 82950
8/20/2018 8:26:41 AM Error Firmware Update Sebastian Stelzer Firmware update failed for 1E-SR-2GT-UMTS/3G (AX00730637): Timeout while executing WWH command
8/20/2018 8:25:37 AM Info Firmware Update Sebastian Stelzer Firmware update started for 1E-SR-2GT-UMTS/3G (AX00730637): New Version 3.2.2 with Build 82950
8/20/2018 8:25:27 AM Error Firmware Update Sebastian Stelzer Firmware update failed for 1E-SR-2GT-UMTS/3G (AX00730637): Timeout while executing WWH command
8/20/2018 8:24:22 AM Info Firmware Update Sebastian Stelzer Firmware update started for 1E-SR-2GT-UMTS/3G (AX00730637): New Version 3.2.2 with Build 83558
8/20/2018 8:23:26 AM Error Firmware Update Sebastian Stelzer Firmware update failed for 1E-SR-2GT-UMTS/3G (AX00730637): Timeout while executing WWH command
/2012018 8:22:22 AM Info Firmware Update Sebastian Stelzer Firmware update started for 1E-SR-2GT-UMTS/3G (AX00730637): New Version 3.2.2 with Build 83558
8/20/2018 7:50:47 AM Info Portal Sebastian Stelzer User login ok
8/17/2018 1:19:49 PM Info Service Sebastian Stelzer Failed to connectto device with auth. name XA4STRKMKMVN'. VPN client of user failed to connect.
8172018 1:19:44 PM Info Service Sebastian Stelzer User is connecting to device "IE-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVN',
8/17/2018 1:19:03 PM Info Service Sebastian Stelzer Failed to connectto device with auth. name "94BMMBEJAXJR’. VPN client of user failed to connect
817/2018 1:18:58 PM Info Service Sebastian Stelzer User is connecting to device IE-SR-6GT-LAN (AX02243509) with auth. name "94BMMBEJAXIR.
8/17/2018 1:18:38 PM Info Service Sebastian Stelzer Failed to connectto device with auth. name "94BMMBEJAXJR’. VPN client of user failed to connect
8/17/2018 1:18:33 PN Info Service Sebastian Stelzer User is connecting to device IE-SR-6GT-LAN (AX02243509) with auth. name "94BMMBEJAXIR.
817/2018 1:17:39 PM Info Service Sebastian Stelzer Failed to connectto device with auth. name "94BMMBEJAXJR’. VPN client of user failed to connect
81712018 1:117:33 PN Info Service Sebastian Stelzer User is connecting to device IE-SR-6GT-LAN (AX02243509) with auth. name "94BMMBEJAXIR.
81712018 1:17:26 PM Info Service Sebastian Stelzer User is disconnecting from device 1E-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVYN'.
8M7i2018 1:14:58 PM Info Service Sebastian Stelzer User connected to device with auth. name XA4STRKMKMVN'
8/M17/2018 1:11:58 PM Info Service Sebastian Stelzer User is connecting to device “IE-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVN'.
8M17/2018 1:11:55 PM Info Service Sebastian Stelzer User is disconnecting from device 1E-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVN'.
8M7i2018 1:11:46 PM Info Senvice Sebastian Stelzer User connected to device with auth. name XA4STRKMKMVN'
8172018 1:11:46 PM Info Service Sebastian Stelzer User is connecting to device IE-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMWN'
8M7i2018 1:10:48 PM Info Senvice Sebastian Stelzer Failed to connect to device with auth. name KA4STRKMKMYN'. VPN client of user failed to connect
8M7/2018 1:10:44 PM Info Service Sebastian Stelzer User is connecting to device "IE-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVN'
8M7/2018 1:10:36 PM Info Service Sebastian Stelzer User is disconnecting from device 1E-SR-2GT-UMTS/3G (AX00730637) with auth. name XA4STRKMKMVN'
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7.6 Templates

N

g
7

v

v Vv

» Home

P Service

¥ Administration
User Management
Device Management
Firmware Management

Account Management

V1.5.1/ Oct, 2020

This whole group can now be added to the device topology by drag and drop again.
A template can not include more than 1 Router object

Device Management

Weidmiiller 3£

For managing several similar remote IP networks, there it the possibility to create templates
To create a template, right klick on a Location/Folder/Router/User defined object in the Device Topology in menu Device Management and klick “Create Template”
Now a copy of all devices that are below the selected one in the topology will be created in the menu “Add Device/Object”

Device Topology Device configuration Access rights (groups) New
= = weidmiiller Device selection (Add te tepelogy by Drag-and-Drop)
=t - Germany . Router/Firewall

-ﬂ &&= Athex Klemmenbestiicker

& f"";, Demao case u-link Detmold Trainingcenter (see manual attached)

‘ 1_u-remote coupler pump

‘ 2_u-remote coupler bubbles + LED
~ 3_u-remote coupler paddel wheel
""" ‘ ACT20C reachable with WI-Manager

B Ccamera

8 cameraz

""" . Energy monitor

Ey ? Hannover Messe OWL Stand

I3 User defined end device
7 Group
? Location
-y
-ﬂ . Switch
‘ 1_u-remote coupler pump
‘ 2_u-remote coupler bubbles + LED
3 ‘ 3_u-remote coupler paddel wheel
1 ‘ ACT20C reachable with Wl-Manager
8 camera

B camera2

. Energy monitor

Error when creating a
template including
multiple routers

Device Management

Template can not be created because multiple

v

Router/Firewall are included.

Close
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Appendix

1 - Registration of Router to u-link failed (How to solve)
— General support in case of Router problem issues
- Functional diagram of u-link

Connection requirements of u-link VPN clients (Service PC / Router)

Activating / de-activating Router VPN connection by digital input

» (&) ] ~ w N
|

— Technical u-link support
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Appendix 1 — Registration of Router to u-link failed (How to solve)

Weidmiiller 3£

A1 - Router registration failed

Failure message 1: Registration failed - Check registration code, ensure that status of activation code in u-link
portal is set to ‘not used’ or ‘Released for additional activation’

/5 « IE-5R-2GT-UMTS/3G-AX00730637 - u-link Remote Access Portal » - Internet Explorer

&l 1o/
. . . a8 +//192, 168, 1. 254/priv /priv. phpZic O = ™ e =
Following issues can cause this error: OO2[6 o120 12 o 0 | ] |8 camrimosson. [ n X

file Edit View Favorites Tools Help

- Weidmiiller <
Error 1 - A wrong activation code was entered.
» Please verify the activation code. If entered

wrong repeat the registration process. ESR2GTUMISEE H cocoi s

4 Diagnostics
. = Configuration )
Error 2 - Values Date / Time of the Router are o sonfiguraton u-link Remote Access Portal
nOt set COl'l'eCﬂy- SecureNow! Status Registration registration failed - {Check registration code, ensure that status of activation code in u-link portal is set to
. GOtO menu ‘General settmgs 9 Date&T|me’ Packet filter u-link Portal: "not used" or "Released for additional activation")
» N
' Cut & Alarm Registration Code: IKPE\UT?ANVGTM
enter values for Date/Time manually and b General settings
. . b Repister Reload B
enable checkbox NTP synchronization. Then e Rl\jlauter V\/lgt;(|/r1tTerIt“)a;e o
. ‘ L enu u-link / Tab Registration
click button ‘Apply settings’. Then repeat the = VPN ( g )
. . u-link:
registration process. Openven Status: Registration failed!
IPsec
b Services
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Appendix 1 — Registration of Router to u-link failed (How to solve)

A1 - Router registration failed

Failure message 1 continued

Weidmiiller 3£

Error 3 - The entered activation code a|ready has Device Topology Device cenfiguration | Access rights (groups) | New
been used either for registering another =« VP! Engineenng Systems Properties o
. . . =l Name Access Router Machine 1
Router or you have tried to register this | E———
. . [ i) ProfinetPLC lcan §
Router a second time. I Access Router Machine 2 Device Type Router/Firewall B
A registration / activation code may be used only one time laentification Eif
. . . . . Locati Factory Detmold
for registering a Router. The activation code is used to . e e &
, ) ) , u-link Web portal Serial Number Eif
dedicate uniquely a physical Router to a configured u-link Menu Device Management P 102.168.1.254 (LAN port) B
Router object (u-link Device Management). In order to avoid Activation Code KPBUTTANVETHM &
an un-controlled multiple use of the same activation code an
additional use has to be released before re-registering. Device Topology Device :c-n’igw | Access rights
j“i‘i WDM Engineering Systems Propert)
Normally there are only 2 use cases for additional use of an activation code: _,l )‘ﬁ Access
1. A defective u-link Router has to be replaced by a new device (manually . [+ l) Profinet PLC / leon ]
. \ . f & E— ~ puterdl
configured like the defective Router). Status { Reuse of activation code
2. The configuration of an u-link Router was overwritten (eg. un-registered) or kiory
a reset to factory defaults has been done. Activation Code: | KPBUT7ANVETM
State | Inuse 12 168
» ~ Release for ] SguT
How to release for additional use: additional activation
» Logon-on to the u-link Web portal. Note: ftive
¢ : ) [SENT . If an activation code with status _In use® shall be used again, eg. in case of replacement |
” Open menu DEVICe Management and hlgh“ght the ROUter ObJeCt' of a defective Router which is assigned to this code, then the Checkbox [Release for | !
. ‘ . - s AL =T ‘ . . additional activation® must be set befare registering the replacement Router. After
” In SeCtlon DeV|ce Conflguratlon C"Ck Icon Edlt Of parameter ACtNat'on registration of the new Router using this activation code the status automatically will be isconi
code’ resetto value In use®,
» Then enable checkbox ‘Release for additional activation’. Attention: , o , , I:
You always may assign an activation code only to one Router, otherwise the unique
> Now try again to register the Router. assignment of a physical device to a defined device configured in the u-link device
] ) topology can not be ensured. Pome'
Note: The checkbox only can be set if the status is ‘In Use’, a new not
assigned activation code displays the status ‘Not used’. o e
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Appendix 1 — Registration of Router to u-link failed (How to solve)

A1 - Router registration failed

Weidmiiller 3£

Failure message 2: Registration failed - Network error (Check network and proxy settings)

1. Investigate generally the Internet
accessibility in terms of configured
network parameters:

» Check via menu ‘Diagnostics - Ping test' if
an Internet IP (eg. 8.8.8.8) is accessible.

» Check via menu ‘Diagnostics - Ping test' if
an Internet device via DNS name (eg.
www.google.com) is accessible.

» Please read Chapter 4.6 (Setup of a remote
access scenario / Configuration Router).

2. Router Internet access is blocked by
company-based Firewall rules
» Please read Appendix (Required Protocols

and ports for u-link).

» Clarify with IT department to allow the
outgoing u-link communication based on the

required protocols / ports (see Appendix A4).

3. Router Internet access is passing a company-based
Proxy server which requires an authentication to

establish an Internet connection

» Configure in menu ‘Network - HTTP proxy’ the
required settings (provided by IT department).
» Enable checkbox “‘Use system wide HTTP proxy” in

menu u-link = Configuration.

V1.5.1/ Oct, 2020
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File Edit W¥iew Favorites Tools Help

Weidmiiller <_

Router Web interface
(Menu u-link / Tab Registration)

IE-SR-2GT-UMTSRG Configuration State

[reaoroin

P Diagnostics

Status: Registration failed!

= Configuration

u-link Remote Access Portal
|P configuration

SecureNow!

Status Registration u-ink Portal:  registration failed - network error (Check network and proxy settings) (@) Error messa”e
KERXJGNIMWY 4

Packet filter
Cut & Alarm

Registration Code:

P General settings

b Access contrl e e \ When the registration process is started via
b Neorc button ‘Register’ please click button ,Reload’
- :::k repeatedly to update the status.
QOpenVvPN
|Psec
Note:

Configuration State

reosran S

If during the registration process - before
displaying the final status ‘Registration failed’
- only the status “getting CA certificate’ is
displayed in the meantime (and not the status
‘enrolling certificate’) then this is an Indication
that a corporate Firewall or Proxy server is
blocking the registration process.

-link Remote Access Portal

Status Registration u-link Portal:  getting CA certificate

|XBRXIGNIMWY4

Registration Code:

Cancel Registration Reload

Please press button ‘Reload’ repeatedly to
monitor the temporary status messages.

CpenVPN

IP=en
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Appendix 2 — General support in case of Router problem issues

A2 - General Router support by Weidmiiller

If any problems in terms of u-link connectivity
or other Router features require support from
Weidmilller please proceed as described
below.

» Goto menu ‘System > Backup settings’

» Click button ‘Download settings’ to export the
configured Router settings (a file with
extension .cf2) will be created.

Note:

Only a saved configuration will be exported into
a backup file. If you have changed and applied
Router parameters but still not saved then you
need to save the configuration before creating
the backup file.

» Send the cf2-file to mail address
u-link-support@weidmueller.com.

= The u-link support department then will
analyze the issue and contact you to solve
the problem.

Weidmiiller 3£

/& « IE-SR-2GT-UMTS/3G-AX00759138 - Backup settings » - Internet Explorer =) =[]

% v [@ http://192.158. 1. 110/privpriv.phovic=EAC O 7] \£| (2 «IE-SR-2GT-UMTS/3G-AXD0... * l- 57 e

Ele Edit View Favorites Tools Help

IE-SR-2GT-UMTS/2G &

P Diagnostics
b Configuration
= System
Backup settings
Software update
Factory defaults
Save
Reboot

> Information

r- admin [3

Weidmiiller <_

Router Web interface
Menu System = Backup settings

Backup settings
Manually save the system settings
Backup the current system settings of the device to a file on your local machine with "Download settings”.

Restore the device settings

Backup file: | Browse. |(®
There are unsaved changes. Only saved settings will be included in the d loaded settings file!
Download seftings Restore settings

H100% -
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Appendix 3 - Functional diagram of u-link

A3 - Functional diagram of involved u-link components

Weidmiiller 3£

Main components of u-link portal system

Database server

Background commupjcation
Web'server u-link VPN iew&r

WWH server

Each slice represents one
customer account having its
own u-link server instances,

Service PC

Outgoing VPN
I . k connection (TCP/443)
u-ink VPN clier

u-link Heartbeat
instance (WWH) 3

— e

u-Iir{E' Portal access via o
Sta l':q:!_a?d browser - Q@Q‘z;\[ﬁ‘&h\
1

V1.5.1/ Oct, 2020

u-link Heartbeat (WWH = world wide heartbeat)
Outgoing SSL connection (like HTTPS) using protocol
TCP and port 443.
Via this peer connection the clients periodically check
the connectivity to the u-link portal system. In terms of
the Router the WWH-Server provides the connection
status to the u-link Webserver. The Routers WWH
online status is signalized in the device topology of
menu Service Desk’ by displaying this icon: '_I
_z\..l‘r

Remaote network
Router | | [ Ethemnef
device 1
| B Ethernet
Corporate =
Firewall / u-link VPN- Ethernet
Router Client | | devicen
instance
Factory network
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Appendix 4 - Internet connection requirements of u-link VPN clients (Service PC / Router)

A4 - Overview of used u-link connection parameters

Weidmiiller 3£

Minimum required communication parameters for u-link VPN Clients (PC and Router):

Registration

Updated October 09, 2020

Router

TCP /443 /80

u-link.weidmueller.com

server).

VPN Client (PC) TCP /443 /80 www.u-link.weidmueller.com CEHEE ) Registration Rl
WWH (World Wide Heartbeat) for Registration, Still Alive messages and VPN Server request
. wwh.big-linx.de 217.119.57.27 Main server .

<

S || e e U e (el L) wwh2.big-linx.de 13.81.4.92 Backup server Outgoing
Router wwh1l-we.aw-cp.de 13.81.4.92 Main server

2 || Ve e U e (el L) wwhi-ne.aw-cp.de 52.169.107.229 Backup server Outgoing

< |Version2.0.128 TCP / 443 (SSL/TLS) wwh1.aw-cp.de 62.138.201.27 Main server Outgoing
VPN Client (PC) . wwh1l-we.aw-cp.de 13.81.4.92 Main server .

>

= || VemEen 0L TCP /443 (SSL/TLS) wwh1-ne.aw-cp.de 52.169.107.229 Backup server QiR
VPN Server

< |Version3.2.2 TCP / 443 (OpenVPN) idaprof2.ads-tec.de 217.119.57.23 Main server Outgoing
Router . vpnl-we.aw-cp.de 52.166.202.111 Main server .

>

2 || VRS2 U AR @2ty vpnl-ne.aw-cp.de 52.169.106.31 Backup server Outgoing

< |Version2.0.128 TCP / 443 (OpenVPN) vpn2.aw-cp.de 217.119.57.23 Main server Outgoing
VPN Client (PC) . vpnl-we.aw-cp.de 52.166.202.111 Main server .

>

3 || Ve 0 TCR/iaa3Speny RN} vpnl-ne.aw-cp.de 52.169.106.31 Backup server il
Other port and protocols important for u-link communication
DNS request for Router and VPN-Client | TCP /53 . .
(PCQ) UDP/ 53 Mandatory for resolving the DNS names Outgoing

Recommended to update the Router's time automatically (Correct Router time is

NTP time request for Router UDP /123 important for validity of u-link certificate to be used for VPN connection to u-link VPN | Outgoing

Note:

This are the recommended Servers used for u-link Remote Access Service. If these are prohibited, the Clients may change to other servers displayed in the extended list.
If a Service PC (u-link VPN client) or Router is passing a corporate firewall to access the Internet, please clarify with the responsible IT administration that the listed connection
types are allowed (if you have any connection problems).
We recommend to use the listed DNS names for Firewall settings. If possible avoid using the currently used IP addresses.
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Appendix 4 - Internet connection requirements of u-link VPN clients (Service PC / Router)

Weidmiiller 3£
A4 - Overview of used u-link connection parameters including fallback and backward compatibility servers

Updated December 03, 2018

All possible communication parameters for u-link VPN Clients (PC and Router):

Registration
Router TCP / 443/ 80 u-link.weidmueller.com . . .
VPN Client (PC) TCP / 443 / 80 www.u-link.weidmueller.com SEMEEIE B Outgoing
WWH (World Wide Heartbeat) for Registration, Still Alive ges and VPN Server tables
. wwh.big-linx.de 217.119.57.27 Main server .
8 | Verkn 822 G BIEELN) wwh2.big-linx.de 13.81.4.92 Backup server Outgoing
Router wwh1l-we.aw-cp.de 13.81.4.92 Main server
> | Version 3.2.3 TCP / 443 (SSL/TLS) wwh1-ne.aw-cp.de 52.169.107.229 Backup server Outgoing
wwh.big-linx.de 217.119.57.27 Backward compatibility
< Version 2.0.128 TCP / 443 (SSL/TLS) wwhl.aw-cp.de 62.138.201.27 Main server Outgoing
VPN Client (PC) . wwh1l-we.aw-cp.de 13.81.4.92 Main server .
> .0.
B | Veren 2828 VEP EBIEELI wwh1-ne.aw-cp.de 52.169.107.229 Backup server Outgoing
VPN Server
vpnl-we.aw-cp.de 52.166.202.111 Main Server
vpnl-ne.aw-cp.de 52.169.106.31 Main Server
No DNS 61.138.201.23 Backup Server
No DNS 52.169.24.35 Backup Server OBFS
Router TCP / 443 & 5955; UDP 1194 vpn2.aw-cp.de 62.138.201.23 Backward compatibility Outgoing
No DNS 217.118.57.23 Backward compatibility
idaprof2.ads-tec.de 217.119.57.23 Backward compatibility
No DNS 217.119.57.22 Backward compatibility
No DNS 217.119.57.28 Backward compatibility OBFS
< Version 2.0.128 TCP / 443 (OpenVPN) vpn2.aw-cp.de 62.138.201.23 Main server Outgoing
VPN Client (PC) . vpnl-we.aw-cp.de 52.166.202.111 Main server .
B | Vemlen 284024 V&P B eLEn ) vpnl-ne.aw-cp.de 52.169.106.31 Backup server igelligg
VPN China (PC & Router) TCP / 443 (OpenVPN) No DNS 101.132.149.212 China Server Outgoing
vpn3-we.aw-cp.de 51.136.30.13
vpn4-we.aw-cp.de 51.144.182.20 .
VPN Server for future use i G ———r. 20115.121.76 Reserved for future use Outgoing
vpn4-ne.aw-cp.de 40.114.121.69
Not in use any more TCP / 443/ 80 adst02.synserver.de 217.119.57.16 Server not in use Outgoing
v TCP /443 No DNS 217.6.47.174 Former static VPN server Outgoing
Other port and protocols ded for u-link communication
DNS request for Router and VPN-Client (PC) IJ%PP//Ssaa Mandatory for resolving the DNS names Outgoing
. Recommended to update the Router's time automatically (Correct Router time is important for validity of u-link X
PP i IS (81 (ReUider doiize certificate to be used for VPN connection to u-link VPN server). Outgoing
Note:
This is the full Server-List for u-link. Most of these servers are only used, when the connection to the main servers is prohibited. Please don't use the Backward compatibility servers if not necessary!
If a Service PC (u-link VPN client) or Router is passing a corporate firewall to access the Internet, please clarify with the responsible IT administration that the listed connection types are allowed (if you have any connection
problems).
We recommend to use the listed DNS names for Firewall settings. If possible avoid using the currently used IP addresses.
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Appendix 5 — Activating / de-activating Router VPN connection by digital input

A5 - Activating / de-activating a u-link VPN tunnel via 24 VDC digital input

Start/Stop VPN tunnel:

» Establish VPN tunnel by connecting Pin 2 (VPN initiate) to 24 VDC and

Pin 4 (GND) to ground of power supply.

» Deactivate VPN tunnel by removing 24 VDC from Pin 2.
= The status of the u-link VPN tunnel (on-/offline) is signalized by Pin 3
(Digital output “VPN active”). For output signalizing you need to

connect Pin 1 (VCC) to 24 VDC.

Router Web interface

(Menu u-link, Tab Configuration)

Weidmiiller 3£

IE-SR-2GT-UMTSIAG ke E—— N
Configuration State Registration
b Diagnostics -
= Configuration
u-link Remote Access Portal
IP configuration . . . :
SecureNow! Checkbox ‘Initiation by digital input’ must
Enable u-link instance: ]| .
Packet filter be enabled to establish a VPN tunnel by
Cut & Alarm VPN connection settings / digital input ‘VPN init’ (default value).
b General settings Initiation by digital input (VPN initiate): M
b Access control Initiation from u-link web portal: |always allowed
b Network Inactivity timeout: |1h ~
M VPN . . .
- Additional settings Must be set to ‘u-link’ for signalizing an
OpenvEN ‘:f e ide HIT? proxy: active VPN tunnel by digital output ‘VPN
evell Info . 5
IPsec - active’ enabled (default value).
VPN LED/output controller: u-link (6]
b senices Polarity of digital input (VPN initiate):  [Active | :
b Prioritzation Must be set to ‘Active’ (default value).

I System Apply settings

P Infarmatinn

V1.5.1/ Oct, 2020

Reset changes
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1 24V DC (VCC)

2 Initiate VPN (24 V In)
3 VPN active (24 V Out)
4 GND

Input ke> Output
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VPN VPN activ

|
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External 24 VDC
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Appendix 6 — How to change IP address/netmask of Router LAN port via u-link

VPN connection

A6 - Change LAN IP address/netmask of a remote Router via u-link VPN connection

Situation (Example):

= Current IP configuration of remote Router:
LAN port IP/Subnet: 192.168.1.110 / 255.255.255.0
WAN port IP/Subnet: 192.168.99.206 / 255.255.255.0

Requirement:

= The LAN port IP/Subnet shall be changed via u-link to:

IP address: 192.168.50.254
Subnet mask: 255.255.255.0

Solution:
» Connect to the remote Router via u-link.
= The u-link VPN client (PC) now has got route
settings how to access the IP networks

192.168.1.0/24 (Router LAN) and 192.168.99.0/24

(Router WAN). See upper screenshot.
= The Routers Web interface can be accessed via
LAN IP, WAN IP or via the Routers u-link VPN IP
(see upper screenshot). Due to the fact that we
want to change the LAN-IP we may not use the
current LAN-IP for accessing the Web interface
but we can use the Router VPN IP.
» QOpen the Routers Web interface by using the
Routers VPN IP.
» Goto menu IP configuration.
Change IP address data of LAN port.
» Click button ‘Apply settings’.
= Now the new LAN-IP address is active and the
connected devices at Routers LAN port must be
adapted to the new IP range.
» Save the configuration (Menu System - Save).

v
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Navigation: Service > Service Desk

S Weidmiller Corporate V. X >/ 2 ulink > Service > Servic X \< [ «Router-Machine-2-1P x \\

Weidmiiller 3£

& c ‘ @ https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/es

n-US/Default.aspx

Weidmiiller 38

» Home

Accessible networks at
Routers LAN/WAN ports

Router VPN [P

Service Desk
¥ Servi

/

‘Connection status PC: Connected to Router/Remote network via u-link Portal

ted to:

Connec!
' % Actess Router M

@ winke

achine 2

Router VPN P Routing
10.46.2406 active

192.168.1.0/255.255.255.0

o Remote network

Device Topology

=t

5 g%, WOM Engineering Systems
1 [y Acsess Router Macnine 1
[l pesess Router wachine 2
5 Access Router Machine 3

I SE-Konverter
I switch

Note about provided accessible networks:
If the Router is connected to Internet via DHCP-enabled WAN port then the
WAN network will not provided as accessible network (only the LAN side).
If the Router is connected to Internet via WAN port with static IP address then
both network sides (LAN and WAN) are provided as accessible networks.

Copyright © 2020 Weidmidiller Interface Gmb

C (© 10462905/p )=

ke« | :

Web access to Router via the Router’s

IE-SR-2GT-UMTS/3G

Configuration

u-link VPN IP

Weidmiiller <_

P Diagnostics

= Configuration N
IP configuration
IP configuration

SecureNow!

[Proser  *|®

Operational mode:
Packet filter
Cut & Alarm
P General settings WAN:

b Access control

®
192.168.99.206
1266.266.265.0

v @

IP assignment:
P Network
IP address:
b wPN
Subnet mask:
b Services

b Prioritization NAT (Masquerading):

b System LAN:

b Information

®
192.168.50.254 <

IP assignment:

User: admin 3 IP address:

Subnet mask:

Screenshot shows the already set
new |P address at LAN port.

1255.265.265.0

NAT (Masquerading):

v @




Appendix 6 — How to change IP address/netmask of Router LAN port via u-link
VPN connection

A6 - Change LAN IP address/netmask of a remote Router via u-link VPN connection

Weidmiiller 3£

BIEREES
NOte: /I Weidmaller Corporate V. X y = u-link > Service > Servic: X \D
The Connected PC St|" haS the rout]ng entr]es to & c ‘ & https://u-linkweidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx Q& ‘ g

previous Router LAN and WAN IP networks
192.168.1.0/24 and 192.168.99.0/24.

Weidmiiller 3

Navigation: Service > Service Desk

Active license: Entry \ersion @ Language: Englispg

u-link | Remote Access Service |

New accessible networks at

_ _ > e Service Desk Routers LAN/WAN ports

To update the PCs routing table do following: v senvice 7

Service Desk Connection status PC: Connected o Router/Remote network via u-link Portal / Disconnect
N . » Administration Connected to: Accessible remote network: ter VPN IP: Routing to Remote network:
” DlsconneCt the PC from the remOte ROUter' @ "ﬁ I % Access Router Machine 2 192.168.99.0/255.255.255.0 10.46.240.6 active

152.168.50.0/255.255.255.0
~ Disconnect the Router VPN connection to u-link.
Device Topology Properties
= Wait until the Router icon changes to this 3 oM Ergineerng Sysers D Ty Rosreel

_Pl Agcess Router Machine 1

|

= § sccess mouteracnine 3
- [T SE Konverler
[ Switch

symbol: El

» Connect the Router again to u-link.

= Wait until the Router icon changes to this
symbol:

» Finally re-connect the PC to the remote Router.

= As result the PC’s routing table should be

Identification
Location

Serial Number
P

Activation Code

Status-WWH

Status-VPN Router < u-link
Status-VPN PC < u-link «» Router

1%2.168.1.110 (LAM)
XERXJGNIMNYS

Active
Connected
Connected

Actions

Disconnect VPN Router = u-link
Disconnect VPN PC < u-link <+ Router

Documents Add
No decuments to display.
Comments Add

No comments te display.

updated and the new accessible networks
192.168.50.0/24 and 192.168.99.0/24 should
be displayed in the connection status of the
Service desk.
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Appendix 8 — Technical u-link support

A7 - Technical customer support

For any technical issues or support requests in terms of the u-link Remote Access Service
please send a mail to address

u-link-support@weidmueller.com.
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