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1. Warning and disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled devices.
Such hazardous events can result in death and / or serious injury and / or property damage. Therefore,
there must be provide safety equipment/ electrical safety design or other redundant safety features that are
independent from the automation system.

Disclaimer

This Example / Application Note does not relieve you of the obligation to handle it safely during use,
installation, operation and maintenance. Each user is responsible for the correct operation of his control
system.

By using this program example / application note prepared by Weidmdller, you accept that Weidmdiller
cannot be held liable for any damage to property and / or personal injury that may occur because of the
use.

Note

The application examples do not represent customer-specific solutions, they are simply intended to help for
typical tasks. The user is responsible for the proper operation of the described products. This application
example does not relieve you of the obligation of safe use, installation, operation and maintenance.
Application examples are not binding and do not claim to be complete in terms of configuration as well as
any contingencies.

By using this Application Example, you acknowledge that we cannot be held liable for any damages beyond
the described liability regime. We reserve the right to make changes to this sample application at any time
without notice.

In case of discrepancies between the proposals in the application example and other Weidmduller
publications, like manuals, such contents always have more priority to the examples.

We assume no liability for the information contained in this document. Our liability, for whatever legal
reason, for damages caused by the use of the examples, instructions, programs, project planning and
performance data, etc. described in this application example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is necessary to
implement (and maintain) a complete state-of-the-art industrial security concept. The customer is
responsible for preventing unauthorized access to his equipment, systems, machines and networks.
Systems, machines and components should only be connected to the corporate network or the Internet if
necessary and appropriate safeguards (such as firewalls and network segmentation) have been taken.
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2. Abstract

We got information about problems with the new SRAM feature in u-control studio.
This application note describes the necessary steps for...

- correct initialization of the SRAM after the “Create Target” process

- problems due to fragmentation of the available memory

- updating of the installed bootloader version from 01.02 to 01.09.

in u-create studio V1.20.2 .

3. Requirements

Hardware: UC20-SL2000-OLAC-EC w/o CAN interface - HW rev. 1.23
Software: u-create studio V1.20.2 including patch 1 to 4

It is recommended to have/create a ssh keypair in order to access the controller via ssh!

4. Initialization of SRAM after ,,Create Target” process

4.1. Issue

If data is already stored in SRAM on a controller (e.g. through an older PLC project),
this leads to a problem when creating a new target with retain data.

In this case the SRAM is not re-initialized and CODESYS tries to write the retain data of the new
application into the remaining memory area. Since the memory area is usually not sufficient, an
error message appears:

=]
u-create studio LX Q

Download failed: Mot enough memary on device

OK

No login or download is possible at this point (regardless of whether with / without retain
variables).
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4.2. Workaround

After the "Create Target" process, the controller must be updated with the SD card.

Then restart the controller and wait until the Device is in the "Run" state again.

Now the Device must be set to "Stop" via the menu item "Device Manipulation”.
To do this, the "Stop Device" entry must be selected (see the following figure).

Online | Debug Tools Window  Help
4 Generate, Download and Login to Device E B P & =3
Software Update...
e e fif wRxsnoP 'S¢ UR20FBCEC PoU o ucao_
¥  Selective Download to Device - ) L "
ommunication settings  Applications  PLC Shell  Symbal Rights
=] Login Alt+F2
[Z Legout Ctrl+F8 ngs
Online Change
Reset Warm @ BI
Reset Cold
Reset Origin
@8 Device Manipulation 4 | [0 Stop Applications
- UC20-5L2000-0LAC-EC
Trigger statereport [ Restart Applications -
. 192.168.0.100
Load statereport [D Stop Device Run
Load crashreport flo  Restart Device
- T - - 1
3 Available Devices |H®  Shutdown Device
Reboot Device

If the Device has changed to state "OsReady",
the "Clear Retain Data" function is available.

Online | Debug Tools Window  Help

UC20-5L2000-0LAC-EC
192.163.0.100
0OsReady

4 Generate, Download and Login to Device
Software Update...
Add/Remove Software Unit(s)...

M  Selective Download to Device

<] Login Alt+F8

[ Logout Ctrl+F8
Online Change

Reset Warm
Reset Cold

Reset Origin

R [

__EC x Test_Powerlp

“ommunication settings  Applications

ngs

|m6 Device Manipulation » |

@ Init Device

Trigger statereport
Load statereport

Load crashreport

E[;: Start Device
Em Shutdown Device
E Reboot Device

Available Devices
witch

U] Delete Applications

E;(I Clear Retain Data I
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Explicit deletion releases the SRAM and re-initializes it.
The SRAM is then properly available. The download of a new project including retain data is now
possible again.

5. Fragmentation of the available memory

5.1. Issue

If too much retain data is created, the following error message is reproducibly displayed:

&
&
€} Error generating code for application.

If you check the error under the "Build" item, you will find detailed information:

¥ EtherCAT Master : Cyde time of the bus cyde task does not match with the DC master cyde time. Perhaps DC may not work,
€} C0415: Out of persistent memory: Variable 'Vararray4, 5392 bytes (Largest contiguous memory gap 5391), Editing persistant vari...
® C0244: Mo matching instance path in VAR _PERSISTENT list found for variable POU,x, Use the command “Add all instance paths™ to ...

Ruild Famnlata 1 arenre T wmrminae + Ma Arwslasd rseeikla

Additional information from the tooltip:

C0415: Out of persistent memory: Variable 'VarArray4', 5392 bytes (Largest contiguous memory gap 5391). Editing persistant variable
lists may produce fragmented memory. Perform "Declarations, Reorder list and clear gaps" to compact persistent variable lists.

This behavior is as expected. Unfortunately, it is the case that CODESYS now regards the
memory as full and does not allow any further download of a project with retain data, even if the
retain data of the project no longer exceeds the actual size of the SRAM.

Example 1:  create a project with following persistent variables:

VAR_GLOBAL PERSISTENT RETAIN

TEST: ARRAY|0..64999] OF BYTE;
TESTO: ARRAY([0..4999] OF BYTE;
END_VAR

The size of the actual SRAM is exceeded and the error message appears.
If the array TESTO is now removed, the error message still persists.

This behavior is also caused by unfavourable fragmentation in the CODESYS.
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Example 2:

First create 12000 Byte according to example 1 and perform a download.
After that do the same with 48000 Byte.
This is not a problem as we do not exceed the actual size.

However, after you have removed and re-added the 12000 Bytes array again, you will come back
to the point where a download is no longer possible.

This is due to the way retain variables are handled in CODESYS. If you add retain data to an
application, a new GUID is created, if you delete it, it is not deleted and the memory is not really
free.

5.2. Workaround

One possibility would be to create and download a project without retain data.
The SRAM structure in CODESYS will be cleaned, because there is no retain data.

The other option is to perform a "Clean all" (see the following illustration).

Build | Online Debug Tools
¥4 Build F11 f
Rebuild
Generate Code [
i Clean
] Clean all
| |}

After that, the SRAM structure in CODESYS is also cleaned up and can be used.

6. Support of SRAM with Bootloader 01.02

6.1. Issue

The bootloader UC20_SL2000_BL_01.02 is included as standard in all UC20-SL2000-OLAC-EC
devices produced. If such an UC20-SL2000-OLAC-EC is used, the SRAM cannot be used.

It is available and recognized as SRAM, but values that are written to the SRAM during runtime
are not retained after a restart.

The reason for this is a faulty initialization of the SRAM in boot loader version 01.02 .
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6.2. Workaround

Update the bootloader to the current version UC20_SL2000_BL_01.09.

This can be done via cli (command line interface) or SD card.
6.2.1.Update via SD card (preferred method)

You need a SD card with less or equal 32GB which has to be formatted FAT32.
Copy the extracted system folder to the SD card.

It should look similar to this:

v &0 SD (D)
A system
fvu
fwureference

Put the SD card in the controller and power up the device.

After a while, the RUN LED changes from static orange to flashing green.

The bootloader has been updated now.

You can now open the handle and remove the SD card.

After a restart, the SRAM is correctly initialized and available and properly stores the retain data.

Note:
If you want to check the installed bootloader version, you will find information in the next chapter.

6.2.2.Update via command line interface

The build-in command line tool “devupd” can be used for this.

The correct bootloader file .upd must be copied via SFTP to /home/admin folder on the controller
(e.g. with WinSCP).
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C:\Backup_Software\ W AUC20-5L2000\ home/admin/
Neme 3 Size Type Changed Name S Size Changed Rights Owner
8. Parentdirectory  21.042021 09:0617 H. 01.01.2000 01:01:57 wax oot
[ UC20_52000_BL_01.08.upd 2721K8  UPD-Dates 21042021 09:0502 | studio-installiog BAKE  18.03.202118:24:16 W= oot
[7] uc20-512000-ac-ec.env 1K8 ENV-Datei 16.01.2019 07:56:16 | studio-installsh 10KB  18.03.2021 12:00:05 wrarx admin
[ UC20-5L2000-FW-1.2.1.5wu 4776K8  SWU Datei 03.06.2020 09:33:24
[ ucMm-BL-12.1.bin 3204KB  BIN-Datei 03.06.2020 09:33:43
| UCM-FR-12.1.5wu 4776KE  SWU-Datei 03.06.2020 09:33:56
|| update.tb 12573K8  (TB-Datei 11.05.2020 10:48:21
| update-uem-12.1,itb 12573K8  [TB-Datei 03.06.2020 09:34:02
L ’
Upload ? x
. Upload file \UC20_SL2000_BL_01.09.upd to remote drectory:
?’Ii S v|
Transfer settings

Transfer type: Binary

[ vransfer in background (add to transfer queue)

Transfer settngs...  |¥ E Cancel Heb

100 rot show this dalog box agan

m

Select the bootloader file on the controller, open the “Properties” menu and check / edit owner
and permissions.

@ UC20-Holger 7.100 X [ New Session

ECWindows ~E-[- -+ - BRAE % admin v (2 @~ 0 Q& D FindFiles T
- X B New~ ([# = ® L.'Downnoau-usdn-Xva HE®

CABackup, \F -20-5L2000\ /home/admin/

Name : Size Type Changed | Name i Size Changed Rights Owner
a. Parentdirectory  21.042021 09:06:17 8. 01.01.2000 01:01:57 T oot
[] UC20_5L2000_BL_01.09.upd 2721KB  UPD-Datei 21.04.2021 09:05:02 | ) studio-installiog GKB 18032021 18:2416 werere oot

] ue20-512000-ac-ec.env 1KB ENV-Datei 16.01.2010 07:56:16 | [ studio-installsh 10KB 18032021 12:00:05 warxx  admin
] UC20-5L2000-F-12:1 ATIEKB  SWU-Detei 03.06.2020 09:33:24 | L] uc20.512000.8L 01.08upd 2721KB 21,042021 09:05:02 admin
['] UCM-BL-1.2.1.bin 3204KB  BIN-Datei 03.06.2020 09:33:43

[ UCM-FR1.2.15wu ATI6KB  SWU-Datei 03.06.2020 09:33:56 e m— — .

[ updateitb 12573KB  (TB-Datei 11.05.2020 10:48:21 .5L.2000.BL.01.09.upd Properties X

| update-ucm-12.1itb 12573KB  1TB-Datei 03.06.2020 09:34:02 Common | Checkaum

UC20_SL2000_BL_01.03.5pd

Location: /home fadmin
Size: 2,65MB (2.785.7208)

BEw Ox Osetuwn
Ow Ox Osete
Others \ R/ [(Ow [Jx [Jstckybit

0Bof 39,6 MBin0of 7 265MBof 21

L' 4 hidden
P-3 0:05:19
L i

Connect to the controller via SSH (e.g. via PuTTY); you will need your corresponding private key.
Execute the following commands in order to check and update installed bootloader version:

“sudo c¢d /home/admin”
“sudo devupd —unit-info=BOOTLOADER”
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As you can see, Bootloader 01.02. is installed and must be updated.

“sudo devupd —update=BOOTLOADER UC20_SL2000_BL_01.09.upd —force versionstring”

do devupd --update=BOOTLOADER UC20 SL2000 BL 01.0

Otherwise try again.

Note:

For access to the controller via WinSCP / PUTTY you have to connect with user ‘admin’ and your
private key. The corresponding public admin.key has to be put on the controller during the “Create
Target” process.

After a restart, the SRAM is correctly initialized and available and properly stores the retain data.
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