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Industrial Ethernet Training 02

Example application of the Serial Converter and TCP/RTU
Gateway

Abstract:

The Modbus converters allow to interface a Modbus device with one or more generic serial
devices, such as a sensor, printer or a machine. The serial messages and commands are
completely configurable from Modbus side and the converter is bi-directional, meaning
that it is possible to write and read. This application note provides an example how to use
the converter to connect a Modbus RTU sensor to a CODESYS soft PLC running a
Modbus TCP master.
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmdller, you accept that Weidmiller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmdller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites for doing

You need to have the following hard- and software and documentation
e Industrial Ethernet Training Kit
e Application Note Industrial Ethernet Training 01 “Setting up default configuration of IE
Training Kit” for applying default IP address configuration
o CODESYS Version 3.5 SP16 or higher, download here: Download (codesys.com)
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3 Modbus Protocol

For reading sensors and communication between devices, the Modbus protocol is used. It is a
standard protocol for communication between industrial devices using the request-response
method. There is a master, most of the times our computer or a PLC, that requests information
from the slave devices.

These slave devices for example can be Industrial machines or sensors that then respond with
the requested information. Furthermore, they only provide information when they are asked for it
by the master. There are different types of Modbus protocols, with the most common versions
being Remote Terminal Unit (RTU) or Modbus Transmission Control Protocol (TCP). Modbus
data is being transmitted in binary form over serial lines in the RTU protocol and over Ethernet in
the TCP protocol.

Modbus packets have specific formats including the device address, a function code, registers as
well as the data and a checksum, as illustrated by the figure below.

Device Address

Function Code

Register Number

Register Count
Data

Checksum
Figure 1: Modbus RTU packet
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4 Configuring Modbus Gateway

To continue, make sure that you are either directly connected to the Modbus Gateway on the
Training Kit or that you are connected to the router or switch via LAN, which then must be
connected to the Modbus Gateway via Ethernet cable as well.

The Modbus Gateway acts like a translator for Modbus RTU, which is the sensor's communication
protocol, and Modbus TCP, which is the protocol for Ethernet-based communication in the
network. This means, that the sensor is sending its data based on the Modbus RTU protocol to
the Modbus Gateway, which at this point is a not readable format. Then, the Modbus Gateway
translates the incoming data to Modbus TCP protocol. Therefore, the data can be sent with
Ethernet to the Modbus Master. In this case, the Master is the computer which is displaying the
data.

As per the default settings, the Modbus Gateway is not configured in a way to communicate with
Modbus RTU and translating it to Modbus TCP, which is why a certain configuration is needed
beforehand.

1. Log in to the Modbus Gateway web interface via your browser with the IP we configured
beforehand, “192.168.1.50” and the credentials. Make sure your computer is in the same
network as the Modbus Gateway to be able to connect to the web interface.

im] "~ Senial Device Server x +

< C A Notsecure | 192.168.1.50

Figure 2: Accessing web interface

2. Navigate to “Serial Port Settings” and then to “Serial Configuration”. The following table
explains the settings found in this menu option.

Setting Explanation
Port Alias Option for giving the Port with the
traffic an individual name
Interface The cable your are using to connect
the sensor to the Gateway
Baud Rate The sensor’s transmission frequency,
can be found in manual
Data Bits The amount of allowed bits to send
data, optimally 1 byte (8bits)
Stop Bits Allow to identify a data packet and

perpare for the next byte of data

Parity Parity refers to a control bit which is
used to recognize transmission errors

Flow Control Controls the maximum flow of data
traffic to allow for a synchronized data
transmission, in case one device is
slower than the other

Table 1: Serial configuration settings
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For the sensor on the Training Kit, these are the following configuration settings for the
Serial Port. Change them as depicted below and hit “Apply” to apply the configuration.
For any other sensor, refer to the manual and the explanation table to adjust the settings
accordingly.

Industrial ComServer / Modbus Gateway Weidmiiller %

IE-CS-MBGW-2TX-1COM

www.weidmueller.com

Expand Tree Menu : . B . .
System Information Serial Port Settings — Serial Configuration [T

_| Basic Settings

= 4 Serial Port Setting
Serial Configuration el
Data Processing Port Alias Portd
Service Mode Interface RS485(2-wires) v
) Sy L Baud Rate 9500 v
_1 Menitoring/Diagnostics -
| Management Data Bits 8 ~
System Reboot Stop Bits 1 v
Parity None -
Flow Control None A
Performance ® Throughput O Latency

Figure 3: Serial Port configuration

3. To further configure the Modbus Gateway, navigate again to “Serial Port Settings” and
then to “Service Mode”. Set the “Service Mode” with the drop-down menu to “Modbus:
TCP Master to Serial Slave Gateway” to read the Modbus RTU sensor. Furthermore,
select “Modbus RTU” as the “Serial Protocol”. All the remaining settings can stay in their
default state for now, but they can also be tweaked to our liking, for example the timeout
to close the connection when there is no traffic coming for a certain time period.

Industrial ComServer / Modbus Gateway Weidmiiller %

IE-CS-MBGW-2TX-1COM

www.weidmueller.com

Expand Tree Menu : . R
System Information Serial Port Settings — Service Mode T
__| Basic Setlings

©4 Serial Port Setting Service Mode: | Modbus: TCP Master to Serial Slave Gateway ~
Serial Cnnﬁgl..lralinn Tordl
Data Processing
B Serial Protocol Modbus RTU - |
_1 System Warnings ‘\9
A:I Monitoring/Diagnostics TCP Server Connection Settings
':a"tagezegt . TCP Server Listening Part 502
yoiem oo Max. cencurrent TCP Master Connections 10 1~10
Inactivity Timeout 20 0~ 3600 secs
Alive Check 40 0~ 3600 secs

Modbus RTU Slave(s) Settings

Add Offset to Device(s) ID 0 -255to +255
Response Timeout 1000 50 ~ 10000 msecs
Request Pause 0 0~ 10000 msecs
Apply

Figure 4: Service mode configuration
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4.1 Troubleshooting with Modbus Gateway

In case there are connection issues or any problems with the Modbus traffic, Weidmueller’s
Modbus Gateway provides monitoring tools such as the Modbus Traffic Monitor.

With the Traffic monitor, one can follow all occurring traffic between the Modbus Gateway and the
Slave device such as the sensor on the Training Kit. This method provides an early examination
of the occurring problems because we can analyze if there is a connection between the devices
or not.

1. To access the monitoring tool, go to the section “Monitoring/Diagnostics” and click on
“Modbus Traffic Monitor”. The following window opens with no logs written yet.

Industrial ComServer / Modbus Gateway Weidmiiller %

|IE-CS-MBGW-2TX-1COM

www.weidmueller.com

s

Expand Tree Menu
System Information Monitoring/Diagnostics — Modbus Traffic Monitor

_| Basic Settings

_1 Serial Port Setting

1 System Wamnings | Traffic Monitor | Enabled A | m
= 4 Monitoring/Diagnostics
System Event Log No. |Tim9 |Data Source |Modbus Traffic / Status Data

Alive Message
Ping

_1 Management
System Reboot
GPL License

Figure 5: Modbus Traffic Monitor

2. The following screenshot shows example traffic between the sensor and our CODESYS
application. We can see that a successful communication between these two includes four
traffic messages. These state the ports and IPs the packets travelled in and out from and
further also include the requests and data in Modbus RTU format.

In case this pattern is not recognizable or there is no traffic occurring, there might be a
problem with the Modbus connection.

Monitoring/Diagnostics — Modbus Traffic Monitor

| Traffic Monitor | Enabled A | m
No. |Time |Data Source |Modbu5 Traffic / Status Data
1 0:53:56.943 In: Port1 01030200017984
2 0:53:56.944 Out: 192.166.1.10:502 0406000000050103020001
3 0:53:56.956 In: 192.168.1.10:502 0407000000060105601030000
4 0:53:56.963 Out: Port1 01060103000078 36

Figure 6: Modbus Traffic
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5 Reading sensor data with CODESYS

Accessing certain data from sensors operating on the Modbus RTU protocol can be done by using
the development environment CODESYS. Since our Training Kit does not provide a PLC for the
program to run on, using CODESYS’ soft PLC is very useful meaning that we can use our
computer to access our RTU sensor. Knowing how to access our Modbus RTU sensors via
CODESYS is an important skillset for reading and writing with our industrial sensors in our
production hall for example.

Furthermore, a properly implemented, working configuration for one Modbus RTU sensor means
that we can connect any other Modbus RTU sensor to our CODESYS configuration as well.
Hence, we can read our sensor’s data with one working program which we can also copy and
utilize in our PLCs or other computers to analyze the data.

5.1 Setting up CODESYS Project

1. After installing the CODESYS software (Link can be found in chapter 2 Prerequisites for
doing), please start the application. We are now on the starting page, where we must click
on “New Project” under “Basic Operations” to start a new project.

@ CODESYS - O X

File Edit View Project Build Online Debug Tools Window Help v

Sl=4 o |9 =

Devices > 1 x Start Page X -

& CODESYS V3.5 SP16 Patch 6

Basic operations Latest news
|E] New Project...
(& Open Project...
ﬂi Open Project from PLC...

CODESYS
Recent projects

& MODBUS

(= Untitled2
Information about the security vulnerabilities
CVE-2021-44228 and CVE-2021-45046 in
Log4)
Log4) is not used in any CODESYS product.
None of our products affected by CVE-
2021-44228 or CVE-2021-45046
CODESYS NEWS:
HIGHLIGHTS OF

[ Close page after project load CODESYS V35 SP'I 8 >
52 Devices | [ POUs show page on startup

IE Messages - Total 0 error(s), 0 warning(s), 0 message(s}}
Lastbuid: € 0 & 0 Precompile o Project user: (nobody) @

Figure 7: Starting new project
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2. Awindow appears asking to hame the project and decide which template to use. We want
to use the “standard project” template and we can name it as we wish, we chose sensor.

ew Projec
MNew Project X
Categories Templates
{3 Libraries I | @ j
~-{_J Projects ‘ I N

Empty project  HMI project Standard Standard
project project w...

A project containing one gevice, one application, and an empty implementation for FLC_PRG |

Name |Sensor |

Location |C: Wsers' \Documents w |

Figure 8: Naming project and selecting template

3. Next, we need to further configure our project. We are now asked to select a (virtual)
programmable device and a PLC programming language. Now, it is important to either
select, based on your operating system, the 32-bit or the 64-bit version. In our case, we
need the x64 version as a device. You can select the appropriate version in the “Device”
drop-down menu. As of the PLC language, we simply select “Structured Text” since we
are not going to program our Modbus RTU sensor.

Standard Project *

You are about to create a new standard project. This wizard will create the following
2 | objects within this project:
.

- One programmable device as specified below

- A program PLC_PRG in the language specified below

- A cyclic task which calls PLC_PRG

- A reference to the nawest version of the Standard library currently installed.

Device CODESYS Control Win V3x64{(35 - Smart Software Solutions GmbH) e
PLC_PRGin |Structured Text (ST) >
Cancel

Figure 9: Selecting device and PLC
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5.2 Setting up Modbus Device chain

1. We have now successfully set the basis for our CODESYS sensor reading project. Our
next step is to add our devices to the project. This is done by right-clicking on “Device” in
the tree on the left side and then clicking on “Add Device...".

‘@ Sensor.project - CODESYS - m} *

File Edit View Project Build Online Debug Tools Window  Help v
P& oo i R[S R BSOS M tn B [t [T ¥ | Application [Device: PLC Logic] ~ @8 ©F =)

Devices > 1 X
E"@ Sensor -
=[] Device (CODESYS Control Win V3 x64)
=-EbLe Logic

: O Application Copy
>.ﬂ Library Manager L Paste
- [E] PLC_PRG FRE) % Delete
EiE Task Configuration .
=-g% MairTask (IEC-Tasks Refactoring
“4F] PLC_PRG

Motifications * 0 x

Total notifications: 0

Cut

dh

There are no notifications available.

Eadier netifications...

Properties...

Add Object
Add Folder...
Add Device...

O

Update Device...
Edit Object
Edit Object With...

Lo

Edit 10 mapping

Import mappings from CSV...

Export mappings to C5V..
% Online Config Mode...

Enable SoftMation

L4
% Devices D POUSs

[|§| Messages - Total 0 error(s), 0 warning(s),

Reset Origin Device [Device]

Simulation I Project user: {nobody) e i o

Figure 10: Adding new device
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2. Since we are using our Ethernet cable to connect via LAN to our Modbus Gateway, we
want to add an Ethernet device that is able to recognize and connect to other LAN devices.
In fact, we click on “Ethernet adapter”, then select “Ethernet” and lastly click on “Add
Device”.

[ Add Device X

Name |Ethernet

Action

(®) Append device

(O Update device

|Sh’ing for a full text search

| Vendor | <All vendors>

Mame

Vendor Version

Description

= m Fieldbuses
+ - AN CANbus
- gk EtherCAT
= B8 Ethernet Adapter

i 35 - Smart Software Solutions GmbH 3.5.16.0 Ethernet Link.

+ - =~ EtherMet{IP

£ ﬁ Home&Building Automnation
+- Wil Modbus
+- # profibus

+ - & Profinet 10
+- 5 sercos

Group by category [] Display all versions (for experts only) [] Display outdated versions

@  mMame:Ethernet
Vendor: 35 - smart Software Solutions GmbH
Categories: Ethernet Adapter, Ethernet Adapter, Ethernet Adapter,

Home&Building Automation -
Version: 3.5.16.0 -~
Order Number: - =Y

Description: Ethernet Link.

Append selected device as last child of
Device

#  (You can select another target node in the navigator while this window isgpen.)

Figure 11: Appending Ethernet device
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3. Next, we have to add our Modbus device. Of course, our Modbus device, in this case our

Modbus Master that asks the sensor for information, is appended to the Ethernet device
since we have our computer and Modbus gateway connected via LAN to each other.
Hence, we repeat the previous method of adding a new device.
But this time, we want to right-click on our Ethernet device since we want to append our
Modbus Master to our Ethernet interface. After clicking on new device, we click on the
menu “Modbus”. Now, we select the “Modbus TCP Master” menu and lastly click on the
“Modbus TCP Master” and Add device.

[ Add Device X

Name |M0dbus_TCP_Masher

Action
Append device Insert device Update device
PP P

|Sh'ing for a full text search | Vendor | <all vendors> ~

MName Vendor Version Descri
= m Fieldbuses
+- == EtherNetd®
= Wil Modbus
=/ WEl Modbus TCP Master

m Modbus TCP Master 35 - Smart Software Solutions GmbH 3.5.16.0 A devi

+ - Wil ModbusTCP Slave Device

+- £ Profinet 10

L4 >

Group by category [] Display all versions(for experts only) [] Display outdated versions

m Name: Modbus TCP Master ~
Vendor: 35 - Smart Software Solutions GmbH
Categories: Modbus TCP Master
Version: 3.5.16.0 =
Order Number: - ﬁu
S

Description: A device that works as a Modbus Master on Ethernet. ,

Append selected device as last child of
Ethernet

€ (You can select another target node inthe navigator while this\yindow is open.)

Figure 12: Adding Modbus master
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4. Adding the Modbus Slave device is our next step. Hence, we once again repeat the
previously mentioned steps for adding a new device. Note, that we must append our slave
to our Modbus Master. Therefore, we right-click on our Modbus Master and click on “Add
Device...”, where we then append our Modbus Slave device to the Master.

[ Add Device ®

Name |M0dbus_TCP_SIave

Action
(® Append device () Insert device (O Update device
|Sting for a full text search | Vendor | <l vendors> ~
Mame Vendor Version Descript
= m Fieldbuses
=/ Wil Modbus
=\ WEl Modbus TCP Slave
m Modbus TCP Slave 35 - Smart Software Solutions GrbH 3.5.16.0 A generic
£ >

Group by category [] Display all versions (for experts only) [] Display outdated versions

ﬂ Name: Modbus TCP Slave ~
Vendor: 35 - Smart Software Solutions GmbH
Categories: Modbus TCP Slave
Version: 3.5.16.0 -
Order Number: - ‘_ﬁ
Description: A generic Modbus device that is configured as Slave ., A
ol maodlemem i i

Append selected device as last child of
Modbus_TCP_Master

&  (Youcan select another target node in the navigator while this window is open.)

Add Device Close

Figure 13: Adding Modbus Slave

As of now, we have successfully added our Modbus Master, which in our case is the
computer, and the Modbus Slave device, which will be our Modbus Gateway. Lastly, we
are going to append our Modbus sensor to our Slave to complete our device setup.
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5. As mentioned before, our last step is adding the sensor to the device chain. This is done
the same way we added all the other devices. Thus, we right-click on our Modbus Slave
device and append the Modbus Slave COM-Port device.

[0 Add Device X

Name |M0dbus_5|ave_COM_Port

Action

(® Append device () Insert device (O Update device

|StIing for a full text search | Vendor | <Al vendors> ~
MName Vendor Version De
= m Fieldbuses

=/ WEl Modbus
= Wik Modbus Serial Slave

m Modbus Slave, COM Port 35 - Smart Software Solutions GmbH 3.5.16.0 Ag

o

< >

Group by category [ ] Display all versions (for experts only) [] Display outdated versions

m Mame: Modbus Slave, COM Port -
Vendor: 35 - Smart Software Solutions GmbH
Categories: Modbus Serial Slave
Version: 3.5.16.0 =
Order Number: - ﬁ
==Y

Description: A generic device that works as a Modbus Slave ona o,
i

Append selected device as last child of
Modbus_TCP_Slave

&  (You can select another target node inthe navigator while this\gindow is open.)

Figure 14: Adding Modbus sensor
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5.3 Starting up virtual Gateway and Control

For our CODESYS application to work and to recognize our devices in the network, we must
activate a gateway, which is given from CODESYS, and a soft PLC (virtual programmable logic

controller) on which our application has to run on.

1. Firstly, we locate the small Arrow Up icon in our task bar and click on it.

017
28.09.2022 E|

% §1 c0) DEU

Figure 15: Task bar arrow icon

2. Now, we want to locate the Gateway and Control icon from CODESYS, the icons are seen

below.

Figure 16: CODESYS gateway and control icon

3. Lastly, right-click on both of these and start the PLC first by clicking “Start PLC”, then do
the same for the Gateway by clicking on “Start Gateway”.

Start Gateway
Stop Gateway

Allow Edge Gateway configuration...
Exit Gateway Control

About...

Figure 18: Starting up Gateway and PLC

ANO0089v1_2023/03

Start PLC
Stop PLC

Exit PLC Control

About...
Figure 17: Starting up PLC
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5.4 Configuring the devices

We have now successfully set up our project and started all the required applications needed for
our project to run. As of now, our devices are not configured properly which we are going to do
now.

1. To start, we must configure our Device which in this case is our PLC. Select Gateway 1 in
the drop-down menu for the Gateway and then next to the Gateway we have to choose
our computer in the drop-down menu. After doing so, press Enter and we should have two
green circles signalizing our Gateway is configured properly.

® Sensor.project” - CODESYS - o *
File [Edit View Project Build Online Debug Tools Window Help Y
NFEH S [ 3 | %= (3" |4 | Application [Device: PLC Logic] - ©F LY 3 R
Devices v § X | [f) Device x| Ethemet |7 Modbus TCP_Master @ Modbus TCP_Slave @ Modus_Save ~ | Notfic.. v B X
= L Sensor = A | Total notifications:

. vetwork  Gateway -~ De -
= (@ Device (CODESYS Contral Win V3 x64) ||| = e [
=EireTTEge
= L) Application 0
Libe: ;
@ avaa'\aqe‘r : There are no
\H] Pc_PR (PRE) notifications avalable.
= {4 Task Configuration - 2 = o .
=g ManTask (IEC-Tasks) || * . Gateway ®
&) pLc_pre _ ) ) Eadier natifications...
= (@ ethemet (Ethemet) |cateway-1 v ) |
= [d) Modbus_TCP_Master (Modbus T| IP-Address: N Device Name: \
= Modous _TCP_Stave (Modsud localhost i DEL07EE
() Modbus_siave_coM_Pg Fort: Device Address: e
1217 006F 5
Target ID: )
0000 0004
Target Type:
096
Targetvendor:
35 - Smart Software Solutions GmbH
- TargetVersion:
) Press Enter 351660
< > || ey "
< >
Lastbuid: @ 0 ® 0 Preconpie o/ G Project user: (nabady) Q@

Figure 19: Device configuration

Furthermore, configure the PLC Settings of our Device. On the left-hand side we can find
the option “PLC Settings” in the menu tree. Here, check the “Update 10 while in stop”
checkbox and select “Enabled 1” in the drop-down menu “Always update variables” so we
can see the sensor’s measured values in real time.

Communication Settings Application for /O handling Application b
Applications PLC Seftings
Update 10 whilein stop
Backup and Restore Behaviorfor outputs in stop Keep current values ~
Files Always updatevariables Enabled 1 (use bus cyde task if not used in any task)

Log Bus Cyde Options

Bus cycle task <unspedfied:> e
| PLC Settings
Additional Settings
PLC Shell Generate force variables for 10 mapping Enablediagnosis fordevices

s Erms [] Show /O warnings as errars

Figure 20: Configuring PLC settings
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1. For the rest of the device topology, we are starting off with our sensor which is the Modbus
Slave COM Port. It must have a device address and a response timeout configured. In
this case, there is not much to configure as the sensor’s slave address is per default 1 but
your Slave address might be different per default, please refer to your device’s manual for
further information. Furthermore, our response timeout is set to 1000ms or 1 second
before the device disconnects automatically when not transmitting data.

® Sensor.project - CODESYS - m} X
File Edit View Project Build Online Debug Tools Window Help A\ d
SR~ [ R 7" | B4 | Application [Device: PLC Logic] ~ ©f X =
Devices > 2 x [l Modbus_TCP_Master [ Modbus_TCP_Slave [{] Modbus_slave_COM_Port x| ~ || Notfic.. ~ & X
=3 Sensor - Total notifications:

General Modbus RTUASCIT 0

= m Device (CODESYS Control Win V3 x64)

= @ﬂ PLC Logic
Lo Madbus Sive Channel Saveadress[t2a] 1]
=-I} Application
Library Manager There are no

Modbus Slave Init

PLC_PRG (FRG) notifications available.
= @ Task Configuration ModbusGenericSerialSlave IEC
& Mai Objects
=i%% MainTask (IEC-Tasks)

@ PLC_PRG Status Earlier notifications...

= ﬂj Ethernet (Ethernet)
=[] Modbus_TCP_Master (Modbus TCP Masty | || Information

= m Modbus_TCP_Slave (Modbus TCP Sl

m Modbus_Slave_COM_Port (Modby

< >

%@ Devices [ POUs < >

[E Messages - Total 0 error(s), 0 warning(s), 0 r"Essege(s}]

Lastbuild: € 0 & 0 Precompile o :’ Project user: (nobody) @ 5]

Figure 21: Configuring Slave address and response timeout
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Example application of the Serial Converter and TCP/RTU Gateway

2. Next, we go one step higher in the device topology to the Modbus TCP Slave. This is our
Modbus Gateway that transforms the data so we can read it with our application. Here,
we insert our Gateway’s IP address, which in our case is “192.168.1.50” and the according

port which is “502”.

»
File Edit View Project Build Online Debug Tools Window  Help v
Bz E & #h 05 4t 85 E9+ 1 | ¥ | Application [Device: PLC Logic] + ©F : .
| Devices - B X ice [fj Ethernet [{] Modbus_TCP_Master (] Modbus_TCP_Slave X[ [{] Modbus Slave Cw || Motific.. + & X
=) Sensor hd | Total notifications:
= [ Device (CODESYS Cantrol Win V3 x64) Genera Modbus TCP 0
==l PL_C Logic Modbus Slave Channel Slave IP address 192 . 188 . 1 . 50
=1} Application

i Response timeout {ms

Library Manager Madbus Slave Init ? me) There are no

PLC_PRG (PRG) fort 0z notifications available.

= [# Task Configuration ModbusTCPS|ave Parameters
= @ MainTask {IEC-Tasks)
] pLC_PRG ModbusTCPSlave IEC Objects Earlier notifications...
= m Ethernet (Ethernet)
= ﬂj Modbus_TCP_Master (Modbus T|| | Status
= m Modbus_TCP_Slave {Modbu:
m Modbus_Slave_COM_Pg Infarmation
< >
% Devices | [ POUs < *
[E Messages - Total 0 error(s), 0 warning(s), 0 r'essage(s}]
Lastbuid: € 0 £ 0  Precompile o :’ Project user: {(nobody) g @

Figure 22: Adding gateway IP address
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Example application of the Serial Converter and TCP/RTU Gateway

3. Our Modbus Master, that is our computer, does not need any further configuration which
is why we skip it in our topology and go to our Ethernet device. Since we are using LAN,
we must click on the button “Browse...” next to the “Network interface” field. The menu
shows all kinds of possible network interfaces from the computer. Thus, we select the
Ethernet interface which is connected to our Modbus Gateway’s network and press OK.

Interfaces
| Name Description IP address L
Ethemet 2 Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windows x64
Bluetooth Network Connection | Bluetooth Device (Personal Area Network) &2 0.0.00
udink VPN Metwork TAP-Windows Adapter V3 0.0.00
Wi-Fi Intel(R) Dual Band Wireless-AC 8265 0.0.00
v
IP address 192 . 168 . 1 . 1N

Subnet mask 255 . 2556 . 255 . O

192 . 168 . 1 . 10

80.CE:62:39:D9.EE

Diefault gateway

MAC address

Figure 23: S”electing network intérface

Cancel

The settings are applied automatically afterwards. If the Gateway is 0.0.0.0, change it to
the router’s IP address (192.168.1.10) so the data will be redirected through the router to

your computer.

= _—
fxE S FTRETAY C s
Devices - 1 x 0 Devie
=) Sensor -
= [ Device (CODESYS Control Win V3 x64) General
=B pLC Logic .
O
=-1C} Application a
m Library Manager E—

PLC_PRG (PRG)

= Task Configuration
= @ MainTask (IEC-Tasks)

&) pLC_PRG

= [0 Ethernet [Ethernet)

=[ Modbus_TCP_Master (Modbus 7| | Information
= m Modbus_TCP_Slave (Modbus
(@ Modbus_Slave_COM_P

Ethernet Device IO Mapping

Ethernet Device [EC Objects

< ¥
. <
€ Devices | [ POUs

[E Messages - Total 0 error(s), 0 warning(s), 0 mEssage[sﬂ

Figure 24: Ethernet settings
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File Edit View Project Build Online Debug Tools Window Help

Ethernet X '[f] Modbus TCP_Master

_‘r [#  Application [Device: PLC Logic] ~ -'-§

[ Modbus_TCP_Slave

Network interface  |Ethernet

IP address 192 . 188 . 1 . 111

Subnet mask 255 . 255 . 255 . O
Default gateway 192 . 168 . 1 . 10

D Adjust operating system settings

Lastbuild: € 0 ® 0 Precompie o &

X

Y

B | &

[ Modbus Siave = || Notific.. = B X

Total notifications:
0

There are no
notifications available.

Earlier notifications...

>

Project user: (nobody) 0 @
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Example application of the Serial Converter and TCP/RTU Gateway

4. We may now log in to our device. This is done by either pressing Alt + F8 or clicking on
the small gearwheel up top in CODESYS. After starting, we might get a message to
compile our current changes. Click on Yes to download the latest changes.

CODESYS >
Warning: An application 'Application’ is currently in RUN mode on the PLC. As
there is no matching compile information, this existing application needs to be
replaced.

Click "fes' to download the latest code or ‘Mo’ to abort,

Yes Mo Details...

Figure 25: Accepting current changes

Our application is now up and running. As of now, no sensor data is transmitted even
when we are pressing either F5 or the “Start” button at the top to start our application,
since we have not configured a query yet, but this will be our next step.
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5.5 Configuring Slave Channel for reading sensor data

We have now finished our setup and configurations, meaning that we are ready to create a
channel to read the sensor’s data. Keep in mind that we have to log out before being able to
create a Slave Channel or to edit our settings.

1. For that, we want to navigate to our Modbus COM Port in the device topology tree and
then select the “Modbus Slave Channel”.

Devices * 01X m Modbus_TCP_Slave m Device m Ethernet ﬁi Modbus_TCP_Master ﬂi Modbus_Slave_COM_Port X
= 5 Sensar -
= [7) Device (CODESYS Contral Win V3 x64) General Mame  AccessType  Trigger READ Offset Length  ErrorHandling  WRITEC
=0 PLC Logic

. o Modbus Slave Channel
=-I} Application

m Library Manager

Modbus Slave Init
PLC_PRG (PRG)

= @ Task Configuration ModbusGenericSerialSlave IEC
Object:
= @ MainTask (IEC-Tasks) LB
&) ric_pre Status

= m Ethernet (Ethernat)
= m Modbus_TCP_Masiéf (Modbus T|| | Information

= m Modbus ¥CP_Slave (Modbu:

m Modbus_Slave_COM_Pg

Figure 26: Modbus Slave Channel menu

In this menu, we then click on “Add Channel...” in the bottom right corner.

[l Modbus_TCP_Slave [f] Device [f] Ethernet [ Modbus_TCP_Master (] Modbus_sSlave_COM_Port +

Mame  Access Type Trigger READ Offset Length Error Handling  WRITE Offset Length Comment

Mowve Up Move Down Add Channel... Delete Edit...
< >

Figure 27: Adding new slave channel
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Example application of the Serial Converter and TCP/RTU Gateway

2. Our Training Kit sensor is capable of measuring temperature and humidity. For this
example, we are going to access the temperature data and Slave address.
The table below explains the settings we can configure when creating a Slave Channel.

Setting Explanation
Name Giving the Channel a name
Access type The function code you want to use in

order to access a certain dataset of
your sensor specific function code
can be found in the sensor’'s manual

Trigger and Cycle time The trigger for the channel to ask for
the data, can be either cyclic with a
certain cycle time or a rising edge
which is defined in the variables

Comment Comment your Slave Channel for
better understanding

Offset The specific register or offset you are
addressing to get the data from the
sensor you want, offsets can be found
in the sensor’s manual as well

Length The length of the message sent in
bytes
Error Handling When there is an error in your

application, you can choose what
value to display, which can be either
the last value or set to zero

Table 2: Settings explanation for configuring Slave Channel
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Example application of the Serial Converter and TCP/RTU Gateway

3. To understand how and which registers to address, refer to the sensor's manual. The
sensor on the Training Kit provides the following table with the registers and its contents.

Modbus Protocol
Function Code
Command Register ‘ Funciotn
0x03 Read keep register
0x04 Read input register
0x06 Write a single keep register
0x10 [ Write mo;e keep regi;teﬁ
Register Type Register Address Register Contents Bytes
0x0001 Temperature 2
Input Register
0x0002 Humidity 2
0x0101 Device Address 2
Baud Rate:
0x0102 o 2
2:19200
Keep Register
0x0103 T;g:(pf;aé;re Correction P
oo s 2

Figure 28: Register table for Training Kit sensor

As we can see, it states the function codes to work with the sensor and the corresponding
registers to address. For example, reading an input register like the temperature, requires
function code 0x04 and addressing the register 0x0001 whereas reading the Slave
Address requires function code 0x03 and the register 0x0101.

The difference between input and keep registers being, that the input registers are meant
to evaluate ingoing data, like temperature, humidity or any other measurements the sensor
is capable of doing, and the keep registers act as a storage for the sensor, where it saves
constant values like its Slave Address or the Baud Rate (Frequency of transmission).
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Example application of the Serial Converter and TCP/RTU Gateway

4. Here is an example configuration of a reading Slave Channel for the sensor on the Training
Kit. The Slave Channel shows the temperature using function code 4 to read the registers.
We have a cyclic query every tenth of a second for our first offset, which has the
temperature in it. In case of an error, we want to see the last measured value in our data.

Channel

Name Temperature |

Access type Read Input Registers (Function Code 4) v
Trigger Cydic w | Cycle time {ms)
Comment |This is showing the sensor's temperature measurements, |
READ Register

Offset |ox0001 |
Length I:I

Error handling Keep last value ~

WRITE Register
Offset Dx0000

Length 0

Conce

Figure 29: Example Slave Channel for temperature

Also, there is another example setting for reading the Slave Address of the sensor
addressing the corresponding offset in our sensor and using function code 3 as the Slave
Address is saved in a Holding Register and not Input Register like the temperature.

Modbus Channel X
Channel
Name Slave Address
Access type Read Holding Registers (Function Code 3) ~
Trigger Cylic ~ | Cycle time (ms)
Comment |Reading the sensor's Slave Address,| |

READ Register

Offset 0101 ~]
Error handling Keep last value ~

WRITE Register
Offset 0x0000

Length 0

Cancel
Figure 30: Reading Slave Address
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5.6 Reading sensor data

We have now finished every step for reading any sensor data from our Modbus RTU sensor using
CODESYS. Lastly, we will look at the option where we can see the data coming in.

1.

In order to do that, we want to navigate to our Modbus COM Port and then click on
“Modbus Generic Serial Slave 1/0 Mapping” on the left-hand side in the menu options. To
finally see our sensor’s data, we click on the “+” symbol of our configured channel to unfold
its values which are located in the column “Current Value”. If we want to, we can unfold it
even further to see the bits in detalil.

(] Modbus TCP_Master [ Modbus_TCP_Slave [f] Modbus_Slave_COM_Port X || Device [ Ethemet
General Find Filter Show all ~ gp Add FB for |0 Channel... Go to Instance
Modbus Slave Channel Variaifle Mapping ~ Channel Address Type CurrentValue  Prepared Value Unit Description
=% Temperature %IW0 ARRAY [0..0] OF WORD Read Input Registers
Modbus Slave Init EE Temperature[0] %IW0 WORD 258 0x0001
- - =% Slave Address LI ARRAY [0..0] OF WORD Read Holding Registers
ModbusGenericSerilSiave /0 Y Slave Address[0] ST WORD 1 0101

Mapping

ModbusGenericSerialSlave IEC
Objects

Status

Information

Figure 31: Reading sensor data

We can see our sensor measuring 25.8 degrees Celsius, which is a bit warmer than usual
temperatures indoor and its Slave Address is 1 suggesting that the default Slave address
has not been changed.
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5.7 Configuring Slave Channel for writing on sensor

As mentioned earlier, the Modbus RTU protocol also allows the Master to write values into the
Slave, in case the Slave is capable of accepting new values. The sensor on the Training Kit,
according to Figure 28, keeps registers which can be written on. For example, we can set a
temperature correction value up to 10 degrees or a humidity correction value up to 10%.

These corrections simply add the written value into the measured value. For instance, the sensor
measures 20 degrees and 40% humidity. A correction value of 5 (in CODESYS depicted as 50)
would result in the temperature showing as 25 degrees Celsius and a humidity of 45%.

1. Follow the steps as explained before in: Configuring Slave Channel for reading sensor
data to create a new channel.

2. Below, we can see the channel configuration for writing on the sensor. To write on the
register, function code 6 is used. Furthermore, we are addressing the offset “Ox0103”
which is the temperature correction for our sensor (see: Figure 28: Register table for
Training Kit sensor).

Meodbus Channel
Channel
Name
Access type
Trigger
Comment
READ Register
Offset
Length

Error handling

WRITE Register
Offset

Length

Temperature Correction |

Write Single Register (Function Code 6)

Cydic ~ | Cycle time (ms) 100

Adding a value to the sensor's temperature measurements.

Keep last value

0x0103

1

Cancel

Figure 32: Slave Channel for writing on sensor’s temperature correction
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5.8 Writing on sensor

Of course, we want to write values to see how they affect the sensor’s input measurements and
to possibly correct any false measurements (e.g.: a temperature sensor is next to a machine
running hot, which affects the measurements and does not depict the temperature correctly).

1. First, we want to navigate to the Modbus I/O Mapping again. This is done the same way
as in chapter 5.6 Reading sensor data.
Here, we can see that the sensor is currently measuring 27.8 degrees Celsius and that
the temperature correction is 0, with the bits set to “FALSE”.

Find Filter Show all ~ ok Add FB for 10 Channel... Ge to Instance
Variable Mapping  Channel Address Type Current Value Prepared Value  Unit Description
S ] Temperature %eIW0 ARRAY [0..0] OF WORD Read Holding Registers
L Temperature[0] 2RIW0 WORD 278 0x0001
e | Slave Address 2RlW 1 ARRAY [0..0] OF WORD Read Holding Registers
L ] Slave Address[0] SLIW 1 WORD 1 0x0101
=T Temperature Correction QWD ARRAY [0..0] OF WORD Wirite Single Register
=g Temperature Correction[d] QWD WORD a 0x0103
" : ) a o
(] BitD %QX0.0 BOOL
" Bit1 %0X0.1 BOOL
" Bit2 ON0.2 BOOL
" Bit3 HON0.3 BOOL
"# Bit4 ON0.4 BOOL
"# Bit5 HON0.5 BOOL
"# Bits %QX0.6  BOOL
"# Bit7 %07 BOOL
"# Bitd %QXL0  BOOL
"# Bito %XL1  BOOL
"9 it10 %OXL2  BOOL
"9 it11 %OXL3  BOOL
"% Bit12 %QKL4 BOOL
" Bit13 %QXL.5 BOOL
"$ Bit14 %QNLE BOOL
"% Bit15 %QKLT BOOL FALSE

Figure 33: Temperature before writing on sensor
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2. To add a temperature correction, we can add a value between 0 to 10 degrees (which
correlates to 0-100 in CODESYS as explained beforehand). In our example, we are writing
a value of 7 degrees (correlates to 70) into the sensor, meaning that the temperature
should be at around 34.8 afterwards.
To do this, double-click into the field next to “Current value”, which has the 0 in it, called
“Prepared Value”. Enter the value you want to add, as mentioned, we will put in 70.

Variable
=4

1 1
i ol & w
& & &

A el A el el e el

k]

E I TR T W T |

k]

Teeeeeeeeeevgeeew

Channel

Temperature
Temperature[d]
Slave Address
Slave Address[0]
Temperature Correction
Temperature Correction[0]
BitD

Bitl

Bit2

Bit3

Bit4

BitS

Bito

Bit7

Bit3

Bits

Bit10

Bit11

Bit12

Bit13

Bit14

Bit15

Address
%eIW0
%elWO
SelW 1
%elW1
YOO
QW0
SON0.0
%eQX0.1
SN0, 2
YLOX0.3
%eOX0.4
YLOX0.5
%eX0.6
SROX0.7
e0X1.0
SN 1.1
TeQX1.2
SROK 1.3
0K 1.4
%X 1.5
Y%OX 1.6
%OX1.7

Type

ARRAY [0..0] OF WORD
WORD

ARRAY [0..0] OF WORD
WORD

ARRAY [0..0] OF WORD
WORD

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

Figure 34: Inserting new temperature correction

r
&

1
1]

Current Value Prepared Value

3. To fully apply the prepared value, use the hotkeys “CTRL + F7”, which will write the
prepared value into the current value field. But we can also go to “Debug” up top and click

on “Write Values” to write the prepared value into the current value.

Debug | Teols  Window

Stong
m Stop

Single Cycle
@ New Breakpoint...
@ New Data Breakpoint...
Edit Breakpoint...
Toggle Breakpoint
Disable Breakpoint
Enable Breakpoint
Step Over
Step Into
Step Out
Run to Cursor
Set Next Statement

Show Mext Statement

Write Values
Force Values

Unforce Values

Figure 35: Writing value into the current value
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4. After applying the prepared value, the temperature measures now 34.8 as pre-calculated.
One can also see the corresponding bits to represent the number 70 are set to “TRUE”.

Variable Mapping  Channel Address Type Current Value Prepared Value
= Temperature IV ARRAY [0..0] OF WORD
+ 4 Temperature[0] elWO WORD 345
E ] Slave Address eI 1 ARRAY [0..0] OF WORD
+ 4 Slave Address[d] %RIW1 WORD 1
=R Temperature Correction SRQW0 ARRAY [0..0] OF WORD
=- " Temperature Correction 0] SQW0 WORD
" Bit %QX0.0 BOOL
"% Bit1 2%QX0.1 BOOL
" Bit2 eiJX0.2 BOOL
K@ Bit3 %eJX0.3 BOOL
" Bit4 %OX0.4 BOOL
" Bit5 %QX0.5 BOOL
" Eits SLOX0.6 BOOL
" Eit7 QX0.7 BOOL
"% it %OX 1.0 BOOL
] Bitg %QN1.1 BOOL
"% Bit10 %QX1.2 BOOL
g Bit11 X1.3 BOOL
" Biti2 QX 1.4 BOOL
K@ Bit13 YeJX1.5 BOOL
" Bit14 %QX1E BOOL
"% Bit15 %QX1.7 BOOL

Figure 36: Temperature after writing the values
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6 Results

We are now able to read and write any Modbus RTU sensor data with CODESYS using our
Modbus Gateway to transform the data into a readable format. This is helpful as we can use this
application on any Modbus RTU sensor for reading and writing its data and we can use this single
application to read and write on multiple sensors at once if we have more than one connected in
our field bus. Furthermore, we now understand the Modbus protocol and can differentiate
between the sensor’s registers like the input and keep registers. Besides, we can set up a
CODESYS project accordingly.
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