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2. Warning and disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled devices.
Such hazardous events can result in death and / or serious injury and / or property damage. Therefore,
there must be provide safety equipment/ electrical safety design or other redundant safety features that are
independent from the automation system.

Disclaimer

This Example / Application Note does not relieve you of the obligation to handle it safely during use, instal-
lation, operation and maintenance. Each user is responsible for the correct operation of his control system.
By using this program example / application note prepared by Weidmuller, you accept that Weidmdiller
cannot be held liable for any damage to property and / or personal injury that may occur because of the
use.

Note

The application examples do not represent customer-specific solutions, they are simply intended to help for
typical tasks. The user is responsible for the proper operation of the described products. This application
example does not relieve you of the obligation of safe use, installation, operation and maintenance. Appli-
cation examples are not binding and do not claim to be complete in terms of configuration as well as any
contingencies.

By using this Application Example, you acknowledge that we cannot be held liable for any damages beyond
the described liability regime. We reserve the right to make changes to this sample application at any time
without notice.

In case of discrepancies between the proposals in the application example and other Weidmdller publica-
tions, like manuals, such contents always have more priority to the examples.

We assume no liability for the information contained in this document. Our liability, for whatever legal rea-
son, for damages caused by the use of the examples, instructions, programs, project planning and perfor-
mance data, etc. described in this application example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is necessary to
implement (and maintain) a complete state-of-the-art industrial security concept. The customer is respon-
sible for preventing unauthorized access to his equipment, systems, machines and networks. Systems,
machines and components should only be connected to the corporate network or the Internet if necessary
and appropriate safeguards (such as firewalls and network segmentation) have been taken.
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3. Abstract

The scope of this document is to show how a secure connection between the u-control SL2000
and an OPC-UA test client can be established. This quick start guide uses the Unified Automation
UaExpert client, that can be downloaded here:

https://www.unified-automation.com/products/development-tools/uaexpert.html

To understand the content of this document, basic knowledge about handling projects in u-create
studio is required. All programming snippets are written in structured text. Basic knowledge about

Linux operating systems is also required.

4. Setting up the OPC-UA server
The server is not part of the plc runtime by default. It must be installed and configured by the user.
Once it is installed, it is also required to add plc variables to it. The following section guides the

reader through this process.

4.1. Adding PLC variables to the server

Variables that shall be exchanged via OPC-UA must be added to the symbol configuration. The
picture below shows how a symbol configuration is added to a controller in a new project.
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The picture below shows how variables are added to the symbol configuration. In this scenario,
two variables from the program “PRG_Main” are added.
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4.2. Allowing to browse the variable server through OPC-UA

There are two possible ways to make the variables available for the client. The first and most
secure is to create an own information model. However, sometimes there are too many variables
needed, which makes this very time consuming for the programmer. In this case, u-create studio
offers the possibility to make the complete variable server available via OPC-UA.

Devices -« 0 X PRG_Main B2 Symbol Configuration §r ExpertEntries X
= 5 seareOpcls _ ™11 Expert Entries

= H© uca0_sL2000_OLAC_EC [Disconnected] (UC20-5L2
27 Diagnostics
@ Expert Entries
@ Message Editor

1 [CpcUa]
[CpcUa.hpplication]
3 ShowVariableTree = 1 // 1 = activate, 0 = -:E.=e:‘:;'.'e‘:5|

= {3 Application
8 Library Manager
B rre_main (PRG)

The picture above shows how the OPC-UA server is configured to add the complete variable
server to it. The configuration is done in the expert entries of the controller.

Warning: This option makes ALL variables of the variable server available via OPC-UA. If
there are security issues in having the complete variable server available, please refer sec-
tion 0 to create your own information model!

4.3. Configuring the target and licensing

After the u-create studio project has been configured, a target that includes the OPC-UA server,
needs to be created. “Project -> Create Target” opens the dialogue shown in the picture below.
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Create Target

Marne: [ uc20 st2000 OLAC EC

Description:

Destination:

Save relative path:

Warning! Current destimsg

eESsEEEEE M Optional Software Units i—

D_

Network settings ETH 0

= OPC UA Server 2.30.3
PLC Mame: [ UC20-512000-0LAC-EC orting data access for VariableServer - vanables
DHCP: ol ] OPC UA Server option: allow no security
, ) This packoge disables security for OPC UA Server
IP address: 192 . 168 . 101. 100
Subnet mask: (555 255 355, g | [ Long-term diagnostic monitor 201
' | Long-term device resocurce monitoring for diagnostics.
Default gateway: 192. 768 . 101. 1
1 Modbus Server 1.2.2
Modbus TCP Server
1 Node-RED 1.1.0
Show all Software Units | | O | '. OK ' Cancel

The optional package “OPC UA Server” adds the OPC-UA server to the target. The option “allow
no security” allows unsecure connections. It should just be used in case of testing approaches
during development phase.

Once the target has been installed, the OPC-UA server needs a license to work properly. Before

a license can be activated, the clock needs to be set to current time. This can be done via “DevAd-
min” side, see picture below.
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DevAdmin

Device Administration

Network Hosthame:

Hostname:

Interface EthernetO:

DHCP:

IP Address:
Netmask:
Gateway:
DNS-Server 1:

DMNS-Server 2:

BACKUPR/

DIAG. RESTORE

CONFIG.

LICENSE

UC20-SL2000-OLAC-EC

LEGAL

192.168.101.100

255.255.255.0

192.168.101.1

Time, Date and Timezone:

Time:

Date:

Area:

City/Zone:

To enter the “DevAdmin” web side, enter the controllers IP-addressee into the web browser. Once

11:10:54

2019-11-26

Europe

Berlin

the clock das been set to current time and proper time zone, a license can be activated.
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* DevAdmin DIAG.  CONFIG. SACKUP LEGAL

Device Administration RESTORE

Overview | RLENEECH | Online activation | Offline activation

Activate 30-day ftrial license:

By clicking on this button, a global 30-day trial license is activated on
this device. Please make sure that time and date are set correctly
beforehand! Afterwards, a reboot should be performed.

Activate tnal license

For a quick test, the 30 days trail license is enough, but a regular license should be used for any
kind of productive system. After the license has been activated, a restart of the controller is re-
quired.

The OPC-UA server needs to be licensed separately from the regular u-create studio
runtime! It requires a second license-code!

5. Connecting the client

Before a connection can be established, the certificate of the client needs to be configured as
shown in the picture below. The dialogue is opened by settings/Manage Certificates/ and a click
on “Create new Application Certificate...”.
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B New Application Instance Certificate X

Subject:

Common Name: IUaExpert

Organization: | Weidmueller|

|
Organization Unit: |Weidmuel|er | 7
|

Locality: | Detmold
State: [NRW 4
Country: IDE l

(Two letter code, e.g. DE, US, ...)
OPC UA Information

Application URI: |urn:DE10241:UnifiedAutomation:UaExpert

DE10241

Domain Names: *
IP Addresses: P
&
=
Clrtificate Settings
A Key Strength: | 2048 bits v | Signature Algorithm: |Sha256 v | Certificae Validity: S5Years «
Password: 8
Password (repeat): 8
o[ o

To establish a new connection via UaExpert, a new server must be added. The required steps
are roughly described in the picture below. The “Add Server” dialogue is called by clicking on the
“plus”-symbol on the main window. In this dialogue, a new server is added by “Custom Discovery”
under “Double click to Add Server”. Enter opc.tcp://ip-address-of-the-plc:4842 and select the con-
nection type.
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[] Connect Automatically

| |:| Store
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The default username is “Administrator” and the default password is “tobechanged”. The default
password should be changed in case of a productive system. This can be done via user manage-

ment of the controller.

The picture below shows the steps to verify the server certificate on the client’s side. After the
new server has been created, a connection is established by clicking on the connect button. Dur-
ing the first connection, the certificate needs to be validated by clicking on “Trust Server Certifi-

cate”.
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e
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[ Accept the server certificate temporarily for this session
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Continue Cancel

The first time a connection is attempted, the connection is terminated. This is not an error, but
part of the connection process. The reason for this is that the client's certificate is not yet accepted
by the server. To accept the certificate, it needs to be moved from the folder “../rejected” to the
folder “../trusted/certs/. Both folders can be found under the path “/opt/kecontrolapplica-

tion/OpcUa/PKI/CA/".
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&1 certs - admin@1%2.163.8.100 - Win5SCP - O x
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Moving the certificates can be achieved on a windows system using the program WinSCP, see
picture above. The screen shot shows a trusted certificate in the right folder.
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A new connection is now accepted by the server. If the “VariablesTree” has been activated (refer
section 4.2), the available variable can be found under “KeControl Variables”.
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6. Building an information model

To expose a defined set of variables, an object model can be created. The description of this
information model is done in form of an .xml file that must be created under the path “/opt/kecon-

trolapplication/application/OpcUa/”. Just one .xml file is allowed in this folder.

1 <CpclUiAlnformationMModel>
<!—— Declaration of namespace URIs —->

3 <MNamespaceUris>

4 <Uri n=s="1" isDefaultll=="1">www.company .com<,/ Jri>

s F</NamespaceUris>

&

i H<DefaultRolePermissions>

8 <RolePermission EolelName="Administrator" Permissions="0x&61"/>

2, <!—— Bit 0 - Browse, Bit 5 - Read, Bit & - Write —-->

10 F</DefaultRolePermissions>

12 <1—— Declaration of instances -->

13 <!1—— add child instances to parent Root/Objects node —->

14 H<Instances Parent="0:0bjects">

16 <Object

17 DataTlyvpe="0:Types.0:0bjectTypes.0:BaselbjectType.0: FolderType"

18 = HodeId="i=1000" BrowscName="MyFolder" DisplaylName="MyFolder":>

18
20 sVariable DataTyvpe="0:Types.0:DataTypes.0:BaseDataType.0:Number.D: Integer.0: Intls"
21 HodeId="1i=1001" BrowseName="MyCounter" DisplayName="MyCounter"
22 ValuePath=“APPL.Appﬂication.PRG_yain.iCounter” Looesslevel="0x03" /3
24 <Variable DataTvpe="0:Types.0:DataTypes.0:BaseDataType.0:Boolean”
25 HodeId="i=1002" BrowseName="MyBool" DisplayName="MyBool"

26 ValuePath="APPL.Application.PRG Main.xBinary" Aooesslevel="0x03"/>
28 = </Object>

29

~</Instances>

The picture above shows a very simple example of a .xml file that adds the two variables men-
tioned in section 4.1 to a folder and exposes them.
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The picture above shows the result in UaExpert. For further details on datatypes and other top-
ics regarding structure or datatypes in the information model file, please refer the u-create stu-
dio manual.
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