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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

1. Warning and disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled devices.
Such hazardous events can result in death and / or serious injury and / or property damage. Therefore,
there must be provide safety equipment/ electrical safety design or other redundant safety features that are
independent from the automation system.

Disclaimer

This Example / Application Note does not relieve you of the obligation to handle it safely during use,
installation, operation and maintenance. Each user is responsible for the correct operation of his control
system.

By using this program example / application note prepared by Weidmdller, you accept that Weidmdller
cannot be held liable for any damage to property and / or personal injury that may occur because of the
use.

Note

The application examples do not represent customer-specific solutions, they are simply intended to help for
typical tasks. The user is responsible for the proper operation of the described products. This application
example does not relieve you of the obligation of safe use, installation, operation and maintenance.
Application examples are not binding and do not claim to be complete in terms of configuration as well as
any contingencies.

By using this Application Example, you acknowledge that we cannot be held liable for any damages beyond
the described liability regime. We reserve the right to make changes to this sample application at any time
without notice.

In case of discrepancies between the proposals in the application example and other Weidmduller
publications, like manuals, such contents always have more priority to the examples.

We assume no liability for the information contained in this document. Our liability, for whatever legal
reason, for damages caused by the use of the examples, instructions, programs, project planning and
performance data, etc. described in this application example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is necessary to
implement (and maintain) a complete state-of-the-art industrial security concept. The customer is
responsible for preventing unauthorized access to his equipment, systems, machines and networks.
Systems, machines and components should only be connected to the corporate network or the Internet if
necessary and appropriate safeguards (such as firewalls and network segmentation) have been taken.
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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

2. Abstract

This application note contains instructions how to set up PROtop and topGUARD devices with
IO-Link communication interface in Rockwell Studio 5000 Logix Designer with Allen-Bradley
hardware. It explains cyclic and acyclic access to I/O data of PROtop and topGUARD.

3. Requirements

The following hardware and software were used for this guide.

Hardware Order Number

1 x Allen-Bradley Compact Logix 1769-L16ER-BB1B
1 x Allen-Bradley Point 10 1734-AENTR

1 x Allen-Bradley I0-Link Master 1734-4I10L

2 x PRO COM IO-LINK 2587360000

1 x PROtop 240W, 24V, 10A 2466880000

1 x topGUARD TGD FIM-C 2625000000

4 x TGD ELM-6 2624980000

4 x TGD ELM-12 2624990000
Software

Studio 5000 Logix Designer
IODD Weidmueller-PROtoplO-LINK

IODD Weidmueller-topGUARDIO-LINK
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

4. Create Project

Start Studio 5000 and create a new project. Select desired controller, type in a project name,
select a project path and click “Next”.

Search

I Compact GuardLogix® 5370 Safety Controller

I Compact GuardLogix® 5380 Safety Controller

4 Compactlogix™ 5370 Controller
I 1769-L16ER-BE1B CompactLogix™ 5370 Controller

1769-L18ER-BE1B CompactLogix™ 5370 Controller
1769-L18ERM-BE1B CompactLogix™ 3370 Controller
1769-L19ER-BE1B CompactlLogix™ 5370 Controller
1769-L24ER-QB1E CompactLogix™ 5370 Controller
1769-L24ER-QBFC1E  Compactlogix™ 5370 Controller
1769-L27ERM-QBFC1E Compactlogix™ 5370 Controller
1769-L30ER Compactlogix™ 3370 Controller

Mame: QSG_PROtop_topG UARD_]OLl'nl‘i

Location:  CAUsers\w010485\Documents\Studio S000\Pr Browse...

Select revision, number of expansion modules and protection, then click “Finish”

1769-L16ER-BB1E CompactlLogix™ 5370 Controller
QS5G_PROtop_topGUARD 10OLink

Revision:

Expansion /O

¥, Danger: When online, if the modules present do not match the
modules specified in the project, unexpected control may occur. The
Expansion I/O setting must match the actual number of modules,

Security Authorityl] | Ne Protection

Use only the selected Security Authority for authentication and
authorization

Secure With: Logical Name <Controller Name>

Permission Set

Description:

e TR AT T
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

5. Hardware Setup

First set up a hardware configuration. Navigate to the “Ethernet” node in the project tree. Do a
right click and select “New Module...”

4 .| I/O Configuration
4 B3 Pointl0
[011769-L16ER-BB1B Q5G_PRCtop_topGUARD I0Link
4 Embedded /O
g [1] Embedded Discrete 10
Expansion /0, 0 Modules

H Mew Module...

1 RD_IOLink
Import Module..,
Discover Modules...
o] Paste Strg+V
Properties Alt+Eingabe
Print 4

Select 1734 Ethernet Adapter from catalog and click “Create”.

Catalog | Module Discovery I Fa\rorites|

d

Clear Filters

Hide Filters £

Module Type Category Fitters
Analog

CIP Mation Converter
Communication
Communications

~HEEEE

a

Module Type Vendor Fitters
Advanced Energy Industries, Inc.
Dialight

Endress+Hauser

FANUC CORPORATION

Catalog Number Description

VL
1734-AENTR

1734 Ethemet Adapter, 2-Port, Twisted Pair Media

2 of 518 Module Types Found

Add to Favonites

[ Close on Create

[ Close ] ’ Help ]
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

Type in a name for the module and select the IP-Address. Next you need to change “Chassis
Size” in the “Module Definition” window. The size depends on how many modules are connected
to the POINT IO station. In this example only the 410L module is connected so a chassis size of
2 is selected. Make sure “Series” and “Revision” match your physical module. Click “OK”.

" New Modue - - ——)]

General” | Connection I Module Infa I Intemet Protocol | Port Configuration I Metwork I Chassis Sizel

Type: 1734-AENTR 1734 Bhemet Adapter, 2-Port, Twisted Pair Media
Vendor: Rockwell Automation./Allen-Eradley
Parent: Local Ethemet Address
MName: PairtI0 (@) Private Metwork: 152.168.1. 2=
Description: X @) IP Address:
E
- () Host Name:

Module Definition

Revision: 5.001
Electronic Keying: Compatible Module
Connection: Rack Optimization
Chassis Size: 1
Module Definition® [
Seris:
Revision: 0015 I
Electronic Keying: [Compatible Module -
Connection: Rack Optimization x|
Chassis Size: 2 - r
| ok JJ[ cCancel | [ Heb i
_; v,
[ ok Jf [ concel | [ Heb

Navigate to ne created 1734-AENTR module, do a right click and select “New Module...”

4 |10 Configuration
4 B3 Pointl0
[0]11763-L16ER-BB1B Q5G_PROtop_topGUARD_IOLink
Pl Embedded I/O
& [1] Embedded Discrete 10
Expansion 110, 0 Modules
4 I Ethernet
1769-L16ER-BELE Q5G_PRCtop_topGUARD_I0Link
4[] 1734-AENTR/E PointlQ

ﬂ Mew Module...

Import Module...

Discover Modules...
ﬁj Paste Strg+V

Print 4
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

Select 1734-410L module and click “Create”

-
Select Module Type

Catalog | Module Discovery | Favorites |

0L e Hide Filters %
Module Type Category Fitters Module Type Vendor Filtters

Analog Advanced Micro Contrals Inc. (AMCI)

Communication Buerkert Werke GmbH & Co. KG

Digital Hardy Process Solutions

Other Rockwell Automation/Allen-Bradley

Specialty Spectrum Controls, Inc.

1 of 61 Module Types Found

[] Clese on Create [Craate] [ Close ] [ Help ]

Type in a name for the 10-Link module and make sure series and revision are correct.

- — I-T-‘l
B New Module = o i o - I |
[ General” ':unned.ion I Module Info I Fault/Program Action | Configuration I \O-Linkl
Type: 1734-410L 4 Channel I0-Link Master
Vendor: Rockwell Automation/Alen-Bradley
Parent: Pointl0
Name: I 10_Link I Slat: 1
Description: L
Module Definition Channel Modes
Series: A Channel 0 I0-Link
Revision: 1.001 Channel 1 I0-ink
Electronic Keying: Compatible Module Channel 2 10-Link
Connection Data Channel 3 10-Link
Status: Creating 0K I [ Cancel ] [ Help
E
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

Change to “lO-Link” tab and click “Change...”.

-
1 New Module ﬂ

| General” | Connection I Module Info I Fault/Program Action | Corfiguration

= 17344100
i@ Ch0-10-Link
@ Ch1-10-Link Channel| Mode Wendor Device Application Specific Name | Electronic Keying | Process Data Input
@ Ch2-10-Unk
i @ Ch 3-10-Unk

1 10-Link:
2 1O-Lirk:
I 3 10-Link:

I Change.. I

N DANGER. Parameter
changes by external sources
are shown only after Refresh,
External changes could be
overwritten without natice. Refresh | &

Status: Cresting [ ok | [ cancel | [ Hep

You first need to register the 10DD files of PROtop and topGUARD. Click “Register IODD...” to
open the file dialog.

- - r T =
Select 10-Link o) Rockwell Automation - IODD Riistrar =l

=77 10-Link -7 10-Linke
=77 Allen-Bradley

-] Color Registration Mark Sensor - 45CRM
: Inductive Proximity Sensor - 871C
Inductive Proximity Sensar - 871FM
Inductive Proximity Sensar - 871TM
Measurement Sensor - 45LM3
Photoelectric Sensor - 42EF
Phetoelectric Sensor - 42JT
7] Pressure Sensor - 836P

I -7 Generic I
H H
P
|
[ >
Lot
a
|
|
L

Devices Folder  C-\Program Files (c86)\Rockwel Software\RSCommon*/0DD\Devices

—
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

Open the IODD files for PROtop and topGUARD.

15l Zuletzt besucht

- Bibliotheken

[ Bilder
@ Dokumente

) Musik
B Videos

™ Com puter

r - = B
ul Register IODD | | ——— 5
- T = =
@uv| . » IODD_SBL5 » Protop 1 - |f, | Protop durchsuchen pe |
[] -
Organisieren + MNeuer Ordner = - 0l @
‘¢ Favoriten Name Anderungsdatum Typ Grofie
Bl Desktop I| = Weidmueller-PROtoplO-LINK-20190717-1...  15.08.2019 10:33 AML-Dokument 50 KB |I
& Downloads

| »

G‘j MNetzwerk
4 1
Dateiname: Weidmueller-PROtoplQ-LINK-20190717-10DD1.1 xml + |10 Device Description (*-I0DD1 ~
Offnen |v Abbrechen
\
r v
ol Rockwell Automation - I0DD istrar =1 —
=07 0Lk

(- Allen-Bradle

SR Weidmueller Inteface GmbH & Co. KG tree

f'] Power Management )

r'] PRCtop I0-LINK
-7 topGUARD I0-LINK
Please
|
B
L
f
Devices Folder  C:\Program Files (x86)"Rockwell Software*RSCommon*0DD"Devices
Register 100D... J
-
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Application Note for using PROtop / topGUARD with IO-Link in Rockwell Studio 5000

Navigate again to “IO-Link” tab in 1734-4I0L properties window.

4 &5 Ethernet
3 1769-L16ER-BB1B (55G_PROtop_topGU/
4[] 1734-AENTR/E PointlO
4 B3 Pointl0 2 Slot Chassis
[l [0]1734-AENTR/B PointlO

3 Mew Module...

Discover Modules...

M Cut Strg+X
1] [0 Copy Strg+C
sdule Defined Tags 8] Paste Strg+V
<7 PointIO:1:1 Delete Entf
< PointlO:1:C
L Cross Reference Strg=E
cription
= Offline Export Module...
dule Fault

Include in Tracking Grou

Properties Alt+Eingabe

Print 4

Click “Change...” then select a channel and click “Change Device”. Select device for the desired
channel and click “Create”. In this example PROtop is connected to channel zero and topGUARD
is connected to channel one.

aection | Module Info | Fault/Program Action I Conﬁgumtioﬂl 10-Link I

HOL/A
10 - 10-Link
11-10-Link Channel| Mode Application Specfic Name | Hectronic Keying | Process Data Input
12 - 10-Link
13-10-Link Select I0-Link Device
2 10-Link: £ 10-Unk
. -0 Alen-Bradiey
3 LOIEs -] Color Registration Mark Sensor - 45CRM
Inductive Proximity Sensor - 871C
Inductive Proximity Sensor - 871FM Change...
Inductive Proximity Sensor - 871TM
Measurement Sensor - 45LMS
Photoelectric Sensor - 42EF
Photoelectric Sensor - 42JT | 52 ‘
Change Channel Configuration Pressurs Sensor - 336P .=
B T k Weidmueller Inteface GmbH & Co. KG o
Channel | Mode | Vendor Device =] Power Management |ta Input De:’::g:
- - P PROtop I0-LINK I
0 10-Link | Weidmueller Inter... | PRCtop 10-LI Er‘] topGUARD 10-LINK
=0 VL1 I
i z e PO YtopGLIARD 10-LINK
i 3 10-Link: ) =i
]
1
1
Coco
ﬂ Electronic Load Monitoring topGUARD B
Register [ODD... I Create I Cancel
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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

To download the project to the controller you first need to set the device path. Click on the network
symbol and select the controller from the device tree. Optional: Click “Set Project Path” to save
the path for this project. Click “Download” to transfer the project to the controller.

@ Logix Designer - Q53G_PROtop_topGUARD _ICLink [1769-L16ER-BELE 31.11]
FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
Rl | * % % ool Ik i)
i HRUN w )
Y m ok l Path: AB_ETHIP-11192,168.1.10 ®| = B ST S O S (1 (S
I Energy Storage . - — . —
Frp— Offline [l Mo Farces P No Edits -y B Favorites Add-On Safety Alarms Bt  Timer/Cou
Controller Organizer * 1 x @ 2 Who Active (RSLinx Classi FE
4 Controller Q5G_PROtop_tepGUARD _I0Link Autobrowse Refresh
<7 Controller Tags -0, Workstation, WIN-E85KL G5GMRE Go Online
Controller Fault Handler 425 Linx Gateways, Ethernet
Power-Up Handler S AR _FTHIP-1 Fthernet
4 | Tasks /¥ 192168110, Unrecognized Device, 1769-L16ER/E LOGL{531€
4y MainTask Ei-F 102.168.1.20, 1734 AENTR/E EtherNet Adapter, 1734 AENTR
b L MainProgram (-89 Backplane, PointlQ Chassis 2 Slat
Unscheduled -5 Pointbus Port, DeviceMet
Fl Motion Groups
e
b Assets Help

M Logical Model
4 .| /O Configuration
4 B3 Pointl0
G [0]1769-L15ER-BB1B QSG_PROtop_topGUARD IOLink < ]
4 Embedded I/0
g [1] Embedded Discrete 10

Path: AB_ETHIP-11192.168.1.10
Path in Project: AB_ETHIP-11192. 163.1, 10

Expansion /0, 0 Modules
4 & Ethemet

[Z81 1769-L16ER-BB1B QSG_PROtop_topGUARD_IOLink
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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

6. Program

When hardware setup is done you can start creating a program to read and write data to the
connected IO-Link devices. |0-Link data is divided into cyclic data like process data and acyclic

data like parameter or device data.

Process Data

When download was done successful you should now be online. Please check the status LEDs
in the top left corner. “Run Mode”, “Controller OK” and “I/O OK” should light solid green. To read
or to write process data open “Controller Tags” and navigate to the input or output data of the 10
station. The tag name refers to the name of the AENTR module in hardware configuration. In this
example ChOData[0] and ChOData[1] display the PROtop output voltage.

@ Logix Designer - Q5G_PROtop_topGUARD_IOLink [1769-L16ER-BB16 31.11]*

FILE EDIT VIEW SEARCH LOGIC COMMUMNICATIONS TOOLS WINDOW  HELP
2 () [ o

3| B Run Mode -
3 B Controller OK q Path: AB_E}HIP-11192,168.1.10
I Energy Storage OK

A m 170 OK Rem Run EY o Forces

¥_ NoEdits 2

% % o [

4 Controller 0SG PROtop_topGUARD_IOLink
<! Controller Tags
Controller Fault Handler
Power-Up Handler
¥l Tasks
4 2% MainTask
P L MainProgram
Unscheduled
4 Motion Groups
Ungrouped Axes
4 Assets
e Logical Model
4 .]1/0 Configuration
4 B3 Pointl0
[B [0] 1763-L16ER-BB1B Q5G_PROtop_top!
4 Embedded I/O
g [1] Embedded Discrete [0
Expansien /0, 0 Modules
4 &5 Fthernet
[B11769-L16ER-BB1B QSG_PROtop_topGL!
4[] 1734-AENTR/E Pointl0
4 B3 PointlO 2 Slot Chassis
{| [0]1734-AENTR/B Pointl0
{J [111734-410L/A 10Link

Scope:

FEQS5G_PROtop_te »  Show: Al Tags

Name

b Locall:C
P Locall:l

b Locall:0
B Pointl0:1:C
4 PointIC:1:1

v v v v w7

[ 9

Pointl0:1:LFault
Pointl0:1:1.5tatus
Pointl0:1:1.Ch0DiagEvent
Pointl0:1:1.Chl DiagEvent
Pointl0:1:1.Ch2DiagEvent
Pointl0:1:1.Ch3DiagEvent
Pointl0:1:1.Ch0Data
Pointl:1:LChOData[0]
Pointl0:1:1.Ch0Data[1]
PointlO:1:L.Ch0Data[2]
Pointl0:1:1.Ch0OData[3]
Pointl(:1:1.Ch0Datal4]
Pointl:1:LChOData[5]
PointlO:1:1.Ch0OData[6]

v v v v v v v
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=3« Value

2#0000_0000_0000_00..,

Favorites

1k

Add-On

<7 Controller Tags - Q5G_PROtop_topGUARD _IOLink{controller) _

-
fod
fod
fod
fod
fod

ol
ol
ol
fod
fod
ol
2#0000_1001
2#0101_1101
2#0000_1001
2#0110_1000
2#0000_0000

2#0000_0000
2#1100_0000
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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

Parameters

To read or to write acyclic data Rockwell uses the Message (MSG) instruction. You find the MSG
instruction in the element group “Input/Output”. You can simply drag and drop it into your code.

4 = MSE |ESU SSU IOT »

4 p Favortes Add-On  Alarms Bt Timer/Counter || Input/Qutput | Compare  Compute/Math  Move/Logical File/Misc.  File/Shift  Seguencer

To use this instruction, you first need to create a message tag in “Controller Tags” with data type
“MESSAGE”

Name -2~ Value * Force Mask + Style Data Type
b MessageWrite_PROtop {..} {..} MESSAGE
Click on the “...” button to configure the MSG instruction

leszage Control MessageRead PROtop) ]

Message Configuration - MessageRead ﬁ

Corfiguration |Cnmmunicatiun | Tag |

Message Type: [CIF‘ Generic -
Service [Custom v] Source Element: sifeadSourceElemen’
Type:
Source Length: 1 = ([Bytes)
Service .
Code: 4d (Hex) Class:  3a3 (Hex) Destination arsiDestElementDevic
Element:

Instance: 275 Attribute: 0 {Hex)

i) Enable ) Enable Waiting i) Start ® Done Done Length: 16
3 Ermor Code: Extended Emor Code: [ Timed Out 4
Ermar Path: 10 Link

Error Text:

oK ] [ Abbrechen ] bemehmen
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Application Note for using PROtop / topGUARD with 10-Link in Rockwell Studio 5000

This screenshot shows all necessary information to configure the message instruction. For further
information please see Rockwell POINT I/O 4 Channel IO-Link Master Module user manual. To
find out the index or subindex of a parameter you want to read or to write please see PROtop /

topGUARD IO-Link manual.

Message Configuration

In this tab

For this item

Type or choose

Communication

Configuration

Path the 10-Link Master module.
Message Type CIP Generic
Service Type Custom

Service Code (Hex)

the applicable service code

Service Code

Service Name Description

45

Read_Subindex Reads a parameter value from the 10-Link device.

Wiites a parameter value to the [0-Link device.

iC Write_Subindex
4D Read_Index Reads an entire index (all parameters within an index) from
the |0-Link device (uses subindex 0]
AE Write_Index Writes an entire index (all parameters within an index] to
the 10-Link device {uses subindex 0).
Class 3A3
Instance the device-specific parameter index value as specified by the device vendor.
Refer to Locate the Parameter Index or Subindex Value in the 100D File on page 48 for more information.
Attribute 0

Source Element

one of the following according to the service code.

4B (read subindex)

source_array where source element data type is SINT[2

In this case SINTI0] is subindex as provided by the Dence vendor, SINT[1] is the
channal number from where the data has to be read.

The channel value ranges from 0 to 3. The value must be in hex.

Refer to Read Subindex Request Parameters on page 48 for more information.

AC [write subindex)

a local source tag that contains data that is to be sent with the service. The
source element will have a byte for the subindex number, a byte for the channel
number, followed by the bytes of data that need to be written.

Refer to Write Subindex Request Parameters on page 48 for more information.

A0 [read index)

source_array where source element data type is SINT.
In this case the SINT is the channel number from where the data has to be read.
The channel value ranges from 0 to 3. The value must be in hex.

Refer to Read Index Request Parameters on page 48 for more information.

AE (write index)

a local source tag that contains data that is to be sent with the service. The
source element will have a byte for the index number, a byte for the channel
number, followed by the bytes of data that need to be written.

Refer to Write Index Request Parameters on page 48 for more information.

Refer to Locate the Parameter Index or Subindex Value in the 100D File on page 48 for more information.

Source Length {bytes)

one of the following according to the service code.

4B (read subindex)

the length of the source element.

AC [write subindex)

the length of the source element.

A0 [read index)

the length of the source element.

A (write index)

the length of the source element.

Destination Element

destination_array tag that will contain data received from the service.
The controller tag specified in destination element must be SINT[X] or DINT[X] data type, where X refers

to number of bytes of data. This size is to be provided by the device vendor. This size is the size of
parameter that is being read or written to the 10 Link device.
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