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1. Introduction

1.1 About
Weidmiiller Routers of series IE-SR-2TX-WL-(4G) are reliable and cost-effective Industrial Security Routers, providing a versatile and
redundant Internet / WAN connectivity. The devices are equipped with
= 2x 10/100Base T(X) ports (LAN /WAN)
= 1x WLAN interface (IEEE 802.11 b/g/n)
= 1 x Serial interface (RS232/422/485)
= 1 xLTE/4G CAT4 modem (Models |IE-SR-2TX-WL-4G-EU and |E-SR-2TX-WL-4G-US-V)
— Model IE-SR-2TX-WL-4G-EU covers bands LTE-FDD:B1/B3/B7/B8/B20/B28A, LTE-TDD:B38/B40/B41, WCDMA:B1/B8 and
GSM:B3/B8. Itis primarly intended for use in region EMEA.
— Model IE-SR-2TX-WL-4G-US-V covers bands LTE-FDD:B2/B4/B5/B12/B13/B14/B66/B71 and WCDMA:B2/B4/B5. It is applicable
for mobile operators of region North America. Additionally, it is certified by cellphone provider Verizon.

The devices can be used in a variety of applications like IP-Routing, Firewalling, IP address management (NAT), secured VPN connections or
Ethernet/Serial data conversion.

1.2 Overview Software Features

IP Routing IPv4 Routing.

Stateful Inspection Firewall IP-based Layer 3 packet filtering.

DHCP-Server and DNS relay Provides DHCP/DNS services for devices connected to LAN network.

Time Server NTP time synchronization and NTP time server relay.

WLAN Connectivity Configurable as Access Point (Client assignment to LAN network) or Wireless Client

Cellular Connectivity
Versatile Internet/WAN connectivity
(LTE/4G models)

Network Address Translation

VPN
Event-based Warning

Serial Interface Functions

2022-11-25/ Edition 1.0

(providing WAN / Internet access via connection to a remote Access Point).
Integrated LTE/4G modem configurable as primary or failover Internet connection.
Option 1: WAN Port (Wired connection), Failover via Cellular Interface

Option 2: Cellular Interface (Dual SIM, Failover from SIM1 to SIM2)

Option 3: Wireless Interface (Client mode), Failover via Cellular Interface

Source / Destination NAT, variable configurable and related to a Port number, IP address
(single Host) or IP subnet (Network).

OpenVPN (Server or Client), IPSec (Server or Client), Authentication X.509v3, PSK

Event-triggered Information and alert management via Digital |0, eMail, SNMP Traps or
SMS (only LTE/4G models).

Ethernet/Serial converter functions providing services modes ‘Virtual COM Port’, ‘TCP
Client, ‘TCP Server’ and ‘UDP Client / Server Mode’.

Weidmiiller 3£

IE-SR-2TX-WL

IE-SR-2TX-WL-4G-EU

IE-SR-2TX-WL-4G-US-V
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2. Overview Hardware (1/3)

2.1 Panel Views
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|[E-SR-2TX-WL-4G-EU
|[E-SR-2TX-WL-4G-US-V
Front Panel View

Security Roster

Rear Panel View

21

Item Descriptions

1.
2.

© oo N o o B~ W

10.
. Terminal block for Digital Input and Output
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.

4-Pin Terminal block power input PWR1 / PWR2

Grounding screw / Frame ground (Note: The shielding ground of LAN
and WAN port is electrically connected to the grounding screw)
PoE Indicator (powered via PoE)

Power input LEDs (PWR1 / PWR2)

LAN port Link/Activity LED

WAN port Link/Activity LED

WLAN Link/Activity LED

LTE/4G Connection Status LED (only LTE/4G models)

Digital I/0 ports Status LEDs (ON/OFF)

WLAN antenna connector (RP-SMA female)

Reset Button
Pressing < 5 seconds: Reboots the device (Warm Start) and sets IP
of LAN port to Factory Default IP.
Pressing >= 5 seconds: Resets the device completely to factory
default settings.

WAN Port 10/100Base-T(X)

LAN port 10/100Base-T(X) / PoE (Powered Device)

Serial Port (RS 232 connector)

LEDs TX/RX Status of Serial Port

Article Number

Slot for 2 SIM Cards with format Mini SIM (only LTE/4G models)
Main Antenna LTE/4G Interface (SMA-female)

AUX Antenna LTE/4G Interface (SMA-female)

DIN-rail Clip

Weidmiiller 3£

Page 5



User Manual - Industrial Security Router I[E-SR-2TX-WL(-4G-EU/-4G-US-V)

2. Overview Hardware (2 / 3)

2.2 Technical Specifications

2022-11-25/ Edition 1.0

Product Properties

Technology

LED Indicators

Ethernet Standards

|EEE 802.3 for 10BASE-T

|IEEE 802.3u for 100BASE-TX

|EEE 802 _3af for Power-over-Ethernet
|EEE 802.11b/g/n for Wireless LAN

Interfaces

10/100BASE-T(X) auto negotiation speed, F/H duplex
RJ45 Ports mode and auto MDI/MDI-X connection
Serial Port 1x DB9 connector

Cellular Interface

2G (GSM / GPRS / EGPRS / EDGE), 3G (WCDMA /
HSDPA / HSUPA) 4GILTE

WLAN Interface

IEEES802.11b/g/n

SIM-Card slots

2% Mini-SIM (ID-000 format)

LED Color | Status Description
PWR1 Green | On Power is being supplied to power input PWR1.
PWR2 Green | On Power is being supplied to power input PWR2
PokE Green | On The device is powered via PoE
On LAN/WAN Port Link / Activity LED
!
LANTWAN Green Blinking Data is fransmitted
WLAN Green | On Linked to a Wireless network (Client Mode)
Green | Blinking Operating in mode Access Point
LTEMG Green | On Mabile connection established (Online)
On Input / Output status set to logical 1
DI/DO Green =5 Input / Output status set to logical 0

Connector for antennas

1x RP-SMA female
2x SMA female (LTE/4G models only)

DIDO (Dry Contact)

1x DI (1: 5~30V, 0: 0~2V), 1x DO (Max.: 30V / 20 mA)

LED Indicators

PWR1, PWR2, PoE (active), LAN/WAN Port Link /
Activity, WLAN Link, LTE/4G Link, DI / DO Status; Serial
Port Data Transmitting

Power supply

Pinouts DB-9 Connector (Serial Interface)

24V DG (12 to 48 V DC), 2 redundant inputs

Input Voltage or 48 V DC Power-over-Ethernet on LAN Port
(IEEE8B02.3af compliant)

Input Power 5.5 W (typical)

Connection One removable 4-pin terminal block, Wiring cable 12-
24AWG

Overload Current Protection | Present

Reverse Polarity Protection | Present

Physical Characteristics

Housing

IP30 protection, metal

Dimension (W x Hx D)

45 x 95 x 81 mm (1.77 x 3.74 x 3.19 inch)

Pin# (D'ESDzeizicej RS422 RS:}E)'-“ RS-485 (Z-vire)

1 0CD % % DATA-

] RXD TX: The DATA+

3 TXD X+ RX+ — f N
[ OTR RX: R — ° n
5 GND GND GND GND - w
B DSR - — = © >
T RIS — - -

i CTs - - -

] Rl = — -

Weight

395 g

Installation

DIN-rail

Environmental conditions

Operating Temperature

-251t0 70°C (-13 to 1568°F)

Storage Temperaiure

-40 fo 85°C (40 to 185°F)

Ambient Relative Humidity

5 to 85% (non-condensing)

Altitude

up to 2000 m

Regulatory Approvals

Safety

UL 61010-1; UL 61010-2-201; EN 62311

EN 55032, EN 55024, FCC Part 15 Subpart B Class A,
IEC 61000-4-2 ESD
IEC 61000-4-3 RS

EMC IEC 61000-4-4 EFT
|EC 61000-4-5 Surge
IEC 61000-4-6 CS
Radio EN 301 489-1/-17; EN 300 328, EN 301 511,
EN 301 908-1
Shock |EC 60068-2-27
Free Fall |EC 60068-2-31
Vibration IEC 60068-2-6
MTBF
|E-SR-2TX-WL: 381.084 hrs
Time |E-SR-2TX-WL-4G-EU: 355.921 hrs
|E-SR-2TX-WL-4G-US: 353.679 hrs
Database Telcordia SR332
Warranty
Time Period [5 years

\J
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2. Overview Hardware (3 / 3)

2.3 Wiring and SIM Card installation

Wiring Digital Input and Output

SIM Card Installation (only for 4G models)

NJ

Power Wiring
O 0O 0 0O
oo o000
Power supply
12-48VDC O
V24 |v2- < -
= w
i 3 £
¥ PUEE
= i H]
N S e
s % 2
Vi- |v1+ *
Power supply
12-48VDC o
OO0 OO0 C
O 0O0O0O0O0
¥
| Grounding screw

Input Key
\

%

Output Signal

e K
"

DI: Logical Level 0: 0V~2V
Logical Level 1 5V~30V

DO: Max. Voltage: 30 VDC
Max. Current: 20 mA

SIM 1

Sl

PJeD WIS

Attention: For device installation and for safety notice refer to document ‘Hardware
Installation Guide’ for Router series IE-SR-2TX-WL-xx (Part No. 2682560000,
2682580000, 2682590000).
The document can be downloaded from the Weidmidiller Online Product Catalogue.
Select or search for device name IE-SR-2TX-WL or part numbers and refer to
section ‘Downloads’.

2022-11-25/ Edition 1.0

SIM card installation:

1. Ensure that the device is powered-off.

2. Remove cover from SIM card slot on top of the housing.

3. Insert SIM card(s) with Mini format as illustrated.

Note: For using SIM cards with format Nano or Micro use a

frame from attached SIM card adapter set.

Page 7
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3. Getting Started

3.1 Hardware Installation 3.4 Web Interface Access
Install and power-up the device according to ‘Hardware Installation Guide’ for Router series By factory default, the Router only can be accessed via the HTTPS-secured web interface
IE-SR-2TX-WL-xx (downloadable from Weidmiiller Online Product Catalogue). and being connected to the wired LAN Port. All other access modes (HTTP, Telnet, SSH)

and any access from other interfaces are not allowed by default. Granting additional access
modes can be configured via section ‘Access Settings’ of configuration page ‘Administration
-> System Settings.

Consider the safety notices mentioned in the Hardware Installation Guide!

3.2 Factory Default Settings
Factory Default Settings:
IPLAN port: ~ 192.168.1.110 / 255.255.255.0 (static)
IPWAN port: ~ DHCP

Login credentials (Factory default settings):
IP address / Netmask: 192.168.1.110 / 255.255.255.0
Username: admin

Wireless LAN:  Disabled Password: Weidmueller
Mobile Interface: Disabled (only available for LTE/AG models) Connect the PC to the Ethernet port of the Converter/Gateway and set the PC's IP address
Username: admin to a free one of range 192.168.1.0 / 255.255.255.0.
Password: Weidmueller Start a web browser and enter the IP address of the connected device into the browser's
Web Access:  HTTPS via LAN port address line (https://192.168.1.110).
After the appearance of the prompt (login) enter the login credentials. After successful input
3.3 General Device Access and Configuration of username and password home page ‘System Overview’ will be displayed.

IE-SR-2TX-WL-xx devices needs to be configured via the configuration pages of the
integrated Web server.

For Linux respectively OpenWRT-skilled users the Router additionally can be released for
low-level root access via SSH or Telnet by enabling related checkboxes in section ‘Access
Settings’ of configuration page ‘Administration = System Settings’ (Goto chapter ‘4.36

Note: If the Router configuration is set to factory defaults, any HTTP access attempt to the
website (via LAN port) will be redirected automatically to HTTPS.

3.5 Console Access via Telnet or SSH
The device root level can be accessed by Telnet or SSH console login (eg. using tool

Administration - System Settings’ for more detailed information). PuTTY). Use for access user 'root' and same password as set for user ‘admin’.

For using the Serial-to-Ethemet converter function ‘Virtual Com Port’, applicable to the

RS232/485 interface, the software ‘ComServer / Modbus Gateway Utility’ can be used to Note: When doing a device access at root level of the Linux operating system, be aware that
install a virtual COM-Port driver on a Windows PC as counterpart to the Router configuration changes can have a severe impact on the functionality of the running
(downloadable from the Weidmiiller Online Product Catalogue). Router application (configured via the web interface). Any change is in the user’s

responsibility and risk if the web-based Router application fails due to the intervention.
For recovering the designed functionality based on the installed firmware reset the device
to factory default settings (e.g., press external reset button larger 5 secs).

2022-11-25/ Edition 1.0 Page 8
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4. Web Interface Configuration

Description of Web-based device configuration

= Subsequent slides provide a detailed description about the menu structure and configuration
pages of the Router's Web interface in terms of functional settings and parameter definitions.

= For access to the Web interface any browser can be used.

= Consider if the device is set to factory defaults:
* Web interface only can be opened via secured web access (HTTPS) from LAN port.
* Use for login IP address 192.1.68.1.110, username admin and password Weidmueller.

= General configuration and apply behavior:

* When pressing button ‘Apply’ after any configuration change (on any web page), the applied
configuration becomes active immediately but will not be stored to Flash memory.

* After applying of a changed configuration, the blue-colored note message ‘Configuration
changed and applied but not saved! appears below the headline, indicating that the
configuration still needs to be saved to permanent Flash memory. The note disappears after
the configuration has been saved (web page ‘Save Configuration’).

Note: This behavior (Apply without saving parallel saving to Flash memory) can be very helpful in case
of applying an incorrect configuration which can result, for example, in an access blocking to the
Router. By reboot via power down and up, the last saved configuration will be active again not
having the applied misconfiguration.

2022-11-25/ Edition 1.0
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System Information — System Overview [

System data

System name IESRITUWLAG EU
System Description Ruuter d

Loeation

Contact

SerialNor 021067A01025

Femmare version

System Status

Date & Time Thu Now 17 2022 16.40.20
Uptime: 164020 up 15 days
System usage Flash:1% Memory:72% CPU0%
Internet | WAN Connection

Actim Connesiion Typs: £

Backup Connection Type

Active Routes.

Tarpet Network Galoway Intafacy.
Detout 10.158.155.0 MODEM / Stati
10158 154023 0000 MODEM / Ststic
192,168 1.0/24 o000 LAN / Stabic.
DNS status

1. DNS senver 10.74.210.210 feceived by DHCP
2 DAS semee

3 DNS semver

LAN Gateway

MAC Address
Pert Settings
DHCP Saner

VAN Por
Mods

P Address
Subnst Mask
MY

MAC Address
Port Settings

Viirsless Itoriace
Operation Mode
550

Mobile Intedacs
Operation Modo

Activg Natwork Provider
Hietwrk Mode
Cennection State

P Addross

‘Subnet Mask

static
182.168.1.250
285265 266 0

1500

0018 TE1D.25:91
100 full duplex:
Disabled

LA Switch Port

Disabled

Enabled
Tebgkom de Telskom. da
FOOLTE

10,168 154 255
285,265 254 0

Picture 1: Login page
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4.1 System Information = System Overview

Login page providing status information and
system overview.

Description of displayed sections
System Data

Provides information about system name,
system description, location, contact

person, serial number and firmware version.

System Status

Shows system time, device uptime and
current system workload.

Internet / WAN Connection

Shows the interface currently used for
Internet / WAN connection and - if
configured - the failover interface (Backup
connection).

Active Routes
Shows currently active routes including
defined static routes.

DNS Status
Display of servers to be used for DNS
requests.

Interface Settings

Provides status information about network
interfaces LAN port, WAN port, Wireless
Interface and Mobile Interface (only LTE/AG
models).

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU
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www.weidmueller.cony

Collapse Tree Menu
E Y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
=y Interface Configuration
LAN / WAN Port
2 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Fiter
Mobile Interface
=y Network Configuration
Internet/WAN Connection
By Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings.
= _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
E1 4y NAT Settings
Destination NAT
Source NAT
=y VPN
OpenVPN

System Information — System Overview [

— System data

—Interface Settings

System name: |E-SR-2TX-WL-4G-EU LAN Port
System Description: Industrial Security Router Mode static
Location IP Address 192.168.2.252
Contact Subnet Mask 255.255.255.0
Serial-No 021067401025 LAN Gateway -
Firmware version 127 MTU 1500
MAC Address 00:15:7E:1D:25:91
N Port Settings 100 full duplex
TIEED SRS DHCP Server Disabled
Date & Time: Wed Jan 12 2022 02:28:38
Uptime: 02:28:38 up 11 days WAN Port
Mode static
System usage: Flash:1% Memory:77% CPU:9% IP Address 172.16.1.21
Subnet Mask 25525500
- JWAN & MTU 1500
Active Connection Type: WAN Port WAC Address 008 7E1D:25:92
! Port Settings 100 full duplex
Backup Connection Type:
Wireless Interface
—Active Routes Operation Mode. Disabled
Target Network Gateway, Interface ssiD
Default 172.16.0.1 WAN / Static 5
172.16.0. 0116 0000 WAN / Static %m Disabled
192168 2.0/24 0000 LAN / Static Active Network Provider
Network Mode
[~ DNS statu: Connection State
1. DNS server 172.16.0.1 static configured IP Address
2_DNS server Subnet Mask
3. DNS server

Weidmiiller 32
LTE

@

Security Router

Picture 2: Screenshot System overview (Login page).

Note about front panel view:

LEDs for PWR1, PWR2 and PoE - available on the real device - are not visible on the front panel view. These
LEDs are wired to the hardware directly and cannot be checked via software.

Signaling of LEDs of Web page front panel view:

LAN (Port) and WAN (Port) |lON (constantly) if connected (Link is established), OFF if disconnected.

WLAN ON (constantly) if WLAN is enabled, OFF if disabled. No special signaling of the
running operation mode.

LTE/4G ON (constantly) if Mobile Interface generally is enabled, OFF if disabled. No explicit

signaling of the connection state.

Digital Input (DI)

ON (constantly) if digital input is powered from 5 to 30 VDC, OFF if not connected

or for power input 0 to 2 VDC.

Digital Output (DO)

ON (constantly) if digital output is set to ON, otherwise OFF.
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4.2 System Information - Status Mobile/4G
(only models IE-SR-2TX-WL-4G-EU and |[E-SR-2TX-WL-4G-US-V)

This web page displays status information of the LTE/4G modem.
Additionally, following modem-related actions can be triggered

manually:

« Start/Restart Connection

* Disconnect

* Reboot Modem
* Re-Register Operator

These action types primarily are intended for diagnostic purposes
in terms of evaluating the connectivity to a mobile operator.

Note: Use actions ‘Start/Restart Connection’ and ‘Disconnect’ to
establish/cancel a cellular connection if the connection
settings of the mobile interface are set to “Manual” (Menu

Interface Configuration = Mobile Interface).

2022-11-25/ Edition 1.0

Picture 5: Status information if

‘Mobile Interface’ has
established an Internet
connection (Online).

Industrial Ethernet Router Configuration
|IE-SR-2TX-WL-4G-EU

Weidmiiller 3£

Collapse Tree Menu
E1_4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.
£ 4 Interface Configuration
LAN / WAN Port
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Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
B _4 Network Configuration
Internet/WWAN Connection
By Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Setiings

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision:
IMET:

Active SIM Profile
SIM Card State:
ICCID:

Registration state
Service provider:

Connection State
Network mode:
Connected Band.
IMSI:

Signal strength (dBm)
Cell ID

Roaming

Action: | Start/Restart C

onnect

Disabled

on v

Collapse Tres Menu

= 4 System Information

System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics

= _4 Interface Configuration

LAN /WAN Port
21§ Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface

= 4 Network Configuration

Internet/\WAN Connection

= _4 Network Services

Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings

= _4 Firewall Settings

IP Filter (Local Access)
IP Filter (Forwarding)

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision
IMEI:

Active SIM Profile:
SIM Card State:
ICCID:

Registration state:
Service provider:

Connection State:
Network mode.
Connected Band
IMSI:

Signal strength {dBm}
Cell ID:

Roaming

Quectel / EC25
EC25EUGARDGADSMAG
865546040036127

siM1
Ready
89490200001660396428

Registered, home network
Telekom.de Telekom.de

Disconnected
FDD LTE

LTE BAND 8
262016848886310
73

1834807

off

Action: | Start/Restart Connection v m

Picture 3: Status information if ‘Mobile Interface’ is disabled.

Picture 4: Status information if ‘Mobile Interface’ is enabled and configured

according to the inserted SIM card, but still disconnected (Offline).

Collapse Tree Menu
=4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN /WAN Port
B4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=y Network Configuration
Internet/WWAN Connection
By Network Services
Routing
E=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
= 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
E 4 NAT Settings
Destination NAT
Source NAT
=y VPN
OpenVPN
IPsec
Files / Certificates

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision:
IMEL

Active SIM Profile
SIM Card State:
ICCID:

Registration state:
Service provider

Connection State:
Network mode:
Connected Band:
IMSI.

Signal strength (dBm)
Cell ID:

Roaming:

Local IP:

Received bytes:

Received packsts

Received dropped packets:
Received overrun packets
Transmitted bytes
Transmitted packets:
Transmitted dropped packets:
Transmitted overrun packets:

Quectel / EC25
EC25EUGAR06A05MAG
865546040036127

SiM1
Ready
89430200001660396428

Registered, home network
Telekom. de Telekom.de

Connected

262016848886310
-73

1B34900

off

10.23.11.192/28

1876

ﬁ Start/Restart Connection v
0 Start/Restart Connection
5200 Disconnect

34 Reboot Modem

g Re-Register Operator

Action: | Start/Restart Connection v m

Selectable actions executable
via button ‘Apply’.
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4.3 System Information - Status Wireless

Web page displaying status information of WLAN interface dependent
on the settings.

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

2022-11-25/ Edition 1.0

Picture 6: Example of status information

if ‘WLAN Interface’ is disabled.

Collapse Tree Menu
E 4 System Information
System Overview
Status Mobil/4G
Status Wireless
Traffic Statistics
E 4 Interface Configuration
LAN / WAN Port

System Information — Status Wireless

WiFi Operation Mode: Disabled

Expand Tree Menu

= 4 System Information
System Overview
Status Mobile/dG

Status Wireless

System Information — Status Wireless
WiFi Operation Mode: Access point

Ceonnected Wireless Clients:

. . . isti Mac Add RSSI Tx Rate Rx Rats C ct Til TxPackets RxPackets TxBytes RxBytes
Picture 7: Example of status information Traffic Statisfis ac Acdiess X A MBe e = ¢ *
if WLAN Interface'is running D) (reiEes Gy DC5360.74688C  -60Bm  1OMEUs e iUPES.  g1g 7 124 1018 20386
! : ) LAN / WAN Pert :
in operation mode ‘Access By Wireless LAN

Point’ and having connected
one WLAN client.

Picture 8: Example of status information

Maobile Interface Current BSSID EC:56:23:.7F:.C2:A0
if WLAN Interface’ is running = Tt e
in operation mode ‘Wireless | ek Seiees ‘
. . irewall Settings
Client' and being connected to NAT Setiings
an ‘Access Point’. C1VPN

Operation Mode
Advanced Settings

Expand Tree Menu
By System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
£l 4 Interface Configuration

LAN / WAN Port Channel channel 5 (2432 MHz)
: RF type g
B V\ﬁmlgssLA_N Mode MAC 00:15:7E:1D:0B:BC
PR Al Security mode psk-mixed-+tkip+aes

Advanced Settings
MAC Filter

System Information — Status Wireless

WiFi Operation Mode: Wireless Client

Connection Information

Connected to SSID  IE-Support

Connected access point information
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4.4 System Information - Traffic Statistics

Displays the data traffic sent and received via device interfaces since router

uptime.

2022-11-25 / Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU
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Configuration changed and applied but not saved!

Expand Tree Menu

Send

Receive

354203 Bytes (1626 Packets)

629489 Bytes (3533 Packets)

10866 Bytes (99 Packets)

51776 Bytes (333 Packets)

10866 Bytes (99 Packets)

51776 Bytes (333 Packets)

Operation Mode
Advanced Settings
MAC Filter
Mobile Interface

_1 Network Configuraticn

_| Network Services

_| Firewall Settings

_| NAT Settings

1L VPN

Home/Status — Traffic Statistics
£y System Information
System Overview Interface
Status Mobile/4G LAN
Status Wireless WAN
Trafc Statistics Hiotess o1
. ) Wireless WAN
B _4 Interface Configuration
LAN / WAN Port @
=y Wireless LAN

Picture 9: Display of traffic statistics
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4.5 Interface Configuration = LAN / WAN Port
This configuration page is used to set the IP configuration of wired LAN and WAN port.

LAN / WAN Interfaces

IP assignment: Interface can be configured using static IP, via DHCP or DHCP + Fallback. A fallback to the
defined static IP will be done if DHCP fails.

Masquerade (NAT): If enabled, the source IP address of IP packets will be replaced by the Router’'s LAN or
WAN IP when outgoing via the interface.

Default Gateway:

Can be configured if both interfaces LAN and WAN port are set to static IP assignment. If at least one of
both interfaces is set to DHCP then this parameter is locked because default gateway will be retrieved by
DHCP.

DNS:
Used for configuration of DNS settings. Two static DNS servers can be configured, additional to a DNS
entry retrieved by an interface with DHCP-based IP assignment.

Note about WAN Port:

For selection of the interface being the Internet/WAN connection either the wired WAN port, WLAN interface
(Mode 'Wireless Client') or 'Mobile Interface' (only LTE/4G models) can be configured (refer to configuration
section ‘Network Configuration - Internet/WAN Connection). But there are some limitations about
independent use of these interfaces. If mode 'Mobile Interface' or 'Wireless Client' is selected for
Internet/WAN connection, then the wired WAN port either is deactivated or can be used as second LAN
switch port.

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Collapse Tree Menu
E 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
=y Interface Configuration
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
E 4 Network Configuration
Internet/\WAN Connection
= 4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
By Firewall Settings
IP Filter (Local Access)
|P Filter (Forwarding)
E 4 NAT Settings
Destination NAT
Source NAT
=3 VPN
OpenVPN
IPsec
Files / Certificates
=2 4 Serial Port Settings

Interface Configuration
= Dat i

Interface Configuration — LAN/WAN Port [

LAN Interface:

IP assi Static ~
1 address
Subnet sk
Gateway via DHCP:

Masguerade (NAT): a

WAN Interface:

IP assi DHCP ~
IP address:

Subnet mask:

Gateway via DHCP

Masguerade (NAT): =

Default Gateway:

DNS:

Preferred DNS Server:

Register Hostname in DHCP O
mode:

Received by DHCP v

Hostname: IE-SR-2TX-WL-4G-E

Accept DNS LAN Port: n
requests from: WAN Port: [J

Picture 10: Factory defaults of

LAN/WAN Port settings.

Picture 11: Screenshot showing a
deactivated WAN port after setting

‘Internet / WAN Connection’ either to
connection type ‘Wireless Client’ or
‘Mobile Interface’.

DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
= _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
£y NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN
IPsec
Files  Centificates
= _4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode
= 4 Event Seftings
Digital /0
E-mail
SNMP Traps

Interface Configuration — LAN/WAN Port

LAN Interface:

IP assi [Static  ~]
IP address 192.168.2 252
Subnet mask
Gateway via DHCP

Masquerade (NAT) [m]

WAN Interface:
Status WAN port- Deactived

Note: WAN port cannot be used as independent
interface if either Mobile Interface or Wireless Client
is selected for Intemet/WAN Connection. Then
WAN port either is deaclivated or can be used as
second LAN switch port

P assignment Static v
IP address 172.16.1.21
Subnet mask 255.255.0.0
Gateway via DHCP

Masquerade (NAT)

Default Gateway: [ 172.16.0.1

DNS:

Preferred DNS Server:

Received by DHCP A

Hostname
Register Hostname in DHCP

mode:

Static DNS 1
Static DNS 2: ]
Accept DNS LAN Port
requests from: WAN Port: (J
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4.6 Interface Configuration - Wireless LAN - Operation Mode

Via this configuration page the WLAN interface generally can be enabled / disabled and configured for
operation modes ‘Access Point’ or ‘Wireless Client

Operation Mode ‘Access Point’:

Running this mode, the Router provides an access point for wireless clients which will be assigned to the LAN network
when connected. WLAN Clients can connect wireless based on the configured access and security settings and will be
assigned to the LAN network.

Consider: Ensure that the Router's DHCP Server function is enabled and properly configured (Menu Network Service —
DHCP — DHCP Service). If DHCP service is not configured, the WLAN clients connect to the 'Access Point'
but do not get any IP address assignment.

Operation Mode ‘Wireless Client’:

Running this mode, the interface acts as a WLAN client which connects to an 'Access Point' and provides the
Internet/WAN connection via the 'Access Point' alternatively to the WAN Port. Each LAN traffic to external networks is
routed via the WLAN interface which is a client of the associated 'Access Point'. The IP data assignment of the WLAN
interface either is done via DHCP (received from AP) or by static configuration (if manually done, the IP of course should
be in the AP’s subnet). Consider: For this operation mode the WAN port either is disabled or can be used as second LAN
port. For connection to an Access Point either enter the SSID of the AP manually or use button 'Site Survey' to search for
an available access point. Configure the AP's security settings and the IP assignment of the WLAN interface (Either via
DHCP or enter manually). Finally select the use of WAN port (either disabled or running as second LAN port) before
applying the configuration.

Consider: It is highly recommended to activate 'Masquerading (NAT)' for the WLAN interface. This ensures that
responses of outgoing traffic - initiated from LAN side - can be routed back to LAN devices without setting any
routes in the associated 'Access Point'.

Note:  If mode 'Wireless Client' will be applied, then this mode immediately becomes the current Internet/ WAN

connection. The previously selected interface ('WAN Port' or 'Mobile Interface’ for LTE/4G models) will be
replaced automatically. This behavior is caused by technical design.

Configuration changed and applied but not saved!

Collapse Tree Menu
= 4 System Information
System Overview

Interface Configuration — Wireless LAN — Operation Mode [T

Status Mobile/4G Wireless LAN: Disabled ~
Status Wireless
Traffic Statistics m M

By Interface Configuration
‘ LAN 7/ WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings

= MAC Fils,

Picture 12: Wireless LAN factory default settings (disabled)
2022-11-25/ Edition 1.0

Expand Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.
= 4 Interface Configuration
LAN / WAN Port
=4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mabile Interface
| Network Configuration
_| Network Services
_| Firewall Settings
_| NAT Settings
_1 VPN
| Serial Port Settings
_| Event Settings
_| Administration
_| Diagnostics
Save Configuration
Logout
License Information

Weidmiiller 3£

Interface Configuration — Wireless LAN — Operation Mode

Wireless LAN: Enabled v
Operation Mode:

Wireless Clients always will be assigned to LAN network
Enable DHCP Service for IP configuration of connecting clients

AccessPoint Settings:

Network Type
Channel 11 v
Channel Width:
SSID and Security Settings:
Name SSID
3SID broadcast:
Client Isolation:
Securty Type:
Encryption:
(8~63 characters)

Expand Tree Menu
= _y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= _y Interface Configuration
LAN / WAN Port
=y Wireless LAN
Operatian Mode
Advanced Settings
MAC Filter
Mabile Interface
1 Network Configuraticn
) Network Services
__| Firewall Settings
__| NAT Settings
1 VPN
1 Serial Port Settings
__| Event Settings.
_| Administration
_| Diagnostics
Save Configuration
Logout
License Information

Picture 13: Example of operation mode ‘Access Point’

Interface Configuration — Wireless LAN — Operation Mode

Wireless LAN:
Operation Mode:

Enabled hd
Wireless Client  w

This operation mode is used to establish the Internet/WAN connection via an Access
Point altemnatively to the WAN Port. When using this mode the WAN port either is
disabled or can be used as second LAN port

Client Settings:

ssio. TR s sy |
Securty Type
Encypon
Sharad ey

(&~63 characters)

WLAN Interface

IP assignment:
IP address.

Subnet mask:

Gateway’

Masquerate (NAT).

WAN Port Setting:

Picture 14: Example of operation mode ‘Wireless Client
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4.7 Interface Configuration - Wireless LAN - Advanced Settings

Menu ‘Advanced Settings’ provides configuration of additional parameters of WLAN interface.

Advanced WLAN Settings (valid for operating modes ‘Access Point' and ‘Wireless Client’)

A beacon is a broadcast packet sent by the 'Access Point' to synchronize wireless
devices. The beacon interval value defines the frequency interval how often the beacon
Beacon Interval  |is broadcast by the Router. Increasing this value reduces the number of beacons and the
overhead associated with synchronization process. The default value is 100, but 50 is
recommended for a reception.

Weidmiiller 3£

Industrial Ethernet Router Configuration

|IE-SR-2TX-WL-4G-EU

Configuration changed and applied but

not saved!

This value indicates the interval of the Delivery Traffic Indication Message (DTIM). A
DTIM field is a countdown Message (DTIM) informing clients about the next window for
listening to broadcast and multicast messages. When the ‘Access Point’ has buffered
DTIM Period broadcast or multicast messages for associated clients, it sends the next DTIM with a
DTIM Interval value. The associated clients hear the beacons and awaken to receive the
broadcast and multicast messages.

The factory default value is 2 milliseconds (Range: 1 to 255 msecs).

The value specifies the maximum size of a packet before it is fragmented into multiple
ones. It ranges from packet size 256 bytes up to 2346, it is recommended to remain at
the default size of 2346 bytes. If you experience a high packet error rate, you may slightly
decrease the value. Setting the value too low may result in poor network performance.
Only minor modifications of this value are recommended..

Fragmentation
Threshold

The RTS (Request to Send) threshold is the amount of time a wireless device,
attempting to send, will wait for a recipient to acknowledge that it is ready. Normally, an
access point sends a RTS frame to a station and negotiates the sending of data. After
receiving RTS frame, the station responds with a CTS (Clear to Send) frame to
acknowledge the right to begin transmission. To ensure communication, the maximum
value should be used, which is the default value 2347 (Range: 0 to 2347 bytes). If a
network packet is smaller than the preset RTS threshold size, the RTS/CTS mechanism
will not be enabled.

RTS Threshold

This parameter allows you to change the power output level. Default value is 12 dBm
(Range: 3 dBm to 20 dBm). A 'Maximum Transmission Power' value of 12 dBm (around
60% of maximum) is probably suitable for most user applications. Higher power settings
are not recommended for users due to excess heat generated by the radio chipset, which
can affect the life of the device.

Maximum
Transmission Power

Two different preamble types (long or short) can be selected. A long preamble uses
additional data header strings to check data transmission errors. A short preamble is
faster because it adds less data when checking transmission errors.

Default setting is a short preamble enabling an increased overall throughput. However, if
any wireless device does not support short preamble, then it will not be able to

Preamble

|lcommunicate within the wireless network. In this case select a long preamble.

Collapse Tree Menu

=y System Information
System Overview
Status Mobile/4G

Interface Configuration — Wireless LAN — Advanced Settings [T

Advanced WLAN Settings (AP / Wireless Client)

Status Wireless Beacon Interval: (msec, Range:20~999, Default:100)
Traffic Statistics DTIM Period 2 |iRange1~255, Default2)
El i Interface Configuration Fragmentation Threshold 2346 (Range:256~2346, Default:2346)
LA B RTS Threshold: 2347 (Range:1~2347, Default2347)
B WlEES LAN Maximum Transmission Power: 12 dBm ~ | {in dBm , Range:3~20, Default:12)
Operation Mode
Rt Prasbis:
HT Guard Iterat
MAGC Filter uard Interva Ol
Mabile Interface
B 4y Network Configuration Specific Client Mode Settings
InterneVWAN Cennection X-Roaming: Disabled ~
5y Network Services Signal Threshold for Roaming: (Signal Threshold from -40 to -65 dBm . Default: -55)
Routing
o 200y |

DHCP Service
DHCP Client List

Picture 15: Factory default settings of advanced wireless parameters

HT Guard Interval

When doing a wireless transmission, RF signals can reach the receiving antenna by two or
more paths resulting in an interference and degradation of the signal. Parameter 'Guard
Interval' is intended to avoid signal loss from multipath effect, the value can be set to 'short' or
'long'. By default, a short 'HT Guard Interval' is active, it can increase the data rate by roughly
10%.

Note: This parameter is only valid for wireless standard 802.11n (HT is equivalent to 802.11n
and means High Throughput).

Specific Client Mode S

ettings

X-Roaming

For operation mode 'Wireless Client' parameter 'X-Roaming' can be enabled to shorten the time
for handover from a connected access point to another one.
This feature is disabled by default.

If 'X-Roaming' is enabled, this parameter determines when to start looking for new access point

Signal Threshold for
Roaming

candidates. If the current connection quality (Signal Strength) is lower than the specified
threshold, the Router will start background scanning and look for the next-hop candidate.
Default signal threshold for roaming is 55 dBm (Range: -40 to -65 dBm).

2022-11-25/ Edition 1.0
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4.8 Interface Configuration - Wireless LAN 2> MAC Filter

Function ‘MAC Filter’ for Wireless LAN can be used to control the access of wireless clients if
the Router is running in mode 'Access Point'.

If MAC Filter is enabled, WLAN client connections either are allowed or rejected dependent on
the selected policy and if being a member of the MAC filter table.

General Activation / Deactivation
MAC Filter: Enables or disables access control by MAC address generally.

Selectable Policy Settings
* Only allow MAC address(es) listed in filter table to connect to 'Access Point'.
As stated, only clients having a MAC address listed in the MAC filter table may connect
to the Router. This access policy is working as a “‘white” list.
* Only deny MAC address(es) listed in filter table to connect to 'Access Point’.
As stated, all clients having a MAC address listed in the MAC filter table are rejected
for connection. This access policy is working as a “black” list.

MAC Filter Table
This table contains the MAC addresses which are controlled according to the policy setting. Up
to 32 client MAC addresses can be managed via the MAC filter table.

Note: When entering a MAC address manually use format Xx:xx:xx:XX:XX:XX.

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Collapse Tree Menu
=4 System Information
System Cverview
Status Mobile/4G
Status Wireless
Traffic Statistics
=y Interface Configuration
LAN / WAN Port
=y Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Maobile Interface
= _4 Network Configuration
Internat/WAN Connection
=y Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings.
= _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
= 4 NAT Settings

[z Destination NAT

Interface Configuration — Wireless LAN — MAC Filter [

MAC Filter Disabled ~

Policy: Only allow

(es) listed in filter table to connect to AP
Add associated client: -- Select Cli
—MAC Filter Table

v | Copy to: -- Table slot --

1 2
& 4
5 B
T 8
9 10
11: 12
13 14
15: 16
17 18
19: 20
21 22
23 24
25 26
27 28
29 30
£ | 32
hoon [ e

Picture 16: Factory default settings of MAC filter table

Consider:

1. Function 'Add associated client' can be used for an easy MAC address takeover of already connected clients
into the MAC filter table. The preferred method is to do this as long the Router is running with disabled MAC
Filter because only this status lists connected clients (still not controlled by MAC filter) in the drop-down

selection box for take-over (Copy to).

2. When starting to configure, first set parameter ‘MAC Filter’ to enabled. Next select an associated client and then

select the table slot (Number 1 to 32) via the drop-down list box. When clicking on the desired table slot, the

MAC address automatically will be copied to the MAC filter table.

3. Please keep in mind that this method only is reasonable for policy setting 'Only allow MAC address(es) listed in
filter table to connect to AP'. Otherwise, already connected clients which just have been added to the MAC filter

table, will be rejected for access immediately if the configuration will be applied.
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4.9 Interface Configuration - Mobile Interface

Via this configuration page the 'Mobile interface' generally can be enabled /
disabled and configured providing a 4G/LTE connection. The device is
equipped with one radio module but supports the use of 2 SIM cards (Dual
SIM). Each SIM can be configured with its own provider profile. One is
selectable as primary connection and the other one as failover connection in
case of an operator-dependent connection loss.

Mobile Interface: Enables or disables the use of the mobile interface
generally.

Click button to detect available network providers in the
(environment of the Router’s location and to retrieve
information about their accessibility based on the inserted
SIM card(s).

Note: Starting a network scan interrupts an established
connection (Online) and can take several minutes to get a
response.

Network Scan:

Section ‘Connection Settings’

Active Profile: The primary mobile connection (SIM1 or SIM 2) is selected by
parameter 'Active Profile'. The other SIM profile can be used as
backup connection but only if'Mobile Interface' is selected for
the Internet/WAN connection.

Connection Mode: Defines when to establish a provider connection. If set to
‘Permanent’, the Router tries to establish the connection
automatically at boot time if the Internet/WAN connection is set
to 'Mobile Interface'. For connection mode 'Manual' the mobile
connection can be established/canceled manually via menu
'System Information — Status Mobile/4G'.

Failover to Backup Profile: The failover from the active SIM card to the
backup SIM profile only is possible if the Internet/WAN
connection is set to 'Mobile Interface'. The failover behavior can
be configured when enabling checkbox 'Enable Connection
Control and Failover to Backup Profile’.

Sections ‘Profile SIM 1’ / ‘Profile SIM 2’
Use these sections for configuration of inserted SIM card(s) for connection to
the mobile operator.

2022-11-25/ Edition 1.0
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Configuration changed and applied but not saved!
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Collapse Tree Menu
=y System Information
System Qverview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN /WAN Port
=4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _4 Network Configuration
Internet/WWAN Connection
=y Network Services
Routing
2y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=y Firewall Setiings
IP Filter (Local Access)
IP Filter (Forwarding)
=y NAT Settings
Destination NAT
Source NAT
=4 VPN
OpenVPN
IPsec
Files / Certificates
= _y Serial Port Settings
Interface Configuration
Data Processing
Service Mode

Interface Configuration — Mobile Interface | ')

Mobile Interface: |Enabled v m

—Connection Settings
Active Profile
Connection Mode:

[Permanent v Etabsh

connection au

Enable Connection Control and Failover to Backup Profile: (]

Failed Polls before starting Action: 5
First Action triggered by failed Polls: Restart Connection (default) v
Subsequent Action after performing First Action if next ICMP Check fails: Di

ically if "Mobile Interface” is selected as Internet\WAN connection

Note: Failover to Backup SIM Profile only can be used for Internet / WAN connection "Mobile Interface”. If for connection types "WAN Port”
or "Wireless Client” the mobile interface is configured as failover connection, then only the configured active SIM profile will be used

Monitoring IP (ICMP Check): 8.8.8.8

Polling Interval: 60 sec(s)

Provider/operator:
Mobile Country Code(MCC}
Mabile Network Code(MNC)

— Profile SIM 1
PIN
Provider APN
Authentication:
Allowed Network Modes 2G 3G 4G
Preferred Network Mode
Home Nemurk only: 0O
(no Roaming)
Caonnect to specific 0O

Provider/operator:
Mobile Country Cede(MCC}
Mobile Network Code(MNC)

r Profile SIM 2
SIM Status: :
Provider APN: ]
Authentication:
Allowed Network Modes 2G 3G AG
Preferred Network Mode
Home Nemork only: 0O
(no Roaming)
Connect to specific 0O

Picture 17: Example of enabled and configured mobile interface (Profile SIM 1)

Notes:

* If ‘Internet/WAN Connection’is set to ‘WAN Port’ or ‘Wireless Client' and if the ‘Mobile Interface’ is set as backup connection, then always the
selected ‘Active SIM Profile’ (primary) is used. A subsequent changeover to the backup SIM profile, in case that the primary SIM profile also fails, is
not implemented. The failover function from primary to backup SIM card only is possible if ‘Internet/WAN Connection’ is set to ‘Mobile Interface’.

« After applying of the configuration, the connection status of the mobile interface can be checked on website 'System Information — Status

Mobile/4G'.
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4.10 Network Configuration = Internet/WAN Connection (1/2)

Selection of the network interface (connection type) to be used for Internet/WAN connection.

Via this configuration page the connectivity to the Internet or to an upper-level network (WAN) will
be defined.

For establishing an Internet/WAN connection one of the interfaces
» WAN port (wired)
» WLAN interface (Mode Wireless Client)
 Mobile interface (only for LTE/4G models)

can be selected.

By factory default the RJ45 WAN port is selected as the active Internet / WAN connection.

General configuration hints:
1. The WAN port (wired) always can be selected to be used for the Internet / WAN connection.

2. Interfaces 'Mobile Interface’ or 'Wireless Client' cannot be selected for the Internet / WAN
connection as long the interface is not enabled or not yet configured (Error message is
displayed). Before selection, you need to enable and configure the desired interface in
section 'Interface Configuration' to be useable for Internet / WAN connectivity.

3. IfWLAN interface (Mode ‘Wireless Client’) will be configured (Menu Interface Configuration
— Wireless LAN — Operation Mode), then after applying mode ‘Wireless Client
immediately and automatically becomes the active Internet/WAN connection (replacing
previous setting ‘WAN Port’ or ‘Mobile Interface’). This is caused by technical design.

4. 'Mobile Interface' can be configured independent of the selected interface for Internet / WAN
connection and needs to be set as active Internet / WAN connection explicitly.

5. Ifeither 'Wireless Client' or 'Mobile Interface' is selected for Internet / WAN connectivity, then
the wired WAN port either is disabled or can be configured as additional (switched) LAN port.
In this condition the WAN port related configuration parameters (Interface Configuration —
LAN/WAN Port) are locked. If WAN port shall be used again for Internet / WAN connectivity,
then select 'WAN Port' as active Internet / WAN connection.

2022-11-25/ Edition 1.0
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Expand Tree Menu
B _4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.
B 4 Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= 4 Network Configuration
InternetWAN Connection
= 4 Network Services
Routing
"] DHCP
DHCP Service

Network Configuration — Internet/ WAN Connection [

Internet / WAN Connection via:

WAN Port Setting: | LAN Switch Port w|

Status

Active Connection: SiM1

Link: Onling / Cannect to Telekom.de Telekom.de
IP / Netmask: 10.158.154.255 / 255.255.254.0

Default Gataway: 10.158.155.0

Maobile Interface v
WAN Port
Wireless Clisnt
Mobile Interface

Note 1: If Mobile Interface is selected for

as independent interface. WAN port either is deactivated or can be used as second LAN switch port.

Note 2: For mobile connections generally the operator-retrieved Gateway and DNS parameters
are used. Outgoing traffic always will be masqueraded (SNAT)

Note 3: Failover function to backup SIM profile can be configured in section "Connection Settings™

of menu "Interface Configuration -> Mobil

oo Jf e

Internet\WAN Connection then WWAN port no longer can be used

le Interface”

Picture 18: Example of an established Internet/ WAN connection via ‘Mobile Interface’.

Selectable combinations for Internet / WAN connectivity:

Primary connection

Configurable Fallback Connection

Restrictions / Limitations / Impact

WAN Port (wired)

Mobile Interface (Active SIM profile)

WLAN can only be used in mode Access Point.
Connecting clients will be assigned to LAN network.

WLAN Interface (Mode Wireless
Client)

Mobile Interface (Active SIM profile)

WAN port (wired) either disabled or useable as
additional LAN port.

Mobile Interface (Active SIM
profile)

Mobile Interface (Backup SIM profile)

WAN port (wired) either disabled or useable as
additional LAN port.
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4.10 Network Configuration = Internet/WAN Connection (2 / 2)

Examples of selection of a network interface (connection type) to be used for Internet / WAN connection.

Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.
= 4 Interface Configuration
LAN / WAN Port
E 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _y Network Configuration
Internet/WAN Connection
=4 Network Services
Routing
= 4 DHCP

Network Configuration — Internet / WAN Connection [

Internet / WAN Connection via:
Use Mobile Interface as fallback connection: Disabled v
Status
Active Connection: WAN Port
IP / Netmask: 192.168.181.121/ 255255 2550 .
Default Gateway: 192.168.181.1 Selectable connection
X types
Internet / WAN C: via: |Wireless Client v

For this connection Default Gateway aH
connected Access Point will be used

T

Picture 19: Example of WAN Port selected for Internet / WAN connection. No connection failover to
‘Mobile Interface’ (Backup) configured.

Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 1 Interface Configuration
LAN / WAN Port
=y Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=4 Network Configuration
IntemetWAN Connection
= 4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings

Network Configuration — Internet/ WAN Connection  [[FT

Internet / WAN Connection via: |WAN Port v

Use Mobile Interface as fallback connection:

Failover Criteria:
Monitoring Address:
Ping check interval:

Retry counts before failover:

Return back te primary connection if
monitor address is accessible again

Ping check interval
Successful Ping counts
before return

Stat
Statu

seconds

seconds

Active Connection: WAN Port
IP [ Netmask
Default Gateway: 172.16.01

172.16.1.21/255.255.0.0

[y J s

Picture 20: Example of WAN Port selected for Internet / WAN connection. ‘Mobile Interface’ is
configured as failover connection (Backup).

2022-11-25/ Edition 1.0

Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
=y Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _y Network Configuration

Weidmiiller 3£

Network Configuration — Internet/ WAN Connection [
Internet / WAN Connection via:

For this connection Default Gateway and DNS retrieved by DHCP via
connected Access Point will be used.

Use Mobile Interface as fallback connection:
Statu
Active Connection Wireless Client
Status; Connected to Access Point <ec:56:23.7f.c2:a0>
1P/ Netmask: 192.168.99.93 / 255 255.255.0
Default Gateway: 192.168.99.1

= 'y Network Services

Picture 21: Example of WLAN interface (Mode ‘Wireless Client’) selected for Internet/ WAN
connection. No connection failover to ‘Mobile Interface’ (Backup) configured.

Collapse Tree Menu
E 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
=4 Interface Configuration
LAN / WAN Port
= _4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Maobile Interface
=4 Network Configuration
Intermnet/WAN Connection
B4 Network Services
Routing
£ 4 DHCP

DHCP Service

Network Configuration — Internet/ WAN Connection [

Internet / WAN Connection via: | Mobile Interface v
WAN Port Setting: | Disabled b

Status

Active Connection: SiM1

Link: Online / Connect to Telekom.de Telekom.de
IP / Netmask: 10.23.11.200 / 255.255 255.240

Default Gateway 10.23.11.201

Note 1: If Mobile Interface is selected for InternetVWAN Connection then WAN port no longer can be used
as independent interface. WAN port either is deactivated or can be used as second LAN switch port.

Note 2: For mobile connections generally the operator-retrieved Gateway and DNS parameters
are used. Qutgoing traffic always will be masqueraded (SNAT).

Note 3: Failover function to backup SIM profile can be configured in section "Connection Settings™
of menu “Interface Configuration -> Mobile Interface”.

Picture 22: Example of mobile interface selected for Internet / WAN connection and currently connected (Online)
to the operator via profile ‘SIM 1",

Note: If - for example - profile ‘SIM 2 also is activated and configured for failover (backup), then in
case of a connection changeover profile ‘SIM 2’ would be displayed here as active connection.
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4.11 Network Services = Routing

This web page shows all active routing entries of the device and can be used for
definition of static routes.

The 'Default Routing Table' lists the default network routes based on the active
router interfaces.

Via the “Static Routing Table” additional routes can be configured manually. A static
route will become active immediately after adding and applying. Several static
routes can be added before clicking 'Apply' button to activate them.

The default metric for static routes is zero (0) having the highest priority. If

necessary for any reason, change the metric to a higher value to decrease the
priority of this entry.

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Collapse Tree Menu
£ 4 System Information
System Overview

Network Services —Routing  [Z1]

Status Mobile/4G Default Routing Table:
Status Wireless Destination Gateway Subnet Mask Metric Interface
Traffic Statistics Default 192.168.99.1 0.000 0 WLAN
= 4 Interface Configuration 192.1681.0 0000 255255255 0 0 LAN
LAN [ WAN Port 192.168.99.0 0000 265255265 0 0 WLAN
=) 4 Wireless LAN
Operation Mode Static Routing Table:
Advanced Settings [ Destination [ Gateway [ SubnetMask | Metric [ Interface [ Operations
MAC Fiter [ 1 1 | Jlwan 2 I A |
Mobile Interface
5y Network Gonfiguration
A
Internet/WWAN Connection @
5y Network Services
Routing
=y DHCP

DHCP Service

Picture 23: Example of routing entries for an Internet/ WAN connection via WLAN Interface (Operation mode
‘Wireless Client))

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Callapse Tree Menu

51y System Information
System Overview
Status Mebile/4G

Network Services —Routing [

Default Routing Table:

Stalus Wireless Destination Gateway Subnet Mask Metric | _Interface
Traffic Statistics Default 10.23.11.201 0.0.0.0 0 MODEM
B3 Intorface C 102311192 0.0.00 255.255 255 240 0 MODEM
192.1682.0 0.0.00 255255 2550 0 LAN
LAN / WAN Port
© 192.168.50.0 192.168.2.254 255255 2550 0 LAN
4 Wireless LAN
Operation Mode
Advanced Setiings Static Routing Table:
MAC Filter Destination Gateway Subnet Mask Metric Interface Operations
Mobile Interface 192.168.50.0 192.168.2.254 255.255.255.0 0 LAN [ Delete |
=y Metwork Configuration [ 1 11 | { [rwian ~] [Add ]
Intemet\WAN Connection
sl i [
Routing
£y DHCP.

= _NHCP Sarvica

Picture 24: Example of routing entries for an Internet / WAN connection via Mobile Interface (4G/LTE modem)
and one additionally configured static route.
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4.12 Network Services = DHCP = DHCP Service

The Router supports features 'DHCP Server' and 'DHCP Relay' exclusively for LAN
network members.

DHCP Server

Provides IP data assignment for DHCP clients when connecting to the LAN
interface. The DHCP service operates on the wired LAN port and for connecting
WLAN clients if the Router's WLAN interface is running in operation mode ‘Access
Point’.

IP address data for DHCP clients will be assigned according to the configurable
parameters, for Gateway and DNS current Router settings will be provided to
clients.

Additionally, static IP assignment of connecting clients based on their MAC
addresses can be assigned.

DHCP Relay

In this mode the Router acts as a gateway between a requesting DHCP client at
LAN side (wired LAN port or WLAN Client) and a remote DHCP server accessible
by the configured ‘Target DHCP Server IP".

If activated, DHCP requests will be forwarded to a DHCP Server having the
specified IP address and the responses from DHCP server will sent back to the
requesting DHCP client.

Notes:

* Both services ‘DHCP Server’ and ‘DHCP Relay’ only can be applied for DHCP
clients connecting either via wired LAN port or via wireless LAN if the Router is
running as Access Point.

« If the Router's WLAN interface is running in operation mode ‘Access Point, do
not forget to activate "DHCP Server’ to ensure that connecting WLAN clients
(configured with DHCP) will get their IP address data.

2022-11-25/ Edition 1.0

Caonfiguration changed and applied but net saved!

Weidmiiller 3£

B4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
£ 4 Firewall Settings

Internat/WAN Connection

Network Services — DHCP — DHCP Service [

DHCP Service:

Disabled | (Only active for LAN Port and WLAN Clients))

DHCP Service only can be enabled for static LAN interface configuration.

hooy

Picture 25: Example for disabled DHCP service

e

=l _4 Metwork Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
£l 4 Firewall Seftings
IP Filter (Local Access)
IP Filter (Forwarding)
E] _4 NAT Settings
Destination NAT
Source NAT
B4 VPN
OpenVPN
IPsec

Files / Certificates

InternstWAN Connection

Network Services — DHCP — DHCP Service [T
DHCP Server v | (Only active for LAN Port and WLAN Clients)

192.166.2.120 DHCP IP range must be inside
192.168.2.150 of LAN interface subnet.

DHCP Service:

Start IP Address:

End IP:Address:
Local Domain Name (optional)
Lease Time: 3600 Minutes
Provide DHCP clients
with static configured O
DNS Servers:
Static DHCP Client List:
# MAC Address IP address Qperations

| [ | Add

apvty [l Foset |

Picture 26: Example for enabled DHCP server

S

& 4 Network Services
Routing
£’y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=y Firewall Settings
[=_IP Filter (Local Access)

InternetWAN Connection

Network Services — DHCP — DHCP Service m

DHCP Service:

DHCP Relay ~| (Only active for LAN Port and WLAN Cliznts))

IP Target DHCP Server 1 |192.168.2.254
IPTarget DHCP Server2 | |

oo s

Picture 27: Example for an enabled DHCP relay service
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4.13 Network Services = DHCP = DHCP Client List

This table shows all DHCP clients having received a DHCP lease from the Router's
DHCP service.

Listed DHCP clients either are devices connected to the wired LAN port or WLAN
clients (also members of the LAN network) if the Router is configured running
operation mode 'Access Point'.

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Weidmiiller 3£

Eereee e

= 4 Network Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
£ _y Firewall Seftings
IP Filter (Local Access)
IP Filter (Forwarding)

=4 NAT Settinas

InternetWAN Connection ~

Network Services — DHCP — DHCP Client List m

Active DHCP Client List:

#

Host Name MAC Address IP Address Expires in
1 DESKTOP-AOGGOCM | fB:ca:hB:12:44:03 192.168.2.147 2days, 11h:59m:16s
2 IESR_zTXgVL_dG_US’ 00:15:7e:1d:00:75 192.168.2.143 2days, 11h:58m:22s

Picture 28: Example showing 2 DHCP clients which have been received IP data from the Router's DHCP service.
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4.14 Network Services = Dynamic DNS

DDNS (Dynamic Domain Name System) allows you to configure a domain name for
your IP address which is dynamically assigned by your Internet Service Provider. Industrial Ethernet Router Canigu ration
Therefore, you can use a static domain name that always points to the current IE-SR-2TX-WL-4G-EU

dynamic IP address.

Configuration changed and applied but not saved!

Note: Currently the Router only supports provider 'DynDNS.org' for dynamic DNS

e e By

service. Prerequisite for using this function is having an existing account at Internet\WAN Connection ~
'DynDNS.org'. = 4 Network Services Network Services — Dynamic DNS 71
Routing
=y DHCP Dynamic DNS:

DHCP Service

DHCP Client List [ apoy | | Renew |

Date&Time / NTP
SNMP Settings

Picture 29: Disabled Dynamic DNS (Factory default)

T oo S Sirng e et

SNMP Settings
B 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding) =
=1 4 NAT Settings

= Dimstinm atiam KIAT

B 4 Network Services Network Services — Dynamic DNS [
Routing
By DHCP Dynamic DNS:
DHCP Service
DHCP Client List DynDNS Service: | DynDNS.org |
Dynamic DNS User Name: | |
Date&Time / NTP Password: | |
|

Registered Domain: |

Picture 30: Enabled Dynamic DNS. Currently only provider ‘DynDNS.org’ is supported.
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4.15 Network Services & Date & Time / NTP

This web page can be used
- to set the Router's system time manually,
- to configure NTP time synchronization getting date and time from an external NTP
server,
- to configure NTP time server relay function allowing NTP clients requesting date and
time from the Router.

Note: The Router is equipped with an internal clock (not battery buffered) which needs to be
set when powered-up or rebooted to show correct date and time values. At power-up
or if the Router will be rebooted, the system time always starts with date 01 January
2022 and time 00:00:00 plus offset (from UTC) related to the configured time zone.

Manual Date / Time Settings
- Enter data for date and time input fields or click button 'Get Browser Data' to fill the input
fields with current settings of the connected PC.
- Click button 'Set System Time' to update the system time with content of the date and
time input fields.

Note: Button 'Set System Time' updates the system time exactly according to the input
fields. The setting of the time zone will not be considered.
For manual date / time setting it is recommended to select first the right time zone,
then click button Apply, then click button 'Get Browser Data' and finally click “Set
System Time'.

Time Zone Setting
- Select the time zone according to the Router's location.

Note: If the time zone has been changed and button 'Apply' will be clicked, then the system
time will be adapted with the offset between previous and selected time zone.

NTP Time Synchronization

Via this section a periodic time synchronization with an external NTP server can be
configured. If NTP time synchronization is enabled, the Router additionally can serve as
NTP server (Checkbox ‘NTP time server relay’) providing date and time information for other
NTP clients.

2022-11-25/ Edition 1.0
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter

Mobile Interface

-

Network Services — Date & Time /NTP [

System time: Wed Sep 28 15:25:18 UTC 2022
= _y Network Configuration
IntermetWAN Connection

= _4 Metwork Services Manual Date / Time settings:

& Routing Year [2022 | Month:[5 | Day

=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
DatedTime / NTP

Hour: |17 ‘ Minute:|32 ‘ Second:

SNMP Settings T e [ Europe/Berlin

= _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=y NAT Settings

NTP time synchronization:

Destination NAT 1 NTP server ‘ 0.openwrt.pool ntp.org
Source NAT 2 NTP server ‘ 1.openwrt.pool.ntp.org
= 4 VPN Synchronise: at[00 v]:
OpenVPN Enable NTP time server relay: O
IPsec
Apply

Files / Certificates

s Cociol Dioet O ol

Picture 31: Example of Date & Time settings having NTP time synchronization enabled.
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4.16 Network Services = SNMP Settings (Simple Network Management Protocol)

This webpage is used to enable/disable the Router's SNMP agent and for
configuration of the SNMP communication settings. Industrial Ethernet Router Configu ration

IE-SR-2TX-WL-4G-EU

SNMP requests will be provided for common parameters based on standards
SNMPv2-MIB, RFC1213-MIB, TCP-MIB and UDP-MIB.

Configuration changed and applied but not saved!

-

= _4 Metwork Configuration

Internet/WAN Connection Network Services — SNMP Settings [
= 4 MNetwork Services

Note: Currently the Router supports only SNMP v2.

Routing SNMP Enable:
By DHCP SNMP Agent Protocol: UDP  ~
DHCP Service SNMP Agent Port: 161
DHCP Client List Read Community: public

Lyl £ Write Community: private

Date&Time / NTP
SNMP Settings
= _y Firewall Seftings mm
IP Filter (Local Access)
IP Filter (Forwarding)
Bl 4 MAT Settings
Destination NAT
Source NAT

Picture 32: SNMP factory default settings.
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4.17 Firewall Settings > IP Filter (Local Access)

Web page IP Filter (Local Access) is used to define filter rule settings for
incoming traffic terminating on the Router itself and is assigned to the 'input
chain’ of the iptables firewall.

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but net saved!

Each incoming IP packet - having a destination IP address of any of the
Router interfaces (LAN IP, WAN IP, etc.) - do pass this ‘Local Access’ filter
and can be controlled by rules defined in the active IP filter table.

For example, typical applications for definitions of ‘Local Access’ rules can be:

- Allow access to the Web interface only for specific IP addresses.

- Allow use of Ethernet/Serial converter functions only for specific (source) IP
addresses.

Default Filter Policy (LAN and WAN input):

These parameters determine the default handling of packets incoming at LAN
respective WAN port and targeted to the Router itself. It will be applied for
ingress packets not matching any rule specified in the 'Active IP Filter List
(Local Access)'.

Section 'Add / Edit Firewall Rule’:
Use for creation / adaption of specific firewall rules. Several rules can be
defined and added before they become active by clicking button ‘Apply’.

Table ‘Active IP Filter List (Local Access)':

This table contains all configured rules, either being enabled (active) or
disabled. Active rules will be checked from top to bottom. If a rule matches, the
defined action (Accept, Reject, Drop) will be done, and the rule check will be
canceled immediately. If no rule matches, the default filter policy will be
applied.

Note: Rules for device access like Web interface access via HTTP(S), Telnet,
SSH Console or Ping to WAN port IP, do not need to be configured as
special local access rule. These access settings can be configured
easily via checkbox settings in configuration menu 'Administration —
System Settings'.

2022-11-25/ Edition 1.0

Collapse Tree Menu - - -
i ) Firewall Settings — IP Filter (Local Access) [
B4 System Information
S Default Filter Policy
Status Mll]bI\EMG Input LAN
fta::s:ﬂraless Input WAN:
tatisti
: e Sateies Add / Edit Firewall Rule
B Inteﬁx:f&m?“m Description: [
=] 'ort
5 3 Wireless LAN Incoming Interface
Operation Mode Protocol:
Advanced Settings Source IP/Netmask ®@4any O Specify !
MAC Filter Destination IP Local
Mobile Interface Destination Port:
B 4 Network Configuration Action:
Internet\WWAN Connection Activation Status. Disabled >
= 4 Network Services
Rautng [ B
£y DHCP
DHCP Service Active IP Filter List (Local Access) :
DHCP Client List L Incoming Source IP/ . Destination . Active .
Dynamic DNS #|  Description s s s Destination IP Protocol Action {enabled) Operations
Date&Time / NTP

[ _y Firewall Settings
IP Filter (Forwarding)

Picture 33: Default settings of IP Filter (Local Access).
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4.18 Firewall Settings = IP Filter (Forwarding)

Web page IP Filter (Forwarding) is used to define filter rules for control of IP
packets passing the Router incoming at any interface and outgoing at any
other interface. This IP filter is assigned to the 'forward chain' of the iptables
firewall.

Each incoming IP packet with a destination IP that can be routed is checked
according to the criteria defined in the rules and - depending on the result -
either discarded (Rejected or dropped) or forwarded (Accepted) to the
destination address.

Default Filter Policy (LAN and WAN input):
These parameters define the default handling of packets incoming at LAN
respective WAN port and trying to pass the Router outgoing to any interface. It

will be applied for packets not matching any rule of the 'Forwarding IP Filter
List’.

Section 'Add / Edit Firewall Rule":
Creation / Adaption of specific firewall rules for incoming packets targeted to
external (routable) IP addresses.

Table ‘Active IP Filter List (Forwarding) ‘:

This table contains all configured rules, either being enabled (active) or
disabled. Active rules will be checked from top to bottom. If a rule matches, the
defined action (Accept, Reject, Drop) will be done, and the rule check will be
canceled immediately. If no rule matches, the default filter policy will be
applied.

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changad and applied but not saved!
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Collapse Tree Manu
By System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= _y Interface Configuration
LAN /WAN Port
24 Wireless LAN
Operation Mode
Advanced Settings
MACG Filter
Mobile Interface
&y Metwork Configuration
Internet/WWAN Connection
B 4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
[ _y Firewall Settings
IP Filter {Local Access)
IP Filter (Forwarding)
1y NAT Settings
Destination NAT

Firewall Settings — IP Filter (Forwarding) [

Default Filter Policy
Input LAN:

Input WAN:

Add [ Edit Firewall Rule
Description:

Incoming Interface:
Qutgeing Interface:
Protocol

Source IP/Netmask
Destination IP/Netmask:
Destination Port

Action:

Activation Status:

£ Em

[

®Any O Specify
®Any O Specify

Accept
Disabled

II

Active IP Filter List (Forwarding) :

|#| Description

Incoming
Interface

‘Qutgoing/
Interface

Netmask

Source IP / Destination IP /
Netmask

| Protocol

Destination
Port

Action

Active o
(enablad) | Operations

 Avoly Jf Reset

Picture 34: Default settings of IP Filter (Forwarding).
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4.19 NAT Settings = Destination NAT

Web page Destination NAT (Forwarding) is used to define rules for redirecting
(forwarding) incoming IP packets to another destination according to the rules
‘Destination IP address’. Destination Network Address Translation typically will be
applied for data communication - initiated from the WAN side - to access hidden
(private) devices located in the LAN network by a virtual public IP.

A DNAT rule replaces the original target data of an incoming IP packet (Destination
IP and Destination Port) by a new IP address / Port of the rule that it can be

forwarded to the device having the replaced IP address.

The Router supports following DNAT (Forwarding) features:

= Protocol / Port Forwarding (DNAT)
* |P packets - addressed and incoming to the Router's interface (typically
WAN port) will be forwarded to a LAN device dependent on the packets

protocol and destination port.

= Host Forwarding (DNAT)
» |P packets —incoming at a Router interface and matching the defined ‘Rule

Matching Criteria’ will be forwarded (re-directed) to the device having the
IP address as specified in ‘DNAP IP’ and possibly ‘DNAT Port'. The main
difference to Protocol/Port Forwarding is that at the incoming interface
additional IP addresses can be defined inside of a rule that they can be
targeted from other devices. Based on such rule the Router accepts IP
packets addressed to those 'virtual' IPs and re-directs them according to
the rule.

= Subnet Forwarding (NETMAP)
«  Similar as single ‘Host Forwarding’ but applies to an IP range (Subnet). IP
packets - incoming at a Router interface and matching the subnet-based
‘Rule Matching Criteria’ - will be forwarded to devices having an IP address
out of the range of the specified target DNAP IP subnet. 'Subnet
Forwarding' only changes the destination IP for redirection of a packet, the
used protocol and destination port always remain untouched.

2022-11-25/ Edition 1.0
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Collapse Tree Menu
E 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.

NAT Settings — Destination NAT (Forwarding) [T

Add / Edit Forwarding Rule

Description [ |
DNAT Scope:
Rule Matching Criteria:

® Port/Host (O Subnet
E 4 Interface Configuration

LAN / WAN Port Incoming Interface: WAN Port v
E 4 Wireless LAN Protocol:
Operation Mode Source IP/Netmask ® Any © Specify I
Advanc.ed Settings Destination IP ®)IP of selected incoming Interface
CRB(AIE O Specify Create as additional Alias IP
Mobile Interf:
onle Inisriace Destination Port:
= 4 Network Configuration
IntemetWAN Connection Replace Destination IP / Destination Port by:
=y Network Services DNAT IP-
Routin,
¥ DNAT Port: Unchanged Change to:
& 4 DHCP o
DHCP Service Activation Status: O
DHCP Client List
Dynamic DNS m w
Date&Time / NTP
SNMP Sattings Active Forwarding Table:
 Ei " . Incoming Source IP/ | Destination | Destination . DNAT DNAT Active "
5] [z S.vemngs |# Descriptian Interface Protocol Netmask | IP/Netmask ort Alias IP IP/Netmask | Destination Port | (enabled) Operations
IP Filter (Local Access)

IP Filter (Forwarding)

B 4 NAT Settings  Appiy |
Destination NAT
Source NAT

El_4 VPN

Picture 35: Destination NAT configuration window (default settings).

Active Forwarding Table

This table contains the defined DNAT rules. Active rules will be checked from top to
bottom. If a rule matches, the defined destination IP / Port replacement will be done, and
the rule check will be canceled immediately. If no rule criterion applies, the IP packet
remains untouched.

Note: DNAT rules will be applied (as first action) immediately on arrival at the incoming
interface. Firewall rules defined in IP Filter (Local Access) and IP Filter (Forwarding)
will be applied after processing DNAT.

Application hint:

For more detailed information
how to use DNAT and SNAT
features please refer to
appendix A1 (Network
Address Translation: Use
cases and how to configure
Source NAT and Destination
NAT).
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4.20 NAT Settings = Source NAT

Web page Source NAT is used to define rules for replacing the source IP of
IP packets when exit an interface. Via Source Network Address Translation
local IP addresses (LAN) can be hidden when communicating with upper-level
WAN network or Internet devices.

SNAT can be helpful to integrate series machine networks, each connected to
a Router’s LAN port and having the same IP address range, into an upper-
level production network. By mapping the source IPs of each LAN subnet to
unique virtual IPs, all members of all machine networks can communicate to
each other due to having unique 'public' IP addresses.

A well known SNAT rule is 'Masquerading (NAT)' which replaces the source IP
of any outgoing IP packet by the outgoing interface IP hiding the original
sender. It can be enabled/disabled when configuring the interface settings
(checkbox 'Masquerade (NAT)'" in menu 'Interface Configuration — LAN/WAN
Port').

Consider: If'Masquerading (NAT)" is active but the outgoing IP packet also
matches any defined SNAT rule then only the defined rule will be
applied. The setting of Masquerade (NAT) will be ignored.

Add / Edit a Source NAT rule

This section is used to create / adapt specific SNAT rules for outgoing packets
with definition of filter criteria, on which packets the rules shall be applied and
how the IP source data shall be changed. In case of matching the rule criteria
the ‘Source IP’ and possibly the ‘Destination Port’ of the passing packet will be
replaced with the specified data (SNAT IP / Port for a host respectively SNAT
IP/ Netmask for a subnet).

Active SNAT Table

This table contains the defined Source NAT rules. Active rules will be checked
from top to bottom. If a rule matches, the original source IP data will be
replaced by the specified SNAT IP, and the rule check will be canceled
immediately. The IP packet remains untouched if no rule criterion applies.

Note: SNAT rules will be applied (as last action) immediately before the IP

packet exits an interface. Firewall rules defined in IP Filter (Local
Access) and IP Filter (Forwarding) applies before processing SNAT.
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Configuration changed and applied but not saved!

Collapse Trea Manu
£y System Information
System Overview
Status Mebile/4G
Status Wireless
Traffic Statistics
B 4 Interface Configuration
LAN / WAN Port
5y Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=1y Network Configuration
Internet/"WWAN Connection
5y Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
Bl 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
£l _4 NAT Seftings
Destination NAT
‘Source NAT
By VPN

OpenVPN

NAT Settings — Source NAT

Add / Edit Source NAT Rule

Description:

SNAT Scope:

Rule Matching Criteria:
Qutgoing Interface:

® PortiHost O Subnet

Protocol

ny O Specify
®Any O Specify

Destination IP / Netmask:
Source IP

Destination Port

Replace Source IP / Destination Port by:
SNAT IP:

SNAT Port: Unchanged Change to:

Activation Status: (m}

Active SNAT Table :

Destination
P/
Netmask

Source Destination

IP/Netmask

Outgoing
Interface

#

Protocol

Description

SNAT
IP/Netmask

SNAT
Destination Port

Active
(enabled)

Operations

Picture 36: Source NAT configuration window (default settings).

Hint about configuration of a '1:1 NAT' application (hiding LAN IP addresses completely with virtual ‘public’ IP):

1:1 NAT means that IP addresses of a local (LAN) network will be substituted (hidden) by virtual IP addresses
that only these addresses will be used for bidirectional communication with (public) WAN devices and it doesn't
matter who starts the TCP/IP communication. Effectively ‘1:1 NAT" is a combination of one SNAT and one
DNAT rule. The SNAT rule replaces the (real) source IP by the virtual IP when the packet exits the Router
interface, the DNAT rule forwards an incoming packet addressed to the virtual IP to the LAN device with real
IP. But only one will be applied at time dependent who initiates the TCP/IP communication (from LAN or WAN
side). After establishing a new TCP connection either via a SNAT rule for outgoing from a LAN device or via
DNAT incoming from the WAN side a bidirectional communication via the TCP connection always can be done
due to stateful firewall behavior.

Notes: If a TCP/IP communication always and only will be initiated by private LAN device — for example

requesting any data from WAN sided device(s) - then only the SNAT rule needs to be configured to
appear with virtual (public) IP addresses at WAN side. If the TCP connection has been established a
bidirectional communication via the TCP socket is possible due to stateful firewall behavior. In this case
there is no need to configure any related DNAT rule.
If a TCP/IP communication also needs to be initiated by a public WAN device addressing the virtual IP of
the LAN device, then the appropriate DNAT rule must be configured additionally .

Application hint:

For more detailed information
how to use DNAT and SNAT
features please refer to
appendix A1 (Network
Address Translation: Use
cases and how to configure
Source NAT and Destination
NAT).
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4.21 VPN - OpenVPN

The Router supports an OpenVPN connection configurable either as
OpenVPN Client or OpenVPN Server. At a time only one OpenVPN
instance (either Client or Server) can be enabled for running.

The configuration for both instances can be done either via predefined
selection fields or by entering the well-known OpenVPN options directly

into a text input mask.

For configuration and operation section 'OpenVPN' is divided into three

tabs:

* Server

* Client

» Activation / Status Activation, Deactivation and Monitoring of a
configured OpenVPN instance.

Notes:

- After applying of the configured settings, the resulting OpenVPN
options can be checked via button ‘Show Config file”.

- Both instances (Server and Client) can be configured and stored but
only one of them may be enabled at the same time.
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Configuration of the OpenVPN Server instance.

Configuration of the OpenVPN Client instance.

Collapse Tree Menu
£y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
© 4 Interface Configuration
LAN / WAN Port
£y Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=y Network Configuration
Intemet/WAN Connection
= 3y Network Services.
Routing
£y DHCP.
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=y NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN
IPsec
Files / Certiicates
=y Serial Port Settings

VPN — OpenVvPN [T

Activation/Status

Configure via OpenVPN options:
Connection Type:
Interface Type:

OpenVPN Server Configuration:

=]

Routed Point-to-Point Connection v

ubP v

Protocol
Server VPN IP.

Client VPN IP.
Authenication
Pre-Shared Key: (key)
g’mf sl SHA256 v

Data Encryption (cipher)

1Zo G i Disabled

Keep Alive Interval (secs):

Keep Alive Timeout (secs)

Logging Level
Remote Netwaork (LAN Client).
Network [P

Netmask

Masquerade VPN packets

Additional OpenVPN options:

| Apply [ Show Config file

Picture 37: OpenVPN webpage showing tab ‘Server’ (Configuration via
predefined OpenVPN parameters).

Instance Enabled Instance Behavior Status. VPN IP Address | Acton |
OpenVPN Sarver Automatic stan at Boot time v| | Stopped
OpenVPN Ciient | Automatic connecion 8l Bool me__ | | Disconnected { J

Connection Status

OpenVPN Log

 Retresh

Picture 39: Web page showing tab ‘Activation / Status’.

Weidmiiller 3£

VPN — OpenVPN [T

Server -E m - Activation/Status

Connection Type:
Interface Type:

Protocol:

Server IP (Remote Host):
Server Port

Server VPN IP-

Client VPN IP
Authentication
Pre-Shared Key:

OpenVPN Client Configuration:

Configure via OpenVPN options: [

[Routed Point-to-Peint Connection

DP v

c

HMAG Packet
(auth)

Data Encryption (cipher)
LZ0 Compression

Keep Alive Interval (secs)
Keep Alive Timeout (secs):

Logging Level

Network IP:

Masquerade VPN packets

Additional OpenVPN options

Remote Netwark (LAN Server):

Netmask:

L 1
)
SHA256 v

B BB

Picture 38: Web page showing tab ‘Client’

(Configuration via predefined OpenVPN

parameters).
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4.22 VPN - OpenVPN - Tab ‘Server’

On tab ‘Server’ the settings for an OpenVPN server can be configured. If topmost parameter
named ‘Configure via OpenVPN options’ will be enabled, the OpenVPN options can be entered
into a text input mask directly. This configuration procedure is same as creating a text based
OpenV/PN config file containing the published OpenVPN options.

If checkbox ‘Configure via OpenVPN options’ is disabled, the server configuration can be done
by entering data and/or value selection of the predefined fields.

Connection Type
Selection of one of three predefined connection types how an OpenVPN client can connect to
the Router (being the OpenVPN server).

* Routed Point-to-Point Connection:
This connection type is intended to establish a simple peer-to-peer VPN connection
between two devices using predefined (but changeable) parameters. In terms of security
a static key file or a certificate-based SSL/TLS authentication can be used. This
connection type uses default OpenVPN topology ‘Net30’ also enabling Windows-based
OpenVPN clients for peer-to-peer communication.

* Routed Multi-Client Connection
Is intended that multiple OpenVPN clients can connect to the Router (being a OpenVPN
Server) having access to Routers LAN network and allowing a client-to-client
communication if enabled. In terms of security always certificate-based SSL/TLS

authentication needs to be used. This connection type uses OpenVPN topology ‘Subnet'.

* Bridged Ethernet Connection
This mode allows connecting OpenVPN clients becoming a member of the Routers LAN
network like being directly connected to the Router LAN port. The bridging mode uses
interface type ‘TAP’ providing a secured Ethernet-based connection at Layer 2. For
communication with devices connected at Router LAN port a ‘bridged’ client must have
an IP of the Router LAN subnet. Note, that via a bridged connection also any broadcast
traffic will be transferred like in a switching network.

Other listed (predefined) OpenVPN options (for data input or drop-down selection)
When selecting a ‘Connection Type’ some values of the parameter list (options) will be set
automatically. Most of these settings are intended to be a proposal. They can be adapted as
needed for the application. Only options ‘Interface Type' and ‘Authentication’ do have a fixed
assignment related to the selectable connection types.

2022-11-25/ Edition 1.0

VPN — OpenVPN

Client

Activation/Status
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VPN — OpenVPN

Client Activation/Status

Connection Type

Interface Type:

Protacol:

Server Port

VPN IP / Netmask

Client VPN IP Assignment:
Start IP:
End IP:

Authentication

Certificate Authority
Certificate Server:

Key File Server:

Diffie Hellman Parameters:

Additional SSLITLS Handshake
Protection (tls-auth)

HMAC Packet Authentication
(auth):

Data Encryption (cipher)

LZ0 Compression

Keep Alive Interval (secs)
Keep Alive Timeout (secs)
Logging Level:

Masquerade VPN packets
Push Route to LAN network
Client-to-Client communication:

Additional OpenVPN options

OpenVPN Server Configuration:

Configure via OpenVPN options: [

| Routed Multi-Client Connection e
1194

10.8.0.0 f

IP Address Range v

10.8.0.10 Range must be inside
10.8.0.20 of VPN IP netwaork.
(et
(k)

SHA256 hd

AES-256-CBC v

Disabled v

status-version 2

Picture 40: OpenVPN webpage showing tab ‘Server’

(Configuration via predefined OpenVPN parameters).

Notes:

OpenVPN Server Configuration:

Canfigure via OpenVPN options|
OpenVPN settings:

auth-nocache

auth SHA256

cipher AES-256-CBC

dev tund

ifconfig 10.8.0.1 10.8.8.2
keepalive 10 60

log /tmp/openvpn-server.log

port 1194

oroto udp

route 192.168.180.8 255.255.255.0
script-security 2

secret /etc/etc-certs/staric.key
status /tmp/openvpn-server-status.leg 1@
verb 3

Masquerade VPN packsts.

Note: For displaying OpenVPN log data on tab Activation/Status you need to enter this
option - log /tmp/openvpn-server log

Picture 41: Webpage showing tab ‘Server’ with activated
checkbox for configuration via direct input of
OpenVPN options.

- For selection of necessary certificate files (CA, Server, Key) when doing a configuration via predefined
parameters (left picture), the files must be uploaded before selecting via menu VPN - Files / Certificates.

- For referencing of any entered file names when configuring via text-based input mask (right picture) those
files needs to be uploaded via menu VPN -> Files / Certificates either in /etc/certs-keys or directory
letcffiles before applying.

- After applying of the configured settings, the resulting OpenVPN options can be checked via button ‘Show

Config file”.
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4.23 VPN - OpenVPN - Tab ‘Client’

This tab is used to configure OpenVPN client settings. If topmost parameter named ‘Configure
via OpenVPN options’ will be enabled, the OpenVPN options can be entered into a text input
mask directly. This configuration procedure is same as creating a text based OpenVPN config
file containing the published OpenVPN options.

If checkbox ‘Configure via OpenVPN options’ is disabled, the client configuration can be done
by entering data and/or value selection of the predefined fields.

Connection Type

Selection of one of three predefined connection types how the Router - being an OpenVPN

client - can connect to a remote OpenVPN server.

* Routed Point-to-Point Connection:

This connection type is intended to establish a simple peer-to-peer VPN connection
between two devices using predefined (but changeable) parameters. In terms of security
a static key file or a certificate-based SSL/TLS authentication can be used. This
connection type uses default OpenVPN topology ‘Net30’ also suitable for a peer-to-peer
connection to a Windows-based OpenVPN server.

* Routed Multi-Client Connection
This connection type is intended that the Router (OpenVPN client) may connect to a
remote OpenVPN server (multi-clients) getting access to remote networks and allowing a
client-to-client communication if enabled by the server. In terms of security always
certificate-based SSL/TLS authentication needs to be used. This connection type uses
OpenVPN topology ‘Subnet'.

* Bridged Ethernet Connection
Allows a site-to-site connection between local networks of OpenVPN Server and Client
using an IP layer-2 based Ethernet bridge (TAP). Both networks behave like being in the
same subnet connected via an Ethernet switch. For a bridged connection, any broadcast
traffic will be transferred like in a switched network.

Other listed (predefined) OpenVPN options (for data input or drop-down selection)
When selecting a ‘Connection Type’ some values of the parameter list (options) will be set
automatically. Most of these settings are intended to be a proposal. They can be adapted as
needed for the application. Only options ‘Interface Type' and ‘Authentication’ do have a fixed
assignment related to the selectable connection types.
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VPN — OpenVPN

Server Activation/Status

Server Activation/Status

OpenVPN Client Configuration:
Configure via OpenVPN options: [
Connection Type: ‘ Routed Point-to-Peint Connection
Interface Type:
Protocol:
Server IP (Remote Host)
Server Port:
Server VPN IP
Client VPN IP
Authentication:
Certificate Authority (.ert)
Certificate Client {.ort)
Key File Client (key)
ek T —
g’mf PrE eI SHAZ56 v
Data Encryption (cipher)
LZ0 Compression
Keep Alive Interval (secs):
Keep Alive Timeout (secs),
Logging Level:
Remote Network (LAN Server):

Network IP:

—

Masquerade VPN packets:
Additional OpenVPN options:

OpenVPN Client Configuration:
Cenfigure via OpenVPN options!
OpenVPM settings:

auth-nocache
nobind
persist-key

persist-tun

tls-client

auth SHA256

ca /etc/cert-keys/CA_TE-SR-2TX_Test.crt

cert fetc/cert-keys/Client3 IE-SR-2TX Test.crt
cipher AES-123-CBC

dev tune

ifconfig 10.8.0.2 12.8.0.1

keepalive 10 60

key /etc/cert-keys/Client3_IE-SR-2TX_Test.key
log /tmp/openvpn-client.log

port 1194

proto udp

remote 91.34.57.222

remote-cert-tls server

resolv-retry infinite

route 192.168.208.0 255.255.255.0@

status /tmp/openvpn-client-status.log 10
verb 5

explicit-exit-notify 1

)

Masquerade VPN packets:

Note: For displaying OpenVPN log data on tab Activation/Status you need to enter this
option : log ftmp/openvpn-client.log

Picture 42: OpenVPN webpage showing tab ‘Client’ for

configuration via predefined OpenVPN
parameters.

Notes:

Picture 43: Webpage showing tab ‘Client’ with activated

checkbox for configuration via direct input of
OpenVPN options.

- For selection of necessary certificate files (CA, Client, Key) when doing a configuration via predefined parameters (left picture),
the files must be uploaded before selecting via menu VPN > Files / Certificates.

- For referencing of any entered file names when configuring via text-based input mask (right picture) those files needs to be
uploaded via menu VPN -> Files / Certificates either in /etc/certs-keys or directory /etc/files before applying.

- After applying of the configured settings, the resulting OpenVPN options can be checked via button ‘Show Config file™.
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4.24 VPN -> OpenVPN - Tab ‘Activation / Status’

This tab is used for control and monitoring of a configured OpenVPN instance. Either function OpenVPN VPN — OpenVPN
Server or OpenVPN Client can be enabled and run at the same time and allowing to set the instance-related
behavior and action.

Server Client
Additionally, this page provides information about the connection status and the OpenVPN log.. Instance | Enabled Instance Behavior Status | VPN IP Address | Action
OpenVPN Server | [ [ Automatic start at Boot time ~] Stopped
Howtoruna configured OpenVPN Client instance: OpenVPN Client \Automatic connaction at Boot time v| Disconnected
1. Activate checkbox ‘Enabled’ for OpenVPN client.

2. Select the desired client instance behavior
- Automatic connection at Boot time = Tries to establish a connection after power-up or reboot

Connection Status

- Connect/Disconnect triggered by DI = Initiates or cancels a connection to an OpenVPN server 3E::\:Z:31:TEII§§ 16116158 2002
controlled by digital input. lﬂﬁﬂiﬁ resd bytes,0
- Connect/Disconnect by Action button => Manual connection/disconnection of the VPN tunnel. TCR/UDP :Zidabﬁeifé
3. Click button ‘Apply’ to activate the OpenVPN client instance. roh e prreeT e
4. Click button ‘Connect’ to establish a VPN tunnel with OpenVPN server. END
5. Wait some seconds, then check parameters 'Status' and 'VPN IP Address' if the connection could be
established.

OpenVPN Log
6. Click button ‘Refresh’ to show updated information.

Wed Mov 16 13:55:32 2822 us=732645 OpenVPN 2.4.5 mipsel-openwrt-linux-gnu [SSL (OpenssSL)] [LZO]
[LZ4] [EPOLL] [MH/PKTINFO] [AEAD]

. . . Wed Mov 16 13:55:32 2822 us=733065 library versions: OpenSSL 1.@€.2q 208 Nov 2013, LIO 2.1@
How toruna COnflgured openVPN Server instance: Wed Mov 16 13:55:32 2822 us=733585 NOTE: the current --script-security setting may allow this
: ‘ ’ configuration to call user-defined scripts
1. ACtlvate CheCkbOX Enabled for openVPN Server. Wed Mov 16 13:55:32 2822 us=75@0885 Control Channel MTU parms [ L:1621 D:1212 EF:38 EB:@ ET:® EL:3 ]
2. Select the desired server instance behavior Wed Nov 16 13:55:32 2822 us=750585 Data Channel MTU parms [ L:1621 D:1450 EF:121 EB:4@6 ET:@ EL:3 ]
. . . Wed Mov 16 13:55:32 2822 us=75@985 Local Options String (VER=V4): "V4,dev-type tun,link-mtu
- Automatic start at Boot time = Starts OpenVPN server after power-up or reboot if 1569, tun-mtu 1500,proto UDPv4,cipher AES-128-CBC,auth SHA256,keysize 128,key-method 2,tls-client
f- d d bl d Wed Mov 16 13:55:32 2822 us=751125 l_Expected Remote Options String (\«'EI_2=V4J: ‘v4,dev-type tun,link-
con lgure and enabled. mtu 1569,tun-mtu 1588,proto UDPv4,cipher AES5-128-CBC,auth SHA256,keysize 128,key-method 2,tls-
i ini server’
h Start/Stop trlggered by DI = StartS/fStopfS OpengP(;\l Sert\)llerdcontm”ed by dlgltal Wed Nov 16 13:55:32 2@22 us=751385 TCP/UDP: Preserving recently used remote address:
in if confiqur nd en . [AF_INET]91.34.87.222:1194
. pUt co gu eda ena e Wed Mov 16 13:55:32 2822 us=751585 Socket Buffers: R=[163840->163848] 5=[1638408->163548] h
- Start/Stop by Action button = Start/Stop OpenVPN server instance manually.

3. Click button Apply to activate the OpenVPN server instance.
4. For functional check click button Start to run the OpenVPN server process.
5. Wait some seconds, then check parameters ‘Status’ and ‘VPN IP Address’ if the server is running.

6. Click button ‘Refresh’ to show updated information. Picture 44: Example of tab ‘Activation/Status’ for a configured and activated (here disconnected) OpenVPN client.
Notes: Instance Enabled Instance Behavior
- A defined instance behavior only works if the client or server instance is configured and enabled. OpeanVPN Server Automatic start a1 Boot fime ~
- Both windows ‘Connection Status’ and ‘OpenVPN Log' provide information about OpenVPN instance OpenVPN Cliemt | 01 E= Tenabies T
status. If no status and log data is displayed, which can happen if the OpenVPN instance cannot be 5:22-'3::: g'f,g:{izn buton __‘lServel [ Automatic start at Boot time v
started due to a severe misconfiguration. In this case, please check ‘System Log’ for any OpenVPN BN "OpsAVPN Clent Automatic connection at Boot fime v
related message. Picture 45: Selectable instance behaviors for a I
. . onnect/Disconnect triggered by DI
client and server instance. Connect/Disconnect by Action button _-"
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4.25 VPN = IPSec

Attention: Firmware versions <= V1.32 do not support IPsec.

Implementation of IPsec is under construction and will be provided with
next firmware upgrade!

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration
IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Weidmiiller 3£

Weidmiiller 3%

www.weidmueller.com

By Network Configuration
Intemet/WAN Connection
4 Network Services
Routing
2y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings.
F1 4y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
14 NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN

= P

Files / Certificates
By Serial Port Settings
Interface Configuration
Data Processing
Service Mode
4 Event Seftings
Digital /O
E-mail
SNMP Traps
SMS
= _y Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default
= 4 Diagnostics
System Log
Debug Tools
Save Configuration
Logout
License Information

Attention

IPsec VPN currently is still under
construction but
will be available with next firmware
update.

Picture 46: Information windows that IPsec currently is still under construction.
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4.26 VPN = Files / Certificates

This webpage allows the management of file data primarily used for VPN
applications.

Section 'Certificates and Key Files (Directory /etc/certs-keys)’

Via this section certificate and key files can be uploaded to be used for
OpenVPN and IPsec applications. Each file which is uploaded to this directory
(fetclcerts-keys), can be selected when configuring any file-related OpenVPN
or IPsec parameter providing a drop-down selection.

Section 'Other Files (Directory /etc/files)’

This directory can be helpful to upload files to be used for individual OpenVPN
applications which are configured by the text-based input (same as for an
OpenVPN config file) and having any file references. For example, this file
directory can be used as CCD directory containing the client specific files if the
Router is running as OpenVPN server with ‘client-config-dir’ option (client-
config-dir /etcffiles).

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

= _y Netwark Configuration
Internet\WAN Connection
= _4 Network Services

VPN — Files / Certificates [

Routing Certificates and Key Files (Directory /etc/certs-keys/)
=y DHCP Item Action
DHCP Service :
) . CA-Test-Certificates.crt View il Download [ Delete

DHCP Client List

Dynamic DNS Serverl.crt Download {f Delete

Date&Time / NTP Serverl key View fl Download [| Delete
SNMP Setti

e static.key View | Download [ Delete

=) _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
= 4 NAT Settings
Destination NAT

Upload crt / key / pem / crl file:
No file selected

Source NAT
. Other Files (Directory /etc/files/)
= 4 VPN
OpenVPN Item Action
IPsec Client1 view | Download
Files / Certificates
Client2 Download || Delete
=)y Serial Port Settings
Interface Configuration Client3 View il Download [ Delete

Data Processing
No file selected

Service Mode
= _4 Event Settings

=1 Dinital O

Picture 47: Example screenshot, showing uploaded certificate and key files in the upper section. Lower section ‘Other Files’ contains VPN
client configuration files to be used if the Router is running as OpenVPN server and refers via option client-config-dir /etc/files to
files Client1, Client2 and Client3 (being the common names of connecting clients).
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4.27 Serial Port Settings - Interface Configuration

This webpage can be used to define the interface type and the transmission
parameters of the serial interface. The interface settings will be applied for running one
of the selectable service modes

« Virtual COM Port,

« TCP Server,

* TCP Client or

 UDP Server/Client.

These modes will be configured on webpage 'Serial Port Settings — Service Mode'.

Parameter Settings

Serial Port Enables or disables the serial interface generally. If disabled

(factory default), the serial port cannot be used for any

service mode.

Port Alias can be used to describe or identify the connected

serial device. Enter any identifying name or device

description.

Choose an interface for the connected serial device.

Available interfaces: RS§232, RS422, RS485 (2-wires) and

RS 485 (4-wires).

Baud rate is the rate at which data is transferred over a serial

link. The baud rate can be selected from the drop-down list

which ranges from 110bps to 460800bps.

Data Bits Choose the number of data bits (5, 6, 7 or 8) to transmit.

Stop Bits The number of bits used to indicate the end of a byte.

Parity Selectable values: None, Odd, Even, Mark or Space

Flow Control Selection of hard-, software-based or deactivated flow control
(XON/XOFF, RTS/CTS, DTR/DSR, None)

Port Alias

Interface

Baud Rate
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Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

=1y Firewall Settings -
IP Filter {Local Access)
IP Filter (Forwarding)

= 4 NAT Settings

Serial Port Settings — Interface Configuration [T

i Destination NAT geriallort Disabled ®

Source NAT Port Alias Port1

=y VPN Interface Type RS8232 -
OpenVPN Baud Rate 115200 .
IPsec Data Bits 8 =
Files / Certificates Stop Bits ] =

= _y Serial Port Settings Parity Nome z
r— Flow Control None o
Data Processing
Service Mode Performance ® Throughput O Latency

=y Event Settings
Digital /'O Apply
E-mail
SNMP Traps
SMS

Picture 48: Interface settings of the serial port (Factory defaults)

Performance
- Latency: Guarantees shortest response time. This option ensures that any received character incoming at
Serial Port will be sent immediately to the Ethernet network and the payload of each incoming Ethernet
packet will be forwarded immediately to the serial device without any buffering.
- Throughput: Guarantees highest data throughput. This option minimizes the overall Ethernet packet overhead
by using a larger payload in Ethernet frames consisting of buffered received serial data.

Consider: Parameter ‘Performance’ is only valid for service mode ‘Virtual COM Port'.

General hint: If the serial interface is not used for the application, it is recommended to disable the port (via
parameter 'Serial Port') to release some CPU resources.
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4.28 Serial Port Settings - Data Processing (1/3)

These settings can be used to control the data processing and buffering behavior for
communication between the Ethernet and the serial interface when the Router is
configured to run as Serial-to-Ethernet-Converter.

The parameter settings are valid for service (converter) modes
« Virtual COM Port,
» TCP Server
 TCP Client and
 UDP Server/Client
which will be configured in menu 'Serial Port Settings — Service Mode'.

If necessary, the behavior of data processing and buffering can be adapted for
Serial-to-Ethernet data transmission using parameters

« 'Force TX Interval Time’,

« 'Delimiter' characters and

¢ 'Flush Data Buffer After’.

For Ethernet-to-Serial data transmission only parameters
* 'Delimiter' characters and
* 'Flush Data Buffer After

can be configured.

Please check next slides for detailed understanding of data flow and buffering and how

to set parameters for Serial-to-Ethernet data transmission and vice versa.

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

= 4 Firewall Settings
IP Filter {Local Access)
IP Filter {Forwarding)
= 4 MAT Settings
Destination NAT
Source NAT
=y VPN
OpenVPN
IPsec
Files / Certificates
= 4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode
= _4 Event Settings
Digital VO
E-mail
SNMP Traps
SMS
= 4 Administration
System Settings
Backup and Restore
Firmware Update

-

Serial Port Settings — Data Processing  [[I7]

Port1
Serial to Ethernet Data Transmission

Force TX Interval Time 0 ms
Delimiter(Hex 0~ff) 1 0 2 0 300
Flush Data Buffer After 0 ms

Ethernet to Serial Data Transmission
Delimiter(Hex 0~ff) 1: 0 2 0 3 00
Flush Data Buffer After 1] ms

Note: Parameters for data processing only are valid for service modes Virtual COM Port,

TCP Server, TCP Client and UDP Server/Client.

Apply

Picture 49: Factory default settings of ‘Data Processing’ parameters.
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4.28 Serial Port Settings - Data Processing - Behavior of Serial-to-Ethernet interface data flow (2 / 3)

Generally, the overall data flow from receiving data at serial interface (Port 1) and sending out to the Ethernet

interface depends on parameters

- Delimiter (Byte value) [1] . L — A, . .
. : Serial to Ethernet Data Transmission :

- S2E Flush Data Buffer After (Timer) [2 refer to picture]

Serial Port Settings — Data Processing

Force TX Interval Time 0 ms
- Force TX Interval Time (Timer) [3] : Delimiter(Hex 0~f) 1 |0 20 3 0 4 |0
which control the behavior of Serial-to-Ethernet-Input-Buffer [1 2] and Transmit-to-Ethernet-Output-Buffer [3]. Flush Data Buffer After 0 ms
Behavior of Serial-to-Ethernet-Input-Buffer: Ethernet to Serial Data Transmission
If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer Delimiter(Hex 0~ff) o0 2 0 N 4 0
parameter “S2E Flush Data Buffer After”. In this case each incoming byte from serial port will be forwarded ushilatalbinfieiies 0 =

immediately to the Transmit Buffer.

Note: Parameters for data processing only are valid for service modes Virtual COM Por,
TCP Server, TCP Client and UDP Server/Client.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2, 3
or 4 if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘S2E Flush Data Buffer After* is set to 0 (ms), then Picture 50: Parameters to be used for Serial-to-Ethernet data transmission.
incoming bytes will be buffered as long as no Delimiter(s) will be received and match. If the delimiter condition
match or if the buffer is full (4 kBytes) then data of input buffer will be forwarded to Transmit Buffer.

‘ Any Ethernet Device ‘

i"""Data processing Serial to Ethernet Data Transmission
If Delimiter byte(s) do have a value other than 00 AND “S2E Flush Data Buffer After” is set > 0 (ms) then :
incoming bytes will be buffered as lon ] 2 | S2E Input Buffer confrolled by Transmit Buffer controlled by :
lncomlng y ' g ® | parameters: | parameter: * >
- delimiter settings do not match or 2 o | - Delimiter Bytes |1 -Force TX Interval Time |3 e
- elapsed time since first received byte < defined “S2E Flush Data Buffer After” time. a k- &} | - S2E Flush Data Buffer After |2 £ 8

o . . . . . = A e e e R R S e e e e S R S D
If one of the conditions triggers, then the buffer content will be forwarded to transmit buffer inmediately. E @ ¢ Data processing Ethernet to Serial Data Transmission s E
= .

Note: Timer parameter ,S2E Flush Data Buffer After‘ only can be used in combination with delimiter settings. If | & | E_2[]Se:ll:ﬁll:;rl3§;fte;rsoontrolled by parameters: | o
Delimiter byte(s) are set to 00 (disabled) then ,S2E Flush Data Buffer After does not have any effect. L - E7S Flush Data Buffer After
Independent of parameter settings the data always will be forwarded if the buffer is full (4kByte).
Behavior of Transmit Buffer: Picture 51: Diagram of data processing and buffering for a Serial-to-Ethernet data transmission.

If timer parameter ,Force TX Interval Time' is set to 0, then output buffering is disabled. Each incoming byte or
byte block received from S2E Input Buffer will be sent out immediately as an IP packet via Ethernet interface.

Note: Parameter ‘Force TX Interval Time* can be used to increase the payload of an Ethernet
frame by gathering more bytes of the serial input stream. But consider a possible impact on
timing requirements regarding the serial application behind the Ethernet side . Independent
of this parameter the data always will be sent out if the buffer is full (4kByte).
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4.28 Serial Port Settings - Data Processing = Behavior of Serial-to-Ethernet interface data flow (3 /3)

General the overall data flow from receiving the payload of an Ethernet frame and sending out at serial
interface (Port 1) depends on parameters

- Delimiter (Byte value) [1 refer to picture]

- S2E Flush Data Buffer After (Timer) [2]

which control the behavior of Ethernet-to-Serial-Input-Buffer.

Behavior of Ethernet-to-Serial-Input-Buffer:

If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer

parameter ‘E2S Flush Data Buffer After’. In this case the payload of each incoming IP packet immediately

will be send to the serial interface.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2,
3 or 4 if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After' is set to 0 (ms), then
the payload of incoming IP packet(s) will be buffered as long as no delimiter byte(s) will be received and

match. If the delimiter condition match or if the buffer is full (4 kBytes), then buffer data will be sent out at
serial interface.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After' is set > 0 (ms), then the
payload of incoming IP packet(s) will be buffered as long
- the delimiter settings do not match or
- the elapsed time since first received byte/payload has not reached defined ‘E2S Flush Data Buffer
After* time.

If one of the conditions triggers, then the buffer content will be sent out at the serial interface immediately.
Note: Parameter ,E2S Flush Data Buffer After* only can be used in combination with delimiter settings. If

Delimiter byte(s) are set to 00 (disabled) then ‘E2S Flush Data Buffer After does not have any effect.
Independent of parameter settings the data always will be sent out if the buffer is full (4kByte).

2022-11-25/ Edition 1.0

Serial Port Settings — Data Processing

Port1

Serial to Ethernet Data Transmission

Force TX Interval Time 0 ms

Delimiter(Hex 0~ff) 1 0 2: 0 33 0 4: 0
Flush Data Buffer After 0 ms

\J

Ethernet to Serial Data Transmission
Delimiter(Hex 0~ff) 1: 0 2 0 3 0 4: 0
Flush Data Buffer After 0 ms

Note: Parameters for data processing only are valid for service modes Virtual COM Por,
TCP Server, TCP Client and UDP Server/Client.

Picture 52: Parameters to be used for Ethernet-to-Serial data transmission.

Data processing Serial to Ethernet Data Transmission

— S2E Input Buffer controlled by Transmit Buffer controlled by
» parameters: P parameter:
o | - Delimiter Bytes - Force TX Interval Time:
E & |- S2E Flush Data Buffer After
St
&2

Data processing Ethernet to Serial Data Transmission

Any Serial Device

F 3

E2S Input Buffer controlled by parameters: |

Ethernet

Interface

- Delimiter Bytes |1
- E2S Flush Data Buffer After | 2

‘ Any Ethernet Device ‘

Picture 53: Diagram of data processing and buffering for a Ethernet-to-Serial data transmission.
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4.29 Serial Port Settings - Overview Service Modes

This web page can be used to select the service
(converter) mode for Serial-to-Ethernet respectively
Ethernet-to-Serial data transmission.

Currently the Router supports service modes
* Virtual COM Port,
» TCP Server,
 TCP Client and
 UDP Server/Client.

Notes:

- To run one of these service modes the serial port
generally needs to be enabled on webpage ‘Serial
Settings = Interface Configuration - Parameter
‘Serial Port’.

- If the serial port is not used for the application, it is

recommended to set parameter ‘Serial Port' to
‘disabled’ to release some CPU resources.

2022-11-25/ Edition 1.0

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Weidmiiller 3£

Industrial Ethernet Router Configuration

Virtual COM

Virtual COM

TCP Server
.| TCP Client

E 4 Firewall Settings -
IP Filter {Local Access)
IP Filter (Forwarding)

B 4 NAT Settings
Destination NAT
Source NAT

By VPN
OpenVPN
IPsec
Files / Certificates

= _§ Serial Port Settings
Interface Configuration
Data Processing
Senvice Mode

£ 4 Event Settings

Serial Port Settings — Service e

UDP Server/Client

N
Service Mode: |virtual COM  #&

Port1

Data Encryption (SSL/TLS)
TCP Data Port

TCP Contrel Port

Idle Timeout 0
Alive Check 40

Max Connections 1

Apply Reset

(O Enable @ Disable
4000
4001

0~3600 secs
0~3600 secs
v | 1~5

Picture 54: Service mode ‘Virtual Com Port’ (Factory Default)

Serial Port Settings — Service Mode

Service Mode: |TCP Client

Port1

Destination Host

TCP Server 1

TCP Server 2

TCP Server 3

TCP Server 4

TCP Server 5

TCP Connection Settings
Idle Timeout 0
Alive Check 40
Data Encryption (SSLTLS)

IP Address

O Enable @ Disable

Connect on

Apply Reset

@® startup O Any Character

TCP Port
4000
65535
65535
65535
65535

0~3600 secs
0~3600 secs

Picture 55: Service mode ‘TCP Client’

Picture 57: Service mode ‘UDP
Server/Client

Serial Port Settings — Servi

ce Mode

Service Mode: |TCP Server

v

Port1

Data Encryption (SSL/ITLS)
Telnet Negatiation

TCP Server Port 4
Idle Timeout 0

(JEnable ® Disable
) Enable @ Disable

000

Alive Check 40

Max Connections 1

0~3600 secs
0~3600 secs

v 15

Picture 56: Service mode ‘TCP Server

Serial Port Settings — Servi

ce Mode

Service Mode: |[UDP Server/Client

v

Port1:
UDP Server Mode
Listen Port

UDP Client Mode
Destination Host Ranges
Server Range 1

Server Range 2

Server Range 3

Server Range 4

e e

®Enable O Disable
4000

@ Enable O Disable

Start IP Address End IP Address

UDP Send Port
65535
65535
65535
65535
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4.30 Serial Port Settings 2 Service Mode: Virtual COM Port

By using this service mode, a PC-based application - which normally communicates to a

connected serial device via a physical COM port - alternatively can communicate with a (remote) Serial Port Settings — Service Mode

serial device by using an Ethernet based communication via the Serial/Ethernet converter

function of the Router. Service Mode: | Virtual COM v

To use this function a specific Virtual COM Port Driver (Weidmueller CS-MBGW Utility) has to be —

installed and configured on the PC, emulating a virtual COM port that can be selected by a Data Encryption (SSLITLS) O Enable ® Disable

software application like a physical COM port. Resulting the PC’s Virtual COM Port Driver 0P Data Port 4000

establishes a TCP/IP connection to the Routers Ethernet port. Receiving TCP/IP data will be —

converted to serial data and vice versa. TCP Conirol Port o

Mode Virtual COM Port supports up to 5 simultaneous TCP/IP connections, so that multiple hosts Idle Timeout 0 0~3600 secs

(each having installed a Virtual COM Port Driver) can exchange data with the same serial device Alive Check 40 0~3600 secs

at the same time. Max Connections 1 v [1~5

Description of parameter settings: Picture 58: Service mode ‘Virtual Com Port' selected.
Disables or enables an SSL/TLS encrypted TCP/IP

Data Encryption communication between PC’s Virtual COM Port driver and the Note about connection between a Windows PC and the Router using service mode Virtual COM Port:
Router. « For installation of a virtual COM port driver on the Windows PC same software (Weidmueller CS-MBGW

TCP Data Port Port number on which the Router exchanges the connection Utility, Version 3.4 and later) can be used which primarily is intended for Virtual Com Port communication
payload. - — — between a Windows PC and Weidmueller ComServer/Modbus Gateway IE-CS-MBGW-2TX-1COM

TCP Control Port Port number on which the Router is listening for communication (Article number 2682600000).

establishment and exchange of control data.

Disconnects established TCP/IP connection(s) after defined
|dle time (seconds) if there is no further data transmission on
Idle Timeout the serial interface (due to Inactivity). If Idle Timeout = 0
seconds the Router never will terminate a consisting TCP/IP
connection.

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote

» When creating / mapping a virtual COM Port on the PC the software establishes - based on the
configured communication parameters - a TCP connection to the Router.

General configuration hint:
* Itis not necessary to define an interface explicitly on which the Router is listening for establishing a
virtual COM Port connection. The Router is accepting an incoming connection request having the

Alive Check host(s) to evaluate the TCP connection. If the TCP connection configured TCP Data and Control ports on each interface as long these TCP ports are not blocked by
is no longer alive, the connection will be closed. firewall rules.
. Defines the maximum number of simultaneous TCP/IP host * For communication with a Virtual COM Port driver running on a remote PC, the configured TCP ports
MaCennsctians connections. 'Data Port', 'Control Port' and '"Management Port' may not be blocked by any firewall rule.

* The 'Management Port' — used for internal communication with tool "‘Weidmueller CS-MBGW Utility’ - is
set to 600 and cannot be configured via the webpage.
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4.31 Serial Port Settings 2 Service Mode: TCP Server

When running mode ‘TCP Server', the Router waits passively for host computer(s) to

establish a TCP/IP connection to exchange data with the connected serial device. Any
payload of a TCP packet will be converted into a serial data stream and vice versa. Up
to 5 simultaneous connections are supported, allowing multiple hosts to exchange data

with the serial device.

Description of parameter settings

Data Encryption

Disables or enables an SSL/TLS encrypted TCP/IP
communication between communication between initiating
TCP Client and Router (TCP Server).

Telnet Negotiation

Disables or enables the use of Telnet protocol for establishing
the TCP connection.

TCP Server Port

Port number on which the Router is listening as TCP Server.
The Router is accepting an incoming connection request on

each interface as long the TCP port is not blocked by firewall
rules.

Idle Timeout

Disconnects existing TCP/IP connection(s) after defined Idle
time (seconds) if there is no further data transmission on the
serial interface (due to Inactivity). If Idle Timeout = 0 seconds
the Router never will terminate a consisting TCP/IP
connection.

Alive Check

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the
remote host(s) to evaluate the TCP connection. If the TCP
connection is no longer alive, the connection will be closed.

Max Connections

Defines the maximum number of simultaneous TCP/IP host
connections.

Note: The behavior of data processing (Latency, Buffering, etc.) between the Routers
Ethernet and serial interface and vice versa can be adapted via parameters ‘Force
TX Interval Time’, ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port
Setting - Data Processing.

2022-11-25/ Edition 1.0

Serial Port Settings — Service Mode

\J

Service Mode: [TCP Server

Port1
Data Encryption (SSLTLS) ) Enable @ Disable

Telnet Negotiation () Enable @ Disable

TCP Server Port 4000
Idle Timeout 0
Alive Check 40
Max Connections 1

Picture 59: Service mode ‘TCP Server’ selected.

0~3600 secs
0~3600 secs
v |1~5
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4.32 Serial Port Settings > Service Mode: TCP Client

In mode ‘TCP Client’ the Router establishes a TCP/IP connection to specified host(s)
(TCP Server) to exchange data with the connected serial device. Any incoming serial
data will be converted and sent as payload of a TCP packet to the defined TCP
Server(s). Up to 5 simultaneous connections are supported, allowing multiple hosts to
exchange data with the serial device.

Description of parameter settings:

TCP Server 1..5

Definition of up to 5 target TCP Servers (IP address and port
number) for data exchange.

Idle Timeout

Disconnects existing TCP/IP connection(s) after defined Idle
time (seconds) if there is no further data transmission on the
serial interface (due to Inactivity). If Idle Timeout = 0 seconds
the COM-Server never will terminate an established TCP/IP
connection.

Alive Check

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote
host to evaluate the TCP connection. If the TCP connection is
not alive, the connection will be closed.

Data Encryption

Disables or enables an SSL/TLS encrypted TCP/IP
communication between the initiating Router (TCP Client) and
remote host (TCP Server).

Startup: The Router establishes a TCP/IP connection to all
defined TCP Server(s) automatically after start-up.

Connect on

Any Character: The Router establishes a TCP/IP connection to
all defined TCP Server(s) after reception of first byte from serial
interface.

Data Processing.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time', ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting >

2022-11-25/ Edition 1.0

Serial Port Settings — Service Mode

Service Mode: |TCP Client

Port1

Destination Host

TCP Server 1

TCP Server 2

TCP Server 3

TCP Server 4

TCP Server 5

TCP Connection Settings
Idle Timeout

Alive Check

Data Encryption (SSLITLS)

Connect on

Picture 60: Service mode ‘TCP Client’ selected.

IP Address

0
40

O Enable ® Disable
® Startup O Any Character

TCP Port
4000
65535
65535
65535
65535

0~3600 secs
0~3600 secs

NJ
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4.33 Serial Port Settings > Service Mode: UDP Server / Client

In mode ‘UDP Server/Client’ the Router can act as UDP Client and UDP Server
simultaneously.

If mode ‘UDP Server is activated, the Router listens to incoming UDP packets at the
defined port and forwards the payload to the connected serial device.

If mode ‘UDP Client' is activated, any incoming serial data will be sent as payload of an
UDP packet(s) to the defined Server range(s).

Description of parameter settings:

UDP Server related settings

UDP Server Mode Enables or disables the UDP Server Mode.

Definition of UDP port on which the UDP Server listens for

Listen Port incoming UDP packets.

UDP Client related settings

UDP Client Mode Enables or disables the UDP Client Mode.

Definition of up to 4 UDP Server Ranges as target(s) for sending
the serial data. Each Server range needs to be defined by
Server Ranges 1...4 - Start IP address,

- End IP address and

- UDP port number.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time’, ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting = Data
Processing.

2022-11-25/ Edition 1.0

Serial Port Settings — Service Mode

Service Mode: |[UDP Server/Client

Port1:
UDP Server Mode
Listen Port

UDP Client Mode
Destination Host Ranges
Server Range 1

Server Range 2

Server Range 3

Server Range 4

® Enable O Disable

4000

® Enable O Disable

Start IP Address End IP Address

Picture 61: Service mode ‘UDP Server/Client’ selected.

UDP Send Port
65535
65535
55535
65535

NJ
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4.34 Event Settings > Digital /1O (1/2)

Via this webpage both device 10s 'Digital Input' and 'Digital Output' can be configured Industrial Ethernet Router configuration
in terms of doing an action or an event-based signaling. IE-SR-2TX-WL-4G-EU
Digital Input > Status and Parameter settings Configuration changed and applisd but not saved! tsyefgt;lzlglacm" 7777777777777777
Current State Shows current input status. ON if digital input is powered from 5 to 30 B w) Freraldsings = P
VDC, OFF if not connected or for power input 0 to 2 VDC. :z E'::‘” ‘r’m"";‘"“m) Event Settings — Digital 10 [[7] Disabled ks
Select Action T Selection of one of following actions triggered by a DI signal change ; i Start/Stop OpenVPN Server
elect Action lype from OFF to ON or vice versa. = 4 NAT Settings Digital Input: Connect/Disconnect OpenVPN Client
Destination MAT Establish/Close Mobile Connection
- Disabled No action assigned to DI signal change Source NAT Current Sfa'ei . /
- Start/ Stop Starts or Stops the OpenVPN Server process if configured and =y VPN SRR RS [Disabled v]
OpenVPN Server | enabled. OpenVPN
- Connect/ IPsec Digital Output:
Disconnect Establishes or cangels a VPN. connection to a remote OpenV/PN server Files / Certificates Current State:
OpenVPN Client if the OpenVPN Client is configured and enabled. ©) 3y Seral Port Settings Seloct Event Type: Disabied e
Interface Configuration \
Note: If for DI an action is selected, and a trigger event is assigned but the associated action type Data Processing .
is neither configured nor enabled then a DI signal change does not have any effect. Servics Mode Apply Selectable event  [pisabied >
E Y Event Settings types for DO
Status OpenVPN Server
Status O:enVPN Client
Digital Output > Status and Parameter settings i Status Mobile Connection
c t Stat sh t outout sianal stat Picture 62: Factory default DI/DO event setting: No action assigned for DI,
urrent State oWs current output signal state. no state signaling associated to DO.
Toggle (Button) Can be used to toggle the digital output (OFF to ON and vice versa).
Selection of one of following events triggering a DO signal change from Input Key
LI ST OFF to ON or vice versa. N
- Disabled No event assigned to DO signal change.
- Status OpenVPN Provides DO signaling when OpenVPN Server starts running or will be ®
Server
S, Output Signal
- Status OpenVPN Provides DO signaling when the configured OpenVPN Client either
Client establishes or cancels a connection to a remote OpenVPN server. | I hd
- Status Mobile Provides DO signaling if the Mobile Interface establishes (Online) or . : OV
Connection cancels (Offline) the connection to the provider. DE: Log!cal Level 0: OV~2V
Logical Level 1: 5V~30V
Note: If for DO an event is selected but the trigger event is neither configured nor enabled then a o 8 DO: Max. Voltage: 30 VDC
DO signal change never happens. ennyrone x @ Max. Current: 20 mA

Picture 63: Wiring Digital Input and Output
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4.34 Event Settings > Digital /O (2/2)

Screenshots of example configurations for DI and DO.

Event Settings — Digital /O [T

Event Settings — Digital /O

Digital Input:

Current State:

- Select Action Type:

Digital Input:
Current State:
Select Action Type: | Start/Stop OpenVPN Server
Trigger Start: | DI change from OFF to ON v|
Trigger Stop: [ DI change from OFF to ON v|

Digital Output:

Trigger Connect (Online):
Trigger Disconnect (Offline):

Digital Output:

Current State: Toggle Current State:
Select Event Type: [ Status OpenVPN Server v Select Event Type
Running: [SetDO to ON v| Connected:
Stopped: | Set DO to OFF v| Disconnected:

ooy R o

ooy [ e

Picture 64: Example configuration 1

DI assigned to action type ‘Start/Stop of OpenVPN Server instance’.

DO assigned to event type ‘Status OpenVPN Server’ (Running/Stopped).

Picture 66: Example configuration 3

| Connect/Disconnect OpenVPN Client
| DI change from OFF to ON V|
| DI change from OFF to ON V|

Toggle
[ Status OpenVPN Client v
[Set DO to ON v|
|Set DO to OFF v|

Weidmiiller 3£

Picture 65: Example configuration 2

DI assigned to action type ‘Connect/Disconnect OpenVPN Client'.
DO assigned to event type ‘Status OpenVPN Client’ (Connected/disconnected).

Event Settings — Digital I/O

Digital Input:
Current State:
Select Action Type:
Establish Mobile Connection (Online):
Close Mobile Connection (Offline):

Digital Output:
Current State:
Select Event Type:
Connected (Online):
Disconnected (Offline):

DI assigned to action type ‘Establish/cancel

cellular connection’ (Online/Offline).
DO assigned to event type ‘Cellular m

connection status’ (Online/Offline).

2022-11-25/ Edition 1.0

| Establish/Close Mobile Connaction

| DI change from OFF to ON V|
[ DI change from OFF 1o ON_ v |

Toggle
[ Status Mobile Connection
[SetDOto ON v|
[Set DO to OFF ~|

Page 47



I User Manual - Industrial Security Router IE-SR-2TX-WL(-4G-EU/-4G-US-V)

4.35 Event Settings = E-Mail

This web page provides the configuration of sending e-Mail alert messaged triggered by
device events respectively status changes.

General Activation / Deactivation
e-Mail Event Warning Enables or disables the mail event warning
function generally.

Event Types

The Router supports following event types triggering a mail delivery to the defined mail
receivers. The subject of an alert mail is same as the event naming except for DI/DO
events, for which an individual subject can be configured.

List of event types:
- Hardware Reset (Cold Start)

- Software Reset (Warm Start)

- LAN Port Link Status Changed

- WAN Port Link Status Changed

- Login Failed

- Wireless Client Associated

- Wireless Client Disassociated

- Associated to AP (Client Mode)

- Disassociated from AP (Client Mode)

- Mobile Connection established (Online)
- Mobile Connection closed (Offline)

- OpenVPN Client connected (Online)

- OpenVPN Client disconnected (Offline)
- Digital Input changed from OFF to ON

- Digital Input changed from ON or OFF
- Digital Output changed from OFF to ON
- Digital Output changed from ON to OFF

e-Mail Server Settings
Configuration of the mail server, mail account and receivers for sending an event mail.
Configure the parameters according to your used mail provider.

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-A4G-EU

Configuration changed and applied but not saved!
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1y Network Services
Routing
£y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
= 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
1y NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN
IPsec
Files / Cerfificates
4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode
4 Event Seftings
Digital /0
E-mail
SNMP Traps
SMS
£y Adminisiration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

Internet/\WAN Connection

Event Settings — E-Mail [

E-Mail Event Warning: |Enabled v

Event Types:
s P Send E-Mail S

e e (Sl o OpenVPN Client connected (Online). u]
Software Reset (Warm Start): o OpenVPN Client disconnected (Offine): 0
LAN Port Link Status Changed 8] -

Digital Input changed from OFF to ON Oswjeect| ]

WAN Port Link Status Changed m] - O s
R O Digital Input changed from ON or OFF Subject| ]
Wireless Clent Disassaciatad ) Digital Output changed from ON to OFF Osubject| ]
Associated to AP (Client Mode) 8]
Disassociated from AP (Client Mode) =]

E-Mail Server Settings:

SMTP Server Address [ Event Receiver:

Secure Mode: NONE ~ E-Mail Address2: [ |

Login ication (if required)

User Name

Picture 67: Factory Defaults of e-Mail event settings

Note: Due to security reasons nowadays a mail account on the mail (relaying) server is required using a secure access
method (SSL/TLS). A simple mail relay via a server of a mail provider mostly is no longer allowed.

Hint when using a Google account (Gmail):
+ Consider that some mail providers like Google requires further enhanced security settings. The result is that Gmail
only allows access to their mail servers via secured mailers like the Gmail app but not for standard Linux-based mail

programs.

* To nevertheless use a Gmail account for sending event mails from this device, it is possible to configure the Gmail
account security for use of less-secure mailers. To do this - when logged in your Gmail account — you need to create
an additional 16-digit ‘app password’ that gives a non-Google app or any device permission to access the Google
account. Enter this special ‘app password’ into field ‘password’ instead of the normal Gmail password assigned to

the used account.

* Please read published documentation from Google how to enable less secure apps for Gmail and to create the
special 16-digit ‘app password'.

Page 48



I User Manual - Industrial Security Router IE-SR-2TX-WL(-4G-EU/-4G-US-V)

4.36 Event Settings = SNMP Traps

Via this webpage some device status changes can be monitored triggering an SNMP
trap as event.

General Activation / Deactivation
SNMP Traps Enables or disables the warning function via SNMP trap
generally.

Event Types

The Router supports below listed event types triggering an SNMP trap to the defined
SNMP server. The trap message content is same as the event naming except for DI/DO
events, for which an individual message can be configured.

List of Event Types:
- Hardware Reset (Cold Start)

- Software Reset (Warm Start)

- LAN Port Link Status Changed

- WAN Port Link Status Changed

- Login Failed

- Wireless Client Associated

- Wireless Client Disassociated

- Associated to AP (Client Mode)

- Disassociated from AP (Client Mode)

- Mobile Connection established (Online)
- Mobile Connection closed (Offline)

- OpenVPN Client connected (Online)

- OpenVPN Client disconnected (Offline)
Digital Input changed from OFF to ON
Digital Input changed from ON or OFF
- Digital Output changed from OFF to ON
- Digital Output changed from ON to OFF

SNMP Trap Settings (Receiver)
Configuration of the SNMP server address, port and the used version for SNMP traps.
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Configuration changed and applied but not saved

&y Network Configuration

Intemet\WAN Connection Event Settings — SNMP Traps [T

B4 Network Services
Routing
= 4 DHCP
DHGP Service

SNMP Traps:

Event Types:

Send Trap

Send Trap

DHCP Client List
) Hardware Reset (Cold Start), O OpenVPN Client connected (Online) O
Dynamic DNS Software Reset (Warm Start): [m}
OpenVPN Client disconnected (Offline)- m]
Weiize s/ (e LAN Port Link Status Changed O o
SNMP Settings e — = Digital Input changed from OFF to ON O Message:| ]
F1 4 Firewall Settings Login Failed o Digital Input changed from ON or OFF: O Message:| ]
Pl Aot T O OgsOupcmgedtonOFwON  Obesse|
‘ . Ff"e' (PR =) Wireless Client Disassociated: O Digital Output changed from ON to OFF: O Messages| ]
Bw) CESE Associated to AP (Client Mode) O
Destination NAT © ) )
P — Disassociated from AP (Client Mode): (m]
=y VPN
OpenVPN
IPsec SNMP Trap Settings:
51y Serial Pon Settings SNMP Server Port L ]

Interface Configuration Trap Version:
Data Processing

=y Event Setiings
Digital 110
E-mail
SNMP Traps
SMS

&y Administration
System Settings
Backup and Restore
Firmware Update

Picture 68: Configuration window for SNMP traps.

Notes:
» Consider that for sending SNMP traps the SNMP agent also needs to be enabled (Webpage Network Services
— SNMP Settings).

* Currently the Router supports only SNMP version v2c.
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4.37 Event Settings - SMS (1/3)

This configuration page can be used for sending SMS alert messages and
receiving SMS control messages triggering a defined action (only available for
models equipped with LTE/4G modem).

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not zaved!
=y Network Configuration -
General Activation / Deactivation . 3 ensWANCmeen et Seftings — SMS [
Routing SMS Alert/Control Service:
SMS Alert/Control Service:  Enables or disables the SMS functionality ==l “EHCP i
genera"y. DHCP Client List SMS Alert and Control Numbers:
Dynamic DNS
Date&Time /NTP MobleNumber 1 [ |
SMS Alert and Control Numbers SNMP Settings e |
L . . X . = _y Firewall Settings Mobile Number3: [ |
Definition of up to 3 mobile numbers which will be used for both receiver for SMS IP Filter (Local Access)
messages and accepted (allowed) when receiving a SMS control message. The S
Router only communicates with defined mobile numbers in terms of SMS data Destination NAT Enable SMS Aleres:
Source NAT ardware Reset (Col Mobile Cennection established (Onli (m]
exchange (AIert and COﬂtFO|). 24 VPN :uﬁj::re sta‘(\(f?arlissz:)) S Mzb:lz c::::m::: :::edm(;mu:e: " O
Eramli LAN Port Link Status Changed ] OpenVPN Client connected (Online) u]
, ez VAN Port Link Status Changed [ OpenVPN Client disconnected (Offline): O
seCtlon ‘SMS Alerts’ . S' TL&JSCe‘:Jﬁcates Login Failed: O Digital Input changed from OFF to ON. ] Message.‘ ‘
. . . . . = erial Pol ettings .
The Router supports listed event types triggering a SMS message which will be ey Wiless Client Assoctec: ) Digital Input changed from ON or OFF O Message: | \
3 . . Data Pt i Wireless Client Disassociated: [} Digital Output changed from OFF ta ON: [ Message: | |
sent to all defined mobile numbers. The SMS content is same as the event ala Processing Associated to AP (Client Mode) o
. . Rk . Service Mode ) ) . i Digital Qutput changed from ON to OFF: [ Message: ‘ ‘
naming except for DI/DO events, for which an individual text can be configured. = 4 Event Settings e =
Digital /0
E-mail
Enable SMS Alerts: Enables or disables sending of SMS messages 2.}@5 Enable SMS Control:
genera"y =y Administration Enable Password Authorization (]
System Settings Passwerd (Use allowed SMS characters):
Backup and Restore Initiate Warm Start (Reboot): (m}
List of SMS Alerts: Firmware Update Establish/Close Mobile Network Connection: ]
. . Reboot Establish/Close OpenVPN Client Connection (m}
- Hardware Reset (Cold Start) - OpenVPN Client connected (Online) Factory Default Set Digital Qutput ONIOFF o
- Software Reset (Warm Start) - OpenVPN Client disconnected (Offline) =w) BEEEE Eellber s me: =
. System Log Get Mobile Internet Status: [m}
- LAN Port Link Status Changed - Digital Input changed from OFF to ON Debug Tools
- WAN Port Link Status Changed - Digital Input changed from ON or OFF f:;jomm“u" =
- Login Failed - Digital Output changed from OFF to ON
- Wireless Client Associated - Digital Output changed from ON to OFF Picture 69: Configuration window for SMS alerts and control messages.

i ) ) ] This configuration page is only available for models with 4G/LTE modem.
Wireless Client Disassociated

Associated to AP (Client Mode)
Disassociated from AP (Client Mode)
Mobile Connection established (Online)
Mobile Connection closed (Offline)
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4.37 Event Settings - SMS (2/3)

Section ‘SMS Control’
The Router supports control messages for b'e|0\'N listed actions. Depending on IE-SR-2TX-WL-4G-EU
parameter setting “Enable Password Authorization” a control message needs to

Industrial Ethernet Router Configuration

. e . Confi i h d and lied b dl
be sent with an additional password to enhance the access security. cnflguraton changed anc appled but ot seve
=y Network Configuration -
- 5 meneWANComEE  Event Settings — SMs [
Enable SMS Control: Enables or disables the reception of SMS Routing WIS Alert/Control Service:
messages triggering a defined action. =] “EHCP e
DHCP Client List SMS Alert and Control Numbers:
. . . Dynamic DNS
Enable Password Authorization: If checkbox is enabled, each SMS control D R TS MobieNumper - [ |
message must be sent additionally with the defined SNUP Serings |
T = _y Firewall Settings Mobile Number3: [ |
password, otherwise it will not be accepted by the IP Fiter (Local Access)
Router IP Filter (Forwarding)
£y NAT Settings
L Enable SMS Alerts:
Destination NAT
. . . Source NAT Hardware Reset (Cold Start) []  Mobile Connection established (Online) (m]
List of SMS Control Functions: B3 VPN Software Reset (Warm Start) []  Mobile Connection closed (Offline) (m]
- Initiate Warm Start (Reboot) I‘;‘;Z';VPN LAN Port Link Status Changed ] OpenVPN Client connected (Online) u]
. . . WAN Port Link Status Changed: O OpenVPN Client disconnected (Offline): O
- EStab“Sh/CloSe MOblle Network ConneCtlon - S' TL&JSCe‘:Jﬁcates Login Failed: (] Digital Input changed from OFF to ON. [m] Message.‘ ‘
. . . erial Pol ettings .
- Establish/Close OpenVPN Client Connection ey Wirless Client Assodiated: g Digital Input chenged fom ON or OFF. L Message: \
. . Wireless Client Disassociated: Digital Output ch d from OFF to ON: O M .
- Set Digital Output ON/OFF [s]:::i:;z::ng Associated to AP (Ciient Mode) o D:z:l:I Oiti:l Zh::i:d fr:: oN tnOOFF' 0 M:z:::} }
- Get DeV|Ce |nf0rmat|0n E15y Event Setings Disassociated from AP (Client Mode): (]
- Get Mobile Internet Status e
E-mail
SNMP Traps Enable SMS Control:
. SMS
Process steps of an SMS control action: =4 Admiistration Enable Password Authorization m]
. . . i Pi rd (U llowed SMS ch :
1. Send SMS control message to Routers mobile number (if defined, with e e I;f;":“\;afms;::(";hm carcers) O
additional password). Firmware Update Establish/Close Mobile Network Connection: ]
5 e q Reboot Establish/Close OpenVPN Client Connection: (]
2. Router checks received SMS for plausibility (format and security). Faclory Defaul ot Digtal Ot ONIGFF =
=y Diagnostics Get Device Information: m}
L ) System Log Get Mobile Intemet Status: ]
3a. If plausibility check is successful, Router sends back an acceptance Debug Tools
message except for action types “Get Device Information” and “Get Mobile T  Reset

Internet Status”. For these action types, the SMS response will be sent
directly containing the required information. For the other ones, the Router
starts to execute the action initiated by the SMS control message.

Picture 70 (Same as picture 69 ): Configuration window for SMS alerts and control messages.

3b. If plausibility check fails, Router sends back an error message. Notes:
. « For security reasons SMS control actions are applicable only for configured mobile numbers.
Refer to table SMS Control commands on next slide how to send an SMS « If feedback about the actual implementation of an initiated action is necessary, then configure the appropriate SMS alert type
control command. for signalizing the result.

2022-11-25/ Edition 1.0 Page 51



User Manual - Industrial Security Router I[E-SR-2TX-WL(-4G-EU/-4G-US-V)

4.37 Event Settings - SMS (3/3)

Table SMS control commands

%J

Establish Mobile Network
Connection

#password?MobileConnection=on

?MobileConnection=on

Close Mobile Network Connection

#password?MobileConnection=off

?MobileConnection=off

Establish OpenVPN Client
Connection

#password?VPNTunnel=on

?0penVPNTunnel=on

Close OpenVPN Client Connection

#password?VPNTunnel=off

?0penVPNTunnel=off

Set Digital Output to ON

#password?DO=0n

?DO=on

<System name>: Control message error: <Error
message>

Possible error messages:

Set Digital Output to OFF

#password?DO=off

?DO=off

Establish a predefined VPN Tunnel

#password?VPNTunnel=on

?0penVPNTunnel=on

1: Missing or wrong password

2: Mobile number not authorized (undefined)
3: Wrong syntax/format of command message
4: SMS Control not enabled

Close an established VPN Tunnel

#password?VPNTunnel=off

?0penVPNTunnel=off

Get Device Information

#password?GetDevicelnfo

?GetDevicelnfo

Get Mobile Internet Status

#password?GetMobileStatus

?GetMobileStatus

5: Required action not possible (improper device
status or configuration).

Syntax Syntax SMS response if a plausibility error was detected SMS response if the required command was
Control Function SMS control message with SMS control message €SP P DIty . " | accepted (no plausibility error). Will only be
- Will only be sent to defined mobile numbers. . :
password without password sent to defined mobile numbers.
Initiate Warm Start (Reboot) #password?reboot ?reboot

<System name>: Command ? <command>
accepted.

<System name>: <Location>: <Device type>:

<Serial number>: <Firmware version>

<System name>: <Connection state>:
<Registration state>: <Network provider>:
<Signal strength>

Notes: 1. Control messages - except the password - are not case sensitive.
2. Replace ,password’ with the configured password.

2022-11-25/ Edition 1.0
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4.38 Administration - System Settings

This website is intended
- to define and describe application specific device information,
- to configure security settings regarding Router access,
- to change the password of user 'admin’ for Router access and
- to configure some system logging related parameters.

Section System Data
Use parameters
- System Name,
- System Description,
- Location and
- Contact
for unique device identification. These input fields are freely editable.

Section Access Settings

This section defines the security settings in terms of device access for configuration. For device
configuration the administrative user ‘admin’' must be used generally.

In terms of the web-based configuration several access options (HTTP or HTTPS) and interfaces
(LAN, WAN, WLAN, etc.) can be configured. By default, only a secured HTTPS web interface
access via the LAN interface is allowed.

For users familiar with Linux respectively OpenWRT operating system, the Router can be released
for low-level console access via SSH or Telnet by enabling the related checkboxes.

Use for access user 'root’ and same password as set for user 'admin’.

Attention: When doing a device access at root level of the Linux operating system, be aware that configuration
changes can have a severe impact on the functionality of the running Router application (configured
via the web interface). Any change is in the risk and responsibility of the user if the web-based
Router application fails due to the intervention. For recovering the designed functionality based on
the installed firmware reset the device to factory default settings (e.g., press external reset button
larger 5 secs).

Section Admin Password Settings

Via this section a new password can be set for the administrative user account, currently being the
only available user account. For password change you need to confirm the current password
before setting a new one.

Section System Logging
This section defines the logging level of the 'System Log' for diagnostic purposes.
Additionally, the forwarding of system log data to a remote 'Syslog' server can be configured.
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Configuration changed and applied but not saved!

= 4 Network Configuration

Internet"WAN Connection

= 4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=) 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=) 4 NAT Settings
Destination NAT
Source NAT
=4 VPN
QpenVPN
IPsec
Files / Certificates
=)y Serial Port Settings
Interface Configuration
Data Processing
Service Mode
= 4 Event Settings
Digital /'O
E-mail
SNMP Traps
SMS
= 4 Administration
System Seltings
Backup and Restore
Firmware Update
Reboot
Factory Default

-

Administration — System Settings [

System Data:
System Nama:
System Description:
Location

Contact:

Access Settings:
Access via HTTP
Access via HTTPS

Inactivity Auto-Logout:

Access via Telnet

Access via 38H:

Response on WAN Ping

Admin Password Settings:

Current Password:
New Password:

Confirm New Password:

System Logging:
Logging Level:

Enable Verbose Logging for
Mobile Connection

Enable Remote System Log:

Remate Syslog Server:

ooy et

IE-SR-2TX-WL-4G-EU
Industrial Security Router

|

LAN WAN WLAN 4G

[J Port:

rot[as | @ O m]

00:20:00 hh:mm:ss

LAN  WAN WLAN

O Port: 23
O Port: 22

Disabled ~

4G

Picture 71: Factory defaults of ‘System Settings’.

Note:

The checkboxes of section ‘Access Settings’ are related to specific firewall rules (IPtables Filter). If enabled, the

corresponding rules allow the action, if disabled it will be rejected. These rules are independent of the settings of default
filter policies ‘Input LAN" and ‘Input WAN' of configuration page ‘Firewall Settings - IP Filter (Local Access)’. Means, if
you allow a general access (Accept) via policies ‘Input LAN’ and ‘Input WAN’, for example you cannot access the Router

as long the corresponding ‘access’ checkbox is not enabled.
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4.39 Administration = Backup and Restore

This website is intended
- to save the Flash memory configuration to an external backup file
- and for restoring a configuration from a previously saved backup file.

Section Backup Configuration

By default, device model name with extension “cfg” is preset as backup file name. It
is reasonable to adapt the file name having a unique reference to the device from
which it will be exported. Pressing button ‘Export’ stores the backup file into the

browsers download directory.

Note: The backup file is saved in a binary format which is not readable.

Section Restore Configuration

Select the file for import to restore the configuration which originally was exported as
backup file.

After clicking button ‘Import Configuration’ the Router will be configured with content

of selected import file followed by a system reboot.

Note: Be aware of possibly changed access credentials and/or IP addresses after
system reboot. If so, you need to open a new browser window for web access
using valid IP address and access credentials.
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Configuration changed and applied but not saved!

Destination NAT
Source NAT
= 4 VPN
OpenVPN
IPsec
Files / Certificates
= _4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode
= 4 Event Settings
Digital /0
E-mail
SNMP Traps
SMS
= _4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default
= _y Diagnostics
System Log

Administration — Backup and Restore [[77]

Backup Configuration:

Backup file name:

[IE-SR-2TX-WL-4G-EU.cfy |

Restore Configuration:

[ Datefauswahlen | Keine ausgewaht

Import Configuration

Picture 72: Application window for backup and restore of a configuration file.
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4.40 Administration = Firmware Update

This menu is used for installing a new Router firmware by file update.

The Router is equipped with two firmware storage sections. One contains the running
version the other section is used for firmware fallback if any error occurs during the
upload and update process.

In normal operation the running firmware will be saved for backup and the uploaded
firmware becomes the running one.

In case of any update problem then at reboot time the original version will be
reactivated again as the running version.

Firmware Update Procedure

1. Select firmware file.

2. Enable checkbox 'Set Factory defaults after upgrade' if desired.

3. Enable checkbox 'Synchronize dual image' if both firmware images shall be
updated to new firmware version.

4. Click button 'Start Update' to initiate the upload process of the firmware file.

5. After successful file upload the internal upgrade process starts taking around 5
minutes to finish.

6. The update process will be finished by a reboot before the device becomes
ready again.

Note: If you have enabled checkbox 'Set factory defaults after upgrade', you need to

open a new browser window with factory default IP for web access if IP
address has been changed due to factory default settings..
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= _4 VFN -
OpenVPN
|Psec Administration — Firmware Update

Files [ Certificates
= _4 Serial Port Settings

Interface Configuration Running firmware version:

Backup firmware version:

S EEREIEE Mo file selected

Set factory defaults after upgrade:

Data Processing
Service Mode
= _4 Event Settings

Digital /O
E-mail Synchronize dual image
SNMP Traps Note:

= 4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

= 4 Diagnostics

by the loaded image.

If dual image synchrenizing is disabled, the loaded image will become the
SM3 running firmware and the present one will be saved automatically as
backup image. If enabled, running and backup firmware will be updated

132
129

Picture 73: Application window for file-based firmware update.

Page 55



I User Manual - Industrial Security Router IE-SR-2TX-WL(-4G-EU/-4G-US-V)

4.41 Administration = Reboot

Via this website the device can be rebooted, either manually or automatically timed.
Manual Reboot

Pressing button ‘Reboot Now’ reboots the device immediately (Warm Start).
Automatic Reboot

An automatic reboot can be configured and scheduled

- either every day at a defined time or
- at a weekday at a defined time.
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Configuration changed and applied but not saved!

Digital /O
E-mail
SNMP Traps
SM3
=4 Administration
System Settings
Backup and Restora
Firmware Update
Reboot
Factory Default
=y Diagnostics

== Qaeetamn oo

Administration — Reboot

Manual Reboot:
Reboot Now

Automatic Reboot:

Apply | Reset

Picture 74: Factory settings of ‘Reboot’ window.

Digital 110
E-mail
SNMP Traps
SMS
=4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default
= 4 Diagnostics
System Log
Debug Tools

= i B H

Administration — Reboot

Manual Reboot:

Reboot Now
Automatic Reboot: Enabled v
Schedule: | Every Day

vat[01v]:[10v]

Picture 75: Example of a configured schedule for automatic reboot.
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4.42 Administration - Factory Default

This website can be used to reset the Router to factory default settings.
Click on button ‘Reset to factory defaults’ immediately initiates the reboot process of the
device coming-up with factory default settings. The duration until the device is ready

again is about 60 seconds.

Factory Default Settings:

LAN port: 192.168.1.110 / 255.255.255.0 (static)
WAN port: DHCP

Wireless LAN: Disabled

Mobile Interface: Disabled (only available for LTE/4G models)
Username: admin

Password: Weidmueller

Web Access: HTTPS via LAN port

Consider: After setting to factory defaults, the Router only can be accessed by HTTPS-
secured Web interface via the wired LAN Port. All other access modes
(HTTP, Telnet, SSH) and any access from other interfaces are not allowed by
default.

Note: Alternatively, the external reset button can be used for setting factory defaults.
Pressing < 5 seconds: Reboots the device (Warm Start) and sets IP of LAN
port to factory default IP.

Pressing >= 5 seconds: Resets the device completely to factory default settings.
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Configuration changed and applied but not saved!

|2 2EIVICE MUUE

= 4 Event Settings

Digital /O
E-mail
SNMP Traps
SMS

= _4 Administration

System Settings
Backup and Restore
Firmware Update
Reboot

= _y Diagnostics

=._Sustem | oa

Administration — Factory Default

Warning:
After clicking this button all configuration settings will be reset to

factory default values. The device will reboot after this function is
executed.

Reset to factory defaults

Picture 76: Application window for reset to factory default settings.

IP Filter {Local Access)
IP Filter (Ferwarding)

5 4 NAT Settings

Destination NAT
Source NAT

=4 VPN

OpenVPN
IPsec
Files f Certificates

= _y Serial Port Settings

Interface Configuration
Data Procassing
Service Mode

= _y Event Settings

Digital /O
E-mail
SNMP Traps
SMS

= _y Administration

System Settings
Backup and Restore
Firmware Update
Reboot

= _y Diagnostics

[ Rebooting, please wait for 33 seconds.

Picture 77: After initiation of the reset process a time counter is displayed counting from 60 to 0 seconds.
Additionally, a beep signalizes that the reboot process almost has been finished and the device

becomes ready again.
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4.43 Diagnostics = System Log

This website displays the system log messages.
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& 4 Network Configuration

Intemet/WAN Connection

&y Network Services

Diagnostics — System Log

Routing Sat Jan 1 00:@0:06 2022 kern.notice kernel: [ 0.00800@] Linux version 4.14.95 (pluto@pluto-VirtualBox) (gcc version 7.3.0 (Openkrt GCC 7.3.0
5 r7676-cddd7bac77)) #@ Wed Jan 3@ 12:21:02 2019
8y DHCP Sat 1 00:60:86 2022 kern.info kernel: ©.000060] Board has DDR2
DHCP Senvice Sat Jan 1 2022 kern.info kernel ©.000000] Analog PHU set to hu control
o Sat Jan 1 0:@0:06 2022 kern.info kernel ©.000000] Digital PMU set to hw control
DHCP Client List Sat Jan 1 00:60:06 2022 kern.info kernel: 2.060060] SoC Type: MediaTek MT7620A ver:2 eco:6
Dynamic DNS Sat Jan 1 00:00:06 2022 kern.info kernel: 9.000000] boatconsole [2arlye] enabled
e Sat Jan 1 89:@0:06 2022 kern.info kernel: ©.800060] CPUD revision is: @0813650 (MIPS 28KEC)
eadime Sat Jan 1 ©0:60:06 2022 kern.info kernel: ©.000660] MIPS: machine is IE-SR-2TX-WL-4G
SNMP Settings Sat Jan 1 G0:00:06 2022 kern.info kernel: ©.000000] Determined physical RAH map:
', Firewal Se sat Jan 1 ©.000060] memory: 04600280 @ 0000EE0P (usable)
&=y Firewall Settings Sat Jan 1 ©.000000] Initrd not found or empty - disabling initrd
IP Filter (Local Access) Sat Jan 1 ©.000060] Primary instruction cache 64kB, VIPT, 4-way, linesize 32 bytes.
5 Sat Jan 1 ©.000000] Primary data cache 32kB, 4-way, PIPT, no aliasses, linesize 32 bytes
(PR (R sat Jan 1 ©.000000] Zone ranges:
£ 4 NAT Settings Sat Jan 1 ©.000060] MNormal [mem FREFF]
Destination NAT Sat Jan 1 @0:00:06 ©.000000] Hovable zone start for each node
Sat Jan 1 80:@0:06 ©.000000] Early memory node ranges
Source NAT Sat Jan 1 00:060:06 0.000860] node ©: [mem FFFFF]
5.4 VPN Sat Jan 1 ©.000000] Initmem setup node @ [mem FEFFF]
sat Jan 1 ©.200600] On node @ totalpages: 16384
OpenVPN sot Jan 1 ©.000000] free_area_init_node: node @, pgdat §64e3c70, node_mem_map 51060040
IPsec Sat Jan 1 128 pages used for memmap
§ sat Jan 1 @ pages reserved
Files [ Certificates sst Jan 1 ©.000000] Mormal zone: 16384 pages, LIFO batch:3
y Seri i at Jan 1 ©.000068] random: get_random_bytes called from start_kernel+@x88/@x478 with crng_init=a
X Sat Jan 1 ©0.200000] pepu-alloc: s@ r@ d32768 u32768 alloc=1732768
pepu-all d 1loc=1%
Interface Configuration sat Jan 1 @0:00:06 [ ©.080600] pcpu-alloc: [@] @
Data Processing Sat Jan 1 80:00:06 2022 kern.info kernel: [  0.000600] Built 1 zonelists, mobility grouping on. Total pages: 16256
. at Jan :00: ern.notice kerne: . ernel command line: console=ttysd,
3 - Sat Jan 1 G0:00:06 2022 k: tice kernel ©.000000] Kernel d i le=ttyse,57600
ervice hode Sat Jan 1 09:80:06 2022 kern.info kernel: ©.000080] PID hash table entries: 256 (order: -2, 1828 bytes)
{1y Event Setiings Sat Jan 1 @0:@0:06 2022 kern.info kernel ©.800000] Dentry cache hash table entries: 8192 (order: 3, 32768 bytes)
Digital 10 Sat Jan 1 60:@0:06 2022 kern.info kernel: ©.000000] Inode-cache hash table entries: 4895 (order: 2, 16384 bytes)
g Sat Jan 1 00:60:06 2022 kern.info kernel: ©.060060] Writing ErrCtl register=60036130
E-mail Sat Jan 1 80:@0:06 2022 kern.info kernel: ©.000000] Readback ErrCtl register=09836130
SNMP Traps Sat Jan 1 60:@0:06 2022 kern.info kernel: ©.000060] Memory: 59464K/65536K available (381K kernel code, 186K rudata, 964K rodata, 164K init,
221K bss, 6072¢ reserved, K cma-reserved)
SMS 5at Jan 1 ©0:00:06 2022 kern.info ©.000000] SLUB: Hualign=32, Order=0-3, MinObjects=8, CPUs=1, Node
. A Sat Jan 1 2022 kern.info ki ©.000000] NR_IRQS: 256
E=) AIISELD Sat Jan 1 2022 kern.info 2.000000] CPU Clock: S8@itHz
System Settings Sat Jan 1 00:@0:06 ©.000080] clocksource: systick: mask: GxFFTf max_cycles: @xffff, max_idle_ns: 583261500 ns
Betmen e Sat Jan 1 @0:@0:06 ©.000000] systick: enable autosleep mode
§ Sat Jan 1 G0:00:06 ©.000000] systick: running - mult: 214748, shift: 32
Firmware Update Sat Jan 1 09:60:06 2.000080] clocksource: MIPS: mask: @xfFfffff max_cycles: @xffffffff, max_idle ns: 6590553264 ns
Reboot Sat Jan 1 00:@0:06 ©.000013] sched_clock: 32 bits at 286vHz, resolution 3ns, wraps every 74851158@2ns
Sat Jan 1 60:00:06 2022 kern.info ©.015468] Calibrating delay loop... 385.34 BogolIPS (1pj=1929218)
Factory Default Sst Jan 1 80:00:06 2022 kern.info ©.087710] pid max: default: 32768 minimum: 301
=13 Diagnostics sat Jan 1 2022 kern.info ©.897125] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)
Sat Jan 1 60:00:06 2022 kern.info ©.110147] Hountpoint-cache hash table entries: 1024 (order: 8, 4096 bytes)
System Log Sat Jan 1 09:00:06 2022 kern.info kernel: ©.130199] clocksource: jiffies: mask: GxFFFFFFFf max _cycles: @xfFFFFFff, max idle ns:
Debug Tools.
Save Configuration
& Logo
=}

Picture 78: Screenshot of ‘System Log'.
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4.44 Diagnostics = Debug Tools

The Router supports network utilities

« Ping Industrial Ethernet Router Configuration
* TraceRoute and IE'SR'ZTX'WL-4G'EU
» NSLookup
for diagnostic purposes. T ——— N
S Diagnostics — Debug Tools [T
For evaluation enter IP address or a DNS host name and select the desired =2 ‘”’”0 o Network Utilif
. . . . . . . pen letworl ities
network utility. After pressing ‘Apply’ button a window will be displayed showing the e
reSUlt Files / Certificates IP Address or Host name:
[ 4 Serial Port Settings S
i i o , . Interface Configuration TraceRoute
Note: Some diagnostic tests like 'TraceRoute' can take a longer time and cannot be Db Row=sy Apply
interrupted. Service Mode Result:
= _4 Event Settings
P PING 172.16.8.1 (172.16.@.1): 56 data byt
Digital 10 64 bytes from 172.16.9.1: siq=0 tti=:4 ¥i::=ﬁ.420 ms
E-mail 64 bytes from 172.16.9.1: seq=1 ttl=64 time=9.348 ms
SNMP Traps 64 bytes from 172.16.2.1: seg=2 ttl=64 time=0.340 ms
64 bytes from 172.16.2.1: seq=3 ttl=64 time=0.320 ms
SM3 64 bytes from 172.16.0.1: seq=4 ttl=64 time=0.320 ms

= _4 Administration . c .
. --- 172.16.8.1 ping statistics ---

System Settings 5 packets transmitted, 5 packets received, 0% packet loss

Backup and Restore round-trip min/avg/max = 8.320/0.348/9.420 ms

Firmware Update

Reboot

Factory Default

Result end.

= 4 Diagnostics
System Log
Debug Tools

Save Configuration

Logout

Picture 79: Example of network utility ‘Ping’.
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4.45 Save Configuration

Via this web page the running configuration will be saved to Flash memory.

After applying of changed parameters on any configuration page the adaptions
immediately becomes active, but they will not be saved automatically to Flash
memory.

Applying any setting resulting in a difference between the running and the saved
configuration triggers the display of blue-colored message 'Configuration changed
and applied but not saved!” below the headline, signalizing that the running
configuration still needs to be saved. The message disappears after clicking button
'Save Configuration to Device' indicating identical running and saved configurations.

Note: If the device will be rebooted or powered down and the message is still
displayed, then all applied but not saved changes will be lost at next start-up.

2022-11-25/ Edition 1.0

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

:‘""""""""'""""Uiijﬁ'él'l?'ﬁ =

E-mail Administration — Save Configuration [}
SNMP Traps
SMS Status: Configuration changed and applied but not saved to Flash Memory.

= _4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

Save Configuration to Device

= _4 Diagnostics
System Log
Debug Tools
Save Configuration

Logout

Picture 80: Example of notice display and status message that any change has been done and applied but not
saved to Flash memory.

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU
Digital /O -
E-mail - . .
NP Traps Administration — Save Configuration |1
SMS Status: Configuration saved to Flash Memory.
By Ad

ministration E— s e

Backup and Restore
Firmware Update
Reboot
Factory Default
E _y Diagnostics
System Log
Debug Tools
Save Configuration

Picture 81: Status message after saving the configuration to Flash memory. The blue-colored notice is disappeared.
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4.46 License Information

This web page provides information related to GNU General Public License
and notes about warranty disclaimer and written offer for corresponding
source code.

2022-11-25/ Edition 1.0

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

www.weidmueller.com

Expand Tree Menu

E 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics

_1 Interface Configuration

_1 Network Configuration

1 Network Senvices

| Firewall Settings

| NAT Settings

VPN

1 Serial Port Settings.

=2 4 Event Settings.
Digital /O
E-mail
SNMP Traps
SMS

£y Administration
System Settings

Firmware Update
Reboot
Factory Default
] Diagnostics
Save Configuration
Logout
License Information

Backup and Restore

https//192.

A Nicht sicher | hitps://192.168.2.252/en/gpl_license.htm

GNU General Public License
Warranty Disclaimer & Written Offer for corresponding source code

This product contains software compenents that are licensed by the copyright holders as Free Software or
Open Source Software under the GNU General Public License, version 2 andfor 3, and/or GNU Lesser
General Public License, version 2.1 and/or 3.0.

This free software is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY, without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE

‘You can obtain the corresponding source code for these software components on a data carrier (CD-ROM,
DVD or USB memory stick). This offer is valid within three years after the most recent conveyance of the
object code by us

Please send your request to the following email address: oss@uweidmueller.com, or via regular mail to the
following address: Weidmuller Interface GmbH & Co. KG, Klingenbergstrasse 26, D-32758 Detmold

Please specify the address to which you wish us to send the source code.

Additional product infermation (e.g. explicit product name, firmware version, serial number, the component
name) will help us to identify the corresponding source cede for you

The source code will be sent to the given address after reimbursement of the expenses actually incurred for
providing the data carrier and shipping

See the following License Information for more details

attr

Most components of the "atir" package are licensed under Version 2.1 of the GNU Lesser General Public

apply J Reset

Picture 82: Screenshot showing window with license information.
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A. Appendix

A1- Network Address Translation: Use cases and how to configure Source NAT and Destination NAT.
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Al-1 Network Address Translation: Overview about NAT application types configurable by destination and source NAT rules (1/2)

NAT Type

1. Destination NAT Protocol /
Port (DNAT)

2. Destination NAT IP (DNAT)

3. Destination NAT Alias IP
(DNAT)

4. Destination NAT IP Subnet
(NETMAP)

5.Destination NAT Alias IP
Subnet (NETMAP)

2022-11-25/ Edition 1.0

Function

An IP packet - typically addressed to Routers (WAN) Interface IP — will be forwarded to a local (LAN)
device dependent on protocol and destination port.

An IP packet - incoming at Routers WAN port and addressed to a “virtual” IP — will be forwarded to a
local (LAN) device based on protocol and destination port.

Each incoming IP packet (typically at WAN port) and having the configured virtual “public” IP as
destination IP, will be forwarded to the configured target IP (real device at LAN side).

Consider: The sending device only can send a packet to the “virtual” IP via the Router's interface, if
either the Router's IP is the default gateway on the sending device, or if a route is configured on the
sender device that the “virtual” IP can be reached via the Router's interface IP.

An IP packet - addressed to an additionally created Router IP (WAN port Alias IP) - will be
forwarded to a local (LAN) device based on protocol and destination port. Typically, as ‘Alias IP’ a
free (unused) IP of the WAN network will be configured which easily can be addressed from WAN
devices resulting in accessing devices at Routers LAN port without having a route to the LAN network.
Effectively, the Router can have multiple IP addresses, the configured WAN port IP and virtual ‘Alias IPs’
to be used as forwarding IPs to real LAN devices. The additional ‘Alias IP’ will be defined and created as
part of the rule configuration.

IP packets - incoming at Routers Interface and addressed to a “virtual” IP range — will be forwarded to
an identical subnet of local (LAN) devices based on used protocol (Any, TCP or UDP). The behavior
of this function is similar as “Destination NAT IP (No. 2)” but with the difference that using this DNAT
type multiple IP addresses (subnet) can be defined for forwarding instead of a single host IP.

IP packets - addressed to additionally created Router IPs (Alias IPs on WAN port) — will be
forwarded to an identical subnet of local (LAN) devices based on used protocol (Any, TCP or UDP).
The behavior of this function is similar as “Destination NAT Alias IP (No. 3)” but with the difference that
using this DNAT type multiple IP addresses (subnet) can be created for forwarding instead of a single
‘Alias IP’ when using NAT type ‘Destination NAT Alias IP (No. 3)".

Use case / Application

Access to a service of a local device (LAN) via Router’s “public”
WAN interface IP. For example, access to a Modbus/TCP slave by
forwarding protocol TCP and port 502.

Hiding a local host (LAN) by a virtual “public” IP. Can be applied for a
full host NAT (use of virtual IP for incoming and outgoing
communication) in combination with NAT type “Source NAT IP/Port’
(No. 6).

Easy access from outside network (WAN) to a local LAN host without
having any knowledge of the LAN network. No routing information is
necessary for WAN devices because they are addressing devices
which seem to be in their own IP subnet.

Hiding a LAN subnet (private) by a virtual “public” IP range when
accessed from outside network (WAN). Can be applied to setup a full
“1:1 NAT” (use virtual public IPs for communication instead of real
LAN IPs) in combination with NAT type “Source NAT IP Subnet” (No.
7) which replaces real source IP by the virtual “public* IP for outgoing
traffic.

Easy access from the outside network (WAN) to a local LAN IP
subnet (multiple devices) without having any knowledge of the LAN
network (WAN devices do not need any routing information).
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Al-1 Network address translation: Overview about NAT application types configurable by destination and source NAT rules (2/2)

NAT Type Function Use case / Application

6. Source NAT IP / Port (SNAT) Replacement of the source IP of a host by a virtual “public” IP when the host device (typically a LAN Hiding a private network device at LAN side by using the virtual
member) initiates an outgoing communication via the Router. When a host packet passes the Router, “public” IP for outside communication initiated by the private host.
the original source IP will be replaced by the configured IP of the SNAT rule when matching to defined
criteria. Can be used for a host 1:1 NAT in combination with NAT type

“Destination NAT IP” (No. 2). If both rules will be configured, the
virtual IP is used as source IP for outgoing traffic initiated by the
private LAN host as well as accessible destination IP if outside
network devices initiate a connection to the private LAN host .

7.Source NAT IP Subnet Replacement of the source IPs of a subnet (multiple devices) by a defined virtual “public” IP range Hiding a private subnet at LAN side by a virtual “public” IP range for
(NETMAP) (subnet). For any host (device) of the defined subnet the host source IP will be replaced for outgoing outside communication initiated by the private host (belonging to this
communication passing the Router. subnet).

Can be used for a subnet 1:1 NAT (both directions) in combination
with NAT type “Destination NAT Subnet” (No. 5).

General note about applying of Source and Destination NAT:
« Source NAT replaces the source IP of an IP packet immediately before it will leave the Router outgoing on a defined or any
interface. Any firewall rules applied to the IP packet have been done before to the original source IP if referred inside of a
Firewall rule.

« Destination NAT replaces the destination IP of an IP packet immediately when it arrives at a defined or any Router interface.
Any firewall rules applied to the IP packet when passing the Router will be done, if referred, to the new destination IP.
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A1-2 Example of NAT type (1) ‘DNAT Protocol/Port’ > IP forwarding based on used protocol/port to a local (private) host via Router’s interface IP (1/3)

Task Condition Solution
+ Control device (Modbus/TCP Master using Protocol TCP / Port + Gateway of control device is set to company router » Configure a DNAT rule on Router 1 that each incoming IP
502) ) shall have access to Modbus/TCP slaves Device 1.1 at (172.16.0.1). packet with destination IP 172.16.1.21 (Router's WAN IP) and
machine network 1 and Device 2.1 at machine network 2. + No routes can be configured on the control device to access having protocol TCP / Port 502 will be forwarded to LAN IP
Modbus Slave devices connected at Routers LAN side. 192.168.1.10.
» Configure a DNAT rule on Router 2 (WLAN) that each

incoming IP packet with destination IP 172.16.1.23 (Router's
WLAN IP) and having protocol TCP / Port 502 will be forwarded
to LAN IP 192.168.1.10.

SCADA Server Control Device Access Point ,l\
172.16.1.10 172.16.1.11 172.16.1.12 17216113 2 Company Router
GW 172.16.0.1 oW 172.16.0}/ GW 172.16.0.1 \ GW 172.16.0.1 |'\ 1721601

Switched production
iy I P | I [
172.16.0.0 / 255.255.0.0 &
WAN 172.16.1.21 =
[ )

WLAN 172.16.1.23

Router 1
CW 172160108 Internet/WAN GW 172.16.0.1 Router 2 (WLAN)
\_ DNAT IP (Rule type 1) | 3 9 Connection = Internet/WAN
Forward incoming packet with destination 197, WAN Port I _DNAT_ IP (Rule type 1) . Connection =
IP 172.16.1.21, protocol TCP / port 502 to Forward incoming packet with destination Wireless Client
IP 192.168.1.10. TCP/502 ! IP 172.16.1.23, protocol TCP / port 502/t0
g T LAN IP 192.168.1.10, TCP/502 =
/ 192.168.1.254 199.166.1.254
Device 1.1 Device 1.2 Device 1.3 Device 2.1 Device 2N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 *hk 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 Machine network 2 192.168.1.0 / 255.255.255.0
J - J
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A1-2 Example of NAT type (1) ‘DNAT Protocol/Port’ > IP forwarding based on used protocol/port to a local (private) host via Router’s interface IP (2 /3)
Configuration of rule ,,DNAT Protocol/Port” on Router 1 according to illustrated application.

NAT Settings — Destination NAT (Forwarding) [ WAN 172.16.1.21 |
GW 17216 0.1 Router 1
Add / Edit Forwarding Rule 3 = Intemet/WAN
Description: |DNAT—Protocola’Port—Forv.'arding | ' Cl;::tNec::l’mr]t:
DNAT Scope: ® Port/Host ) Subnet - )
Rule Matching Criteri — IP 172.16.1.21, protocol TCP / port 502
ule Matching Criteria:
Incoming Interface: IP 192.168.1.10, TCP/502 =N
Protocol: TCP hd . o 192.168.1.264
- Definition of criteria for
Source IP/Netmask @An\,r (_! Specify ! T the incoming packet
Destination IP: ®)IP of selected incoming Interface that have to match in
C Specify Create as additional Alias IP order to be forwarded. J
Destination Port: _ Device 1.1 Device 1.2 Device 1.3
192.168.1.10 192.168.1.11 192168.1.12
Replace Destination IP / Destination Port by: GW 192 168 1 2k4 GW 192 168 1 264 GW 192.168.1.254
DNAT P
DNAT Port: ® Unchanged C Change to: Deﬁnition of new target Machine network 1 192.168.1.0 / 255.255.255.0
o  settings for packet \ )
Activation Status: T
200

Active ,,DNAT Protocol/Port“ forwarding rule after applying:

Active Forwarding Table:

. Source IP - N . DNAT :
# Description Iln(t:u-rlgng Protocol ! IDP?'?I{TQ"OE D%Snﬁtlon AIIES IPISEtAT K Destination Adt?lve d Operations
nterface Netmask etmasl 0 mas| Port (enabled)
d . Delet
1 DNAL';’\?;:’;?]';P”“ WAN | TcP | Any |interface IP| 502 0 [192.168.1.10| Unchanged [ Edit ] Delete] -

ooy [ e

Result: Modbus/TCP communication to Device 1.1 (real IP 192.168.1.10) can be established from WAN
network via Router's [P 172.16.1.21.
Each IP packet incoming at WAN interface with (Router's) destination IP 172.16.1.21, protocol TCP
and port number 502 will be forwarded to device with IP address 192.168.1.10.
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A1-2 Example of NAT type (1) ‘DNAT Protocol/Port’ > IP forwarding based on used protocol/port to a local (private) host via Router’s interface IP (3 /3)
Configuration of DNAT Rule on Router 2 (WLAN) according to illustrated application.

NAT Settings — Destination NAT (Forwarding) [

Add | Edit Forwarding Rule

Description:
DNAT Scope:

Rule Matching Criteria:

| DMAT-Protocol/Port-Forwarding

® Port/Host O Subnet

Weidmiiller 3£

WLAN 172.16.1.23
GW172.16.0.1 i:J. Router 2 (WLAN)
Internet/WAN
Connection =
Wireless Client

IP 192.168.1.10

LAN
192.168.1.254

Device 2.1 Device 2.N
192.168.1.10 0 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254

Machine network 2 192.168.1.0 / 255.255.255.0

Incoming Interface: WLAN v
Protocol: TCP v . .
- . Definition of criteria for
Source IP/Netmask @ Any (U Specify ! — the incoming packet
Destination IP: ® |P of selected incoming Interface that have to match in
O Specify Create as additional Alias IP order to be forwarded.
Destination Port: |
Replace Destination IP / Destination Port by: ] Definition of new target
DNAT IP: 192.168.1.10 . settings for packet
DMNAT Port: ® Unchanged _) Change to: redirection.
Activation Status:
200
Active ,DNAT IP Forwarding*“ rule after applying:
Active Forwarding Table:
. Source [P - - . DNAT .
- Incoming Destination |Destination| Alias DNAT A Active -
# = interface| "% | | |IPNetmask| Port | IP [IPNetmask [ DeSInatON Jongpieq) - Operations
. DMNAT-Protocol/Port- Delete
1 Forwarding WLAN | TCP Any |Interface IP h02 0 |152.168.1.10| Unchanged m--

I 3

Result: Modbus/TCP communication to Device 2.1 (real IP 192.168.1.10) can be established from WAN
network via Router's IP 172.16.1.22.

Each IP packet incoming at WLAN interface with (Router's) destination IP 172.16.1.22, protocol TCP
and port number 502 to will be forwarded to device with IP address 192.168.1.10.
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A1-3 Example of NAT type (2) ‘DNAT IP’ -> IP forwarding (independent of used protocol/port) to a local (private) host via a virtual ‘public’ IP (1/3)

Task

Condition

Solution

« Control device shall have access to hidden .
(private) devices Device 1.1 at machine network
1 and Device 2.1 at machine network 2.

Devices 1.1 and 2.1, both having same IP
address 192.168.1.10, must be accessible via
unique IP addresses.

+ Configure a DNAT rule on Router 1 that each incoming packet with destination IP
192.168.100.10 (any free unused IP) and independent of used ,Protocol’ and ,Destination port'

will be forwarded to IP address 192.168.1.10 of the LAN network.

+ Configure a DNAT rule on Router 2 that each incoming packet with destination IP
192.168.200.10 (any free unused IP) and independent of used ,Protocol’ and ,Destination port’

will be forwarded to IP address 192.168.1.10 of the LAN network.

Note: This use case requires 2 routes configured on the control device or needs any other routing
information that IP 192.168.100.10 is reachable via IP 172.16.1.21 and IP 192.168.200.10

accessible via IP 172.16.1.23.

~N

g
Control Device A Point |

SCADA ccess Poin

172148140 17??2’?11 172.16.1.12/ GW: 172.16.0.1 17246413 2| Company Router

oW 1724604 | low 1721604/ | Has defined a route to 192.168.100.10 via 172.16.1.22 GW 172.16.0.1 A 172.16.0.1 —g Internet

— i Has defined a route to 192.168.200.10 via 172.16.1.23 /
Switched production | I — ]
network
172.16.0.0 ] 255.255.0.0 Wéxlgglgg? WLAN 172.16.123 oy
— Router 1 GW 1721601 g | Router2(WLAN)
). Internet/WAN = Internet/WAN

Al connection = DNAT IP (Rule type 2) conection = ,
OIWardvirtuatie: . Forward virtual IP: i i
192 168.100.10 WAN Port S—— Wireless Client
toP 192.168.1.10 £ e o

Protocol any, Port an

y y) LAN Protocol any, Port any) | 192 168.1.254
1921168.1.254
Device 1.1¥ Device 1.2 Device 1.3 yDevice 2.1 Device 2.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 . 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 ) Machine network 2 192.168.1.0 / 255.255.255.0

2022-11-25/ Edition 1.0
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A1-3 Example of NAT type (2) ‘DNAT IP’ -> IP forwarding (independent of used protocol/port) to a local (private) host via a virtual ‘public’ IP (2 / 3)

Configuration of rule ,,DNAT IP“ on Router 1 according to illustrated application.

OrK
NAT Settings — Destination NAT (Forwarding) [ 1 255.255.0.0 WAN 172.16.1.21
GW 172.16.0 1 Router 1
Add / Edit Forwarding Rule Internet/WAN
Description: [DNAP-IP_Type-2 | -_. ‘ connection =
DNAT Scope: ® Port/Host ) Subnat | WAN Port I
Rule Matching Criteria: I 192.168.100.10
Incoming Interface: 192.166.1.10
P I: A -
fotoco - ~ . Definition of criteria for LAN
Source [P/Netmask ® Any () Specify ! the incoming packet 192|168.1 254
Destination IP: O IP of selected incoming Interface that have to match in [
® Specify [J Create as additional Alias IP order to be forwarded.
Destination Port: Device 1.1y Device 1.2 Device 1.3
- 192.168.1.10 192.168.1.11 192.168.1.12
Replace Destination IP / Destination Port by: Definition of new target GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
e feotein | settings for packet Machine network 1 192.168.1.0 / 255.255.255.0
DNAT Port: Unchanged Change to: redirection. \ ) S ) U y,
Activation Status:
(ni
Active ,DNAT IP“ forwarding rule after applying:
Active Forwarding Table:
. Sourca IP R - . DMNAT .
e Incoming Destination |Destination| Alias DNAT St Active .
F| Description inerface[Protocol T | IPiNetmask | Port | IP | IPNetmask | DeStnaton onapieg) LTI
«1 ONAPE_TYPe| yyan | Any | Any  [192.168.100.10(Unchanged| 0 [192.168.1.10 Unchanged Eﬂ-
vy

Result:

Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via IP 192.168.100.10.

Each IP packet incoming at WAN interface with destination IP 192.168.100.10 will be forwarded

independent of used protocol and port number to IP address 192.168.1.10.
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A1-3 Example of NAT type (2) ‘DNAT IP’ -> IP forwarding (independent of used protocol/port) to a local (private) host via a virtual ‘public’ IP (3 /3)
Configuration of rule ,,DNAT IP* on Router 2 (WLAN) according to illustrated application:

| %
NAT Settings — Destination NAT (Forwarding) (1] WLAN 172.16.1.23 o,
L
Add / Edit Forwarding Rule GW172.16.0.1 ° R"i'":er 2bﬂmﬂi
o B nierne
Description: |DNAT—IP_Type—2 | ‘ connection =
DNAT Scope: @ Port/Host O Subnet |- Wireless Client
Rule Matching Criteria: - 192 168.200 10
Incoming Interface: WLAN v
Protocal: Any v 192.168.1.10 = LAN
Source IP/Netmask @An\,r O Specify ! - DefI‘nItIOH .Of criteria for 192.168.1.254
Destination [P: OIP of selected incoming Interface the incoming packgt
® Soec OCreat dditional Alias 1P that have to match in
I I . pE.‘CIfy - . . reate as additiona 1as order to be forwarded
Destination Port: B 'DBVi[}E 21 Device 2N
Replace Destination IP / Destination Port by: = o _ e 192.168.1.nn
DNAT IP Dibliel e e gt GW 192.168.1.254 GW 192.168.1.254
settings for packet
DMNAT Port: Unchanged Change to: directi .
- , - econ: Machine network 2 192.168.1.0/255.255.255.0
ctivation Status: \ y
o

Active ,DNAT IP“ forwarding rule after applying:

Active Forwarding Table:

. Source [P _— " . DNAT .
#| Description Incoming Protoesl / Destination |Destination| Alias ONAT Destination Active Operations
Interface Netmask IPiNetmask Port IP | IPINetmask Port (enabled)

3
—

DMAT-IP_Type-
2

Delet
WLAN | Any Any 192.168.200.10|Unchanged] 0 |192.168.1.10] Unchanged m-

M 3

Result:  Device 2.1 (real IP 192.168.1.10) can be accessed from WAN network via IP 192.168.200.10.

Each IP packet incoming at WLAN interface with destination IP 192.168.200.10 will be forwarded
independent of used protocol and port number to IP address 192.168.1.10.
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A1-4 Example of NAT type (3) ‘DNAT Alias IP’ -> IP Forwarding to local (private) host based on additional Router IP (Alias IP) (1/3)

Task

Condition(s)

Solution

\J

+ Control device shall request data from hidden
(private) devices
o Device 1.1, Device 1.2 at machine network 1
and
o Device 2.1 at machine network 2.

« Gateway of control device is set to company
router (172.16.0.1).

* No routes can be configured on control device.

* |P address range 172.16.1.30 to 40 is not used
inside of class B production network 172.16.1.0
/16.

» Configure first DNAT rule on Router 1 including creation of an (additional) Alias IP 172.16.1.31
at WAN port that each incoming packet with destination IP 172.16.1.31 will be forwarded to LAN
IP 192.168.1.10, independent of used protocol‘ and (destination) port.

+ Configure second DNAT rule on Router 1 including creation of an (additional) Alias IP
172.16.1.32 at WAN port that each incoming packet with destination IP 172.16.1.32 will be
forwarded to LAN IP 192.168.1.11, independent of used protocol and (destination) port..

« Configure one DNAT rule on Router 2 including creation of an (additional) IP 172.16.1.33 at
WLAN interface that each incoming packet with destination IP 172.16.1.33 will be forwarded to
LAN IP 192.168.1.10, independent of used protocol* and (destination) port.

( ~
SCADA Server Control Device Access Point |
172.16.1.10 172.16.1.11 179 16.1 19 216113 B Company Router @
16.1. =
GW 172.16.0.1 GW 172.16.0.1 GW 172.16.0.1 GW 172.16.01 | V\ 172.16.0.1
Switched production | I | I
network
172.16.0.0/ 255.255.0.0 WAN 172.16.1 21 \
GW 172.16.0.1 Router 1 WLAN 172.16.1.23 ‘?' Router 2 (WLAN)
A-J. Internet/WAN GW 172.16.0.1 L Internet/ WAN
DNAT Alias IP (Rule type 3) L Secn DNAT Alias IP (Rule type 3) | CELEELAS
Alias IP (WAN) 172.16.1.31 - Forward to IP 192.168.1.10 | WANPort  ———— 1S IP (WAN) 172.16.1.33 > Forward to [P 192168110 |- Vg Wireless Client
: —
Alias IP (WAN) 172.16.1.32 = Forward to IP 192.168.1.11 Protocol any, Port any)
Protocol any, Rort any) = AN b= | AN
\ TR \ | 192.168.1.254
Device 1.1 Device 1.2 Device 1.3 Device 2.1 Device 2.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 L Machine network 2 192.168.1.0 / 255.255.255.0 )
g
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A1-4 Example of NAT type (3) ‘DNAT Alias IP’ > IP Forwarding to local (private) host based on additional Router IP (Alias IP) (2/3)

Configuration of first rule type ,,DNAT Alias IP“ on Router 1 according to illustrated application:

NAT Settings — Destination NAT (Forwarding)

\J

WAN 172.16.1.21
GW 172.16.01

1/ Router 1

Add / Edit Forwarding Rule Internet WAN
DNAT Alias IP (Rule type 3) connection =
s [DNAT Alias IP-172.16.1 31 Alias [P (WAN) 172.16.1.31 > Forward o IP 192.168.1.10 (S T
DNAT Scope: @ Port/Host O Subnet Alias IP (WAN) 172.16.1.32 = Forward to IP 192.168.1.11 ;
Rule Matching Criteria: e Protocol any, Rort any) = LAN
Incoming Interface:
Protocol Definition of criteria for 192.168.1.254
Source IP/Netmask ® Any O Specify ! L the incoming paCke.t
Destination IP: OIP of selected incoming Interface E)I‘:'?jte?;tac\)lebéof(r)nr:/tac::jlerlj Device 1.1 Device 1.2 Device 1.3
® Specify Create as additional Alias IP ' 192.168.1.10 192.168.1.11 192.168.1.12
Destination Port: GW 192.168.1.254 GW 192.168.1.254 GW 192 168 1.254
o o :_ Definition of new target Machine network 1 192.168.1.0 / 255.255.255.0
Replace Destination IP / Destination Port by:

DNAT IP- settings for packet
redirection.
DMAT Port: Unchanged Change to:
Activation Status: -
By activating checkbox ,Create as additional Alias IP*
the incoming interface (here WAN Port) gets the defined
IP address as additional IP. This IP address may not be
used for any other network device to which the selected
Active ,,DNAT Alias IP“ rule after applying: incoming interface is connected.

Active Forwarding Table:

\ Source IP _— - . DNAT .
# Description Ilnqt:orl;‘nng Protocol I%?;“?ami Desltjmf_?mn Allgs IF’!BNtlf K Destination ACL'TG d Operations
nterface Netmask stmas ol etmas Port (enabled)
1 ngfg'j's?}'f' WAN | Any Any  [172.16.1.31|Unchanged| 1 [192.168.1.10| Unchanged
2 ngfg'j's?}'zp' WAN | Any Any  [172.16.1.32|Unchanged] 1 [192.168.1.11 Unchanged

Result:  Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via additional Router IP 172.16.1.31.
Device 1.2 (real IP 192.168.1.11) can be accessed from WAN network via additional Router IP 172.16.1.32
No routing information is necessary for WAN devices because they can address these devices like being in their own IP subnet.
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A1-4 Example of NAT type (3) ‘DNAT Alias IP’ > IP Forwarding to local (private) host based on additional Router IP (Alias IP) (3/3)
Configuration of rule type ,,DNAT Alias IP“ on Router 2 (WLAN) according to illustrated application:

NAT Settings — Destination NAT (Forwarding)

Add | Edit Forwarding Rule

Description: |DNATAIias IP-172.16.1.33
DNAT Scope: ® Port/Host (O Subnet
Rule Matching Criteria:
Incoming Interface:
Protocal:
Source IP/Netmask @ Any O Specify

Destination IP:

Destination Port:

O IP of selected incoming Interface

® Specify  [172.16.1.33 Create as additional Alias IP

Replace Destination IP / Destination Port by:

Definition of criteria for
the incoming packet
that have to match in

NJ

Protocal any, Port any)

Y
WLAN 172.16.123 7=
OW 1721601  gelt

DNAT Alias IP (Rule type 3)
" Alias IP (WAN) 172.16.1.33 = Forward fo IP 192.168.1.10

Internet/\WWAN
connection =
71=  Wireless Client

Router 2 (WLAN)

order to be forwarded.

Definition of new target

—
L .,
\ | 192.168.1.254
Device 2.1 Device 2.N
192.168.1.10 192.168.1.nn
GW 192.168.1.254 GW 192 168.1.254
Machine network 2 192.168.1.0 / 255.255.255.0

DNAT IP: settings for packet
DNAT Port: Unchanged Change to: redirection.
Activation Status: O ]
By activating checkbox ,Create as additional Alias IP*
the incoming interface (here WAN Port) gets the defined
IP address as additional IP. This IP address may not be
used for any other network device to which the selected
Active ,,DNAT Alias IP“ rule after applying: incoming interface is connected.
Active Forwarding Table:
. Source IP - R ) DMAT .
# Description Ilnnt:orlF‘llng Protocol / Il:g,?ﬁt'?atloi Deslgln?ttlon AIHF‘?S P jEN&T K Destination ACtb“l‘e d Operations
nterface Netmask etmas 0l etmas Port (enabled)
1 D;\J%Tgi?sgg— WLAN [ Any Any 172.16.1.33|Unchanged| 1 |192.168.1.10] Unchanged O
Result: Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via additional Router's Alias IP 172.16.1.33 (assigned to

WLAN interface).

No routing information is necessary for WAN devices because this device can be addressed like being in their own IP subnet..
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A1-5 Example of NAT type (4) ‘DNAT IP Subnet’ -> IP subnet forwarding to a local (private) subnet via a virtual “public” IP range (1/3)

Task

Condition(s)

Solution

+ Control device shall request data from hidden
(private) devices

Device 1.1 (192.168.1.10), 1.2

(192.168.1.11) and 1.3 (192.168.1.12) of

machine network 1 and

all devices 2.1 to 2.N (192.168.1.1 to 253)

of machine network 2.

* Devices of networks 1 and 2 - partly having
same IP addresses - must be accessible via
unique IP addresses.

+ Create a DNAT rule on Router 1 that each incoming packet with a destination IP of subnet
192.168.100.8 / 29 (Range 192.168.100.9 - .14) and based on used protocol (Any, TCP or UDP)
will be forwarded to corresponding IP subnet 192.168.1.10 / 29 (IP addresses 192.168.1.9 - 14)
of the LAN network.

« Create a DNAT rule on Router 2 that each incoming packet with destination IP subnet
192.168.200.0 / 24 (Range 192.168.200.1 to 254) and based on used protocol (Any, TCP or
UDP) will be forwarded to corresponding IP range 192.168.1.0 / 24 (Range 192.168.1.1 to 254)
of the LAN network .

Note: This use case requires 2 routes configured on the control device or needs any other routing
information that subnet 192.168.100.8 / 29 is reachable via WAN IP 172.16.1.21 and IP
192.168.200.0 / 24 is accessible via WAN IP 172.16.1.23.

~N

p
Control Device
SCADA .
172.16.1.10 Server 172.16.1.12 / GW: 172.16.0.1 Access Point ’Q‘ Company Router
16.1. 172.16.1.11 - 17216113 @ Internet
oW 17216.01 | law 172.16.0.1 Has defined a route to 192.168.100.8 / 29 via 172.16.1.22 6.1, 172.16.0.1
_ _ — | | Has defined a route to 192.168.200.0 / 24 via 172.16.1.23 GW 172.16.0.1
Switched production — I ~ ]
network *
172.16.0.0 / 255.255.0.0 WAN 172.16.1.2 WLAN 172.16.1.23 7=
Router 1 GW1721601 ®  Router2 (WLAN)
Internet/WAN = Internet/WAN
DNAT Subnet (Rule type 4) connection = Fomar?ir‘:/ﬁtzjuszgzteﬁ;? 1%5;3()) 0/24 ‘ connection =
“— Forward virtual subnet 192.168.100.8 / 29 WAN Port ——= o subnet 192 168 1 0 /'2 4 : ] /|- Wireless Client —=
to subnet 192.168.1.8 / 29 (Range 192 168.1.1- 254)
(Range 192.168.1.9-.14) =l | AN (Erolosol a.n : F.’o. " z;ny) = Y
(Protocol any, Port any) | 192.168.1.254 | 192.168.1.254
I 2"}
Device 1.1 Device 1.2 Device 1.3 Device 2.1 Device 2.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.1 o 192.168.1.253
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 ) L Machine network 2 192.168.1.0 / 255.255.255.0
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A1-5 Example of NAT type (4) ‘DNAT IP Subnet’ -> IP subnet forwarding to a local (private) subnet via a virtual “public” IP range (2/3)

Configuration of rule type ,,DNAT IP Subnet“ on Router 1 according to illustrated application:

NAT Settings — Destination NAT (Forwarding) m 72.16.0.0 / 255.255.0.0 WAN 172.16.1.2
Add / Edit Forwarding Rule GW172480.1 Router 1
: 4 Internet/WAN
Description: [DNAT-Subnet-192.168.100.8/29 | | connection =
DNAT Scope: ) Port/Host ® Subnet 192.168.100.8 / 29 | WAN Port —
Rule Matching Criteria: L o 192.166.1.8 / 29 }
Incoming Interface: E)?Tr?letl?nn(;g;g:;ena it LAN
Protocol Any v _ packet that have to | 192 168 1 254
Source IP/Netmask @ Any ) Specify ! match in order to be "y
Destination IP / Netrmask: ! [ Create as additional Alias IP forwarded.
Device 1.1 Device 1.2 Device 1.3
Replace Destination " _ _ _
ST Definition of new target GW 192.168.1.254 | | GW 192.168.1.254 | | GW 192.168.1.254
DNAT IP / Netmask: 129 } subnet for packet
TG redirection. \ Machine network 1 192.168.1.0 / 255.255.255.0 )

Active ,,DNAT IP Subnet® rule after applying:

Active Forwarding Table:

. Source [P _— - . DNAT .
e Incoming Destination  |Destination | Alias DNAT et Active .
# Description Interface |~ ! | IPNetmask Port | IP | IPNetmask | DSSEMa0OM |ionapjgq) ~ Operations
. DNAT-Subnet- Edit | Delete
1 192_168_1‘[‘][;;29 WAN | Any Any  [192.168.100.8/29|Unchanged| 0 [192.168.1.8/29| Unchanged il

vy et

Result: Device 1.1 (real IP 192.168.1.10) can be addressed from WAN network by virtual IP 192.168.100.10. Device 1.2 (real IP 192.168.1.11)
can be addressed from WAN network by virtual IP 192.168.100.11.
Device 1.3 (real IP 192.168.1.12) can be addressed from WAN network by virtual IP 192.168.100.12.
Note: WAN devices need a route information that IP addresses 192.168.100.10/11/12 are accessible via Router's WAN IP 172.16.1.21.
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A1-5 Example of NAT type (4) ‘DNAT IP Subnet’ -> IP subnet forwarding to a local (private) subnet via a virtual “public” IP range (3/3)
Configuration of rule type ,,DNAT IP Subnet“ on Router 2 (WLAN) according to illustrated application:

- - - . -
NAT Settings — Destination NAT (Forwarding) [ WLAN 172.16.123 ‘2
Add / Edit Forwarding Rule GW 172.16.0.1 ° Rn:utt:r Ztgmm
nterne

Description: [DNAT-Subnet-192.168 200.0/24 | connection =
DNAT Scope: O PortHost ®Subret 1921682000724 W], wireless Client ——
Rule Matching Criteria: 192.168.1.0 /24 ,E' r i

ncopiglipietace; WLAN v Definition of criteria for = N

Protocol: Any hd . the incoming packe_t 192 168.1 254

Source IP/Netmask ® Any ) Spacify f that have to match in

Destination IP / Netmask: ! [ Create as additional Alias IP order to be forwarded.
Replace Destination ‘ Device 2.1 Device 2N
Subnet by: Definition of new target 192.168.1.1 s 192.168.1.263

DNAT IP / Netmask 24 } subnet for packet GW 192 168 1254 GW 192.168.1.254
Activation Status: i direction.

redirection Machine network 2 192.168.1.0 / 255.255.255.0

I:::I Reset ‘ h 2

Active ,DNAT IP Subnet” rule after applying:

Active Forwarding Table:

. Source [P - - . DNAT .
# Description Iln;:orr;:ng Protocol ! "l;?;ﬂTatlor; Deslgn:_athon A:?s IP}ENlAT K Destination ACT.t;Ted Operations
nterface Netmask etmas| ol etmas Port (enabled)
DNAT-Subnet- Edit | Delete
1 192.153.2%0?5;24 WLAN | Any Any  [192.168.200.0/24Unchanged| 0 [192.168.1.0/24| Unchanged il I

ooy [ ot

Result:  Each device of machine network 2 with real IP 192.168.1.xx can be accessed from WAN network via corresponding virtual IP 192.168.200.xx.

Note: WAN devices need a route information that IP subnet 192.168.200.0 is accessible via Router's WAN IP 172.16.1.23.
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\J

A1-6 Example of NAT type (5) ‘DNAT Alias IP Subnet’ - Forwarding of IP packets - addressed to virtual Router Alias IPs - to a real IP subnet (1/2)

Task

Condition(s) Solution

« Control device shall access units Device 49 to
Device 62 of machine network 1.

devices.

« Gateway of control device is set to company
router (172.16.0.1).

+ No routes can be configured on the control
device to access Router‘s LAN network

* IP address range 172.16.1.80 to 172.16.1.99 is
not used inside of class B production network

+ Configure a DNAT rule on Router 1 including creation of Alias IPs of subnet 172.16.1.80 / 28 (IP
range 172.16.1.81 - 94) additional at WAN port that each incoming packet having a destination
IP of this Alias IP subnet will be forwarded to the corresponding IP address of subnet
192.168.1.48 / 28 inside of the LAN network.

Note: This example scenario forwards IP packets independent of used protocol (Any, TCP or
UDP) but can be configured as additional criterion if necessary. .

172.16.1.0/ 16.

1
SCADA Server Control Device Access Point Zza» Company Router
GW172.16.0.1 | | GW 172.16.01 GW 172.16.0.1 GW 172.16.0.1 o
Switched production — |
network
172.16.0.0 / 255.255.0.0 WAN 172.16.1.21
GW172.16.0.1 Router 1
B 5 Internet/WAN
DNAT Alias IP Subnet (Rule type 5) connection =
Rule creates (WAN) Alias IPs of subnet 172.16.1.80 / 28 (Covers IP addresses 172.16.1.81 to 94) WAN Port J
and forwards incoming IP packets with destination IP of this range N
to correspondent IP addresses of subnet 192.168.1.48 / 28 (Covers P addresses 192.168.1.49 to .62) ; LAN
Protocol any, Port any \ | 192.168.1.254
Device 1 Device 2 Device 48 Device 49 Device 50 Device 62
192.168.1.1 192.168.1.2 wxk | 192.168.1.48 192.168.1.49 192.168.150 | *** | 192.168.1.62
GW 192.168.1.251 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 | | GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0
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A1-6 Example of NAT type (5) ‘DNAT Alias IP Subnet’ - Forwarding of IP packets - addressed to virtual Router Alias IPs - to a real IP subnet (2/2)

Configuration of rule type ,,DNAT Alias IP Subnet“ on Router 1 according to illustrated application:

172.16.0.0 / 255.255.0.0
= = = . WAN 172.16.1.21

NAT Settings — Destination NAT (Forwarding) W 17216071 e
Internet/WAN
. = DNAT Alias IP Subnet (Rule type 5) connection =

Add [ Edit Forwardi ng Rule Rule creates (WAN) Alias IPs of subnet 172.16.1.80 / 28 (Covers IP addresses 172.16.1.81 to 94) WAN Port

and forwards incoming IP packets with destination IP of this range
Description: |D MAT-Alias-Subnet-172.16.1.80/28 fo correspondent IP addresses of subnet 192.168.1.48 / 28 (Covers P addresses 192.168.1.49 to 62) LAY

Protocol any, Port any

DNAT Scope: O Port/Host ® Subnet \ | 192166.1.254

Rule Matching Criteria: | | |
1 1 1
Incoming Interface: VAN Port w Device 1 Device 2 Device 48 Device 49 Device 50 Device 62
Prot I 192.168.1.1 192.168.1.2 i 192.168.1.48 192.168.1.49 192.168.1.50 || 192.168.1.62
rotocol: ny GW 192.168.1.251 GW 192.168.1.254 GW 192.168.1.264 GW 192.168.1.254 GW 192.168.1.264 GW 192.168.1.254
Source IP/Netmask @ Any ) Specify !

Machine network 1 192.168.1.0/255.255.255.0

Destination IP / Netmask: [172.16.1.80 I & Create as additional Alias IP - — -
l | Definition of criteria for the incoming packet that

Replace Destination I\ have to match in order to be forwarded.
Subnet by: I

DNAT IP / Netmask: I |28 } Definition of new target subnet for packet redirection.
Activation Status: \ ‘ \
IP Subnet 192.168.1.48 / 28: Alias IP Subnet 172.16.1.80 / 28:
Net address: 192.168.1.48 Net address: 172.16.1.80
Host IP range : 192.168.1.49 to 62 (14 Hosts) Host IP range : 172.16.1.81 to 94 (14 Hosts)
Broadcast address: 192.168.1.63 Broadcast address: 172.16.1.95

Active ,DNAT Alias IP Subnet* rule after applying:

Active Forwarding Table:

. Source IP - — . DNAT .
# Description Ilnforl;nlng Protocol ! l%?;m:atmi Desg,lnfttlon A:gs P .l'ﬁ NtAT K Destination Adt;‘;e d Operations
nterface Netmask etmas 0 etmas Port {enabled)
DMAT-Alias-Subnat-
1 172 16.1 80/28 WAN Any Any  |172.16.1.80/28|Unchanged| 1 [192.168.1.48/28| Unchanged

Result: Device 49 (real IP 192.168.1.49) can be accessed from WAN network via Router’s Alias IP 172.16.1.81.
Device 50 (real IP 192.168.1.50) can be accessed from WAN network via Router‘s Alias IP 172.16.1.82.

Device 62 (real IP 192.168.1.62) can be accessed from WAN network via Router's Alias IP 172.16.1.94.
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A1-7 Example of NAT type (6) ‘SNAT IP Address’ -> Hiding a (local) host IP by a virtual ‘public’ IP for outgoing traffic (1/4)

Task

Condition(s)

Solution

* Device 1.1, 1.2, 2.2 and Device
3.1 located at different machine
networks shall push any datato a
database server located in the
upper-level production network.

* Devices 1.1, 1.2 and 3.1 push
their data via protocol UDP / port
4000.

* Device 2.2 establishes a TCP /
4001 socket and sends its data
via this connection type.

* Due to network security
reasons each device sending
data to the database server
shall be identified by a unique
IP address (for example for
evaluation by a Firewall in the
communication path).

For this reason, masquerading
at WAN port of the Routers
may not be used.

« Create on Router 1 two SNAT rules that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.10 respectively
192.168.1.11, protocol UDP and destination port 4000 - the source IP by 192.168.10.10 respectively IP 192.168.10.11 (any free unused
IPs). New IPs 192.168.10.10/11 will now become the ,public* IPs for communication with the addressed database server.

+ Create on Router 2 an SNAT rule that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.11, protocol TCP
and destination port 4001 - the source IP by 192.168.10.12 (any free unused IP). If the TCP connection has been established, the
replacement IP 192.168.10.12 becomes the ,public* IP for the bidirectional communication between the devices.

+ Create on Router 3 an SNAT rule that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.10, protocol UDP
and destination port 4000 - the source IP by 192.168.10.13 (any free unused IP). If the TCP connection has been established, the
replacement IP 192.168.10.13 becomes the ,public* IP for the bidirectional communication between the devices.

Note: These rules - hiding private (local) IP addresses by virtual public IP addresses - only can be applied for outgoing communication
initiated by the LAN devices. If a local LAN device also shall be accessible via the configured virtual public IP - initiated from
external devices - an IP DNAT rule (No. 2) needs to be configured additionally which forwards incoming IP packets addressed to the
virtual public IP to the real device of the LAN network. Also consider that external devices need to have the routing information that
virtual IPs are accessible via the Router's WAN interface IP.

~N

P
_ _ SCADA Database Server 172.16.1.11 Control Device [ Access Poin* | Company Router
Switched production network 172.16.1.10 GW172.16.0.1 172.16.1.12 172.16.1.13 172.16.0.1 _g Internet
172.16.0.0 / 255.255.0.0 GW 172.16.0.1 Application accepts push data via UDP at port 4000 oW 1'72'16 04 o A o V| 255255.0.0
L . ~GW 172.16.0. GW 172.16.0.1 | L9,
I/ Application accepts TCP data connections at port 4001
R, "\ I
WAN 172.16.1.22/16
WAN 172.16.1.21/16 WLAN 172.16.2.23/
GW 172.16.0.1
GW 172.16.0.1 : GW172.16.0.1 =
' No Masquerading No Masquerading ® Router 3 (WLAN)
No Masquerading L Router 1 N Router 2 I =
oy SNATIP (Rule type 6)  WHSER. SNAT IP (Rule type 6) LY. Internet/WAN
SNAT IP (Rule type 6) l Internet/WAN | Internet/WAN connection =
o S Replace Source IP 192.168.1.11 - i : Replace Source IP 192.168.1.10
Replace Source IP 192.168.1.10 by 192.168.10.10 connection = m m II'&g]®| connection = : . Wireless Client
. — — by IP 192.168.10.12 for incoming ' — 1P 192.168.10.13 for incoming —
and Source IP 192.168.1.11 by IP 192.168.10.11 WAN Port : WAN Port . ‘
. : . packets at LAN port with protocol packets at LAN port with protocol
for incoming packets at LAN port with protocol TCP 4001 DP 4 Y
UDP and port 4000 LAN CP and port 400 LAN UDP and port 4000
192.168.1.254 192.168.1.254 | 192.168.1.254
[ \ I ~N | \ |
Device 1.1 Devide 1.2 Device 1.3 Device 2.1 Devide 2.2 Devicd 2.3 Device 3.1 Devick N.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 . 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 JU Machine network 2 192.168.1.0 / 255.255.255.0 J{_ Machine network 3 192.168.1.0 / 255.255.255.0
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A1-7 Example of NAT type (6) ‘SNAT IP Address’ -> Hiding a (local) host IP by a virtual ‘public’ IP for outgoing traffic (2/4)

Configuration of rule type ,,SNAT IP Address* at Router 1 according to illustrated application:

NAT Settings — Source NAT WAN 172.16.1.21/16
. GW 172.16.0.1
Add / Edit Source NAT Rule No M n
o0 Masquerading 1 Router 1
Description: [ SNAT-IP/Protocol/Port Rule 1 | SNAT IP (Rule type 6) "N - Internet/ WAN ——
SNAT Scope: @® Port/Host (O Subnet Replace Source IP 192.168.1.10 by 192.168.10.10 - connection =
Rule Matching Criteria: Definition of criteria for the and S‘Ource IP 1921681 1 1 hy IP 1921681 01 1 WAN Poﬂ )
Outgoeing Interface: packet that have to match in for incoming packets at LAN port with protocol
Protocol: UDP ~ order to replace original source UDP gnd port 4000 LAN
Destination IP / Netmask: ® Any O Specify i IP by defined SNAT IP and f 192.168.1.254
. original destination port by ] U]
S TlE R Sl e defined SNAT port immediately -
Destination Port: [4000 | before outgoing to defined Device 1.1 Device 1.2 et e
interface. 192168110 192168111 192.168.1.12
Replace Source IP / Destination Port by: ‘ GW 192.168.1.254 GW 192 168.1.254 GW 192.168.1.264
SNAT IP: [192.168.10.10 | Definition of replacements for \ Machine network 1 192.168.1.0 / 255.255.255.0 )
SNAT Port: @® Unchanged  Change to: source IP and destination port.
Activation Status:
Active ,SNAT IP Address* rules after applying:
Active SNAT Table :
! Destination N~ SNAT .
- Out S Destinat SNAT A Act :
& Ly intexfacs| T010c0! N e{fﬂ; " PiNetmask | Port | IPINetmask Desg,'gg“"" [enatl}\irtSd] L
= SNP‘T"P’P'DT“’”PD" Rulel wan | uop | any |192.1681.10| 4000 |[192.168.10.10| Unchanged
=2 SNF"T"P’P'“;C“”PD" Rulel wan | uop | any [192168111| 4000 [19216810.11 Unchanged

Result: When Device 1.1 (real IP 192.168.1.10) sends any data using protocol UDP and port 4000 it will be identified by the receiver via IP address 192.168.10.10.
When Device 1.2 (real IP 192.168.1.11) sends any data using protocol UDP and port 4000 it will be identified by the receiver via IP address 192.168.10.11.
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A1-7 Example of NAT type (6) ‘SNAT IP Address’ -> Hiding a (local) host IP by a virtual ‘public’ IP for outgoing traffic (3 /4)
Configuration of rule type ,,SNAT IP Address* at Router 2 according to illustrated application:

NAT Settings — Source NAT WAN 172.16.1.22/16
GW 172.16.01
Add / Edit Source NAT Rule No Masquerading
= Router 2
Description: |SNAT—IP.-'PrDt0c0I.“F’Ur1 Rule | —_ SNAT IP (Rule type 6) : - Internet/WAN
) Replace Source IP 192.168.1.11 |« | -} ) Re
SNAT Scope: (® Port/Host (' Subnet . B : [ connection =
Rule Matching Criteria: __ Definition of criteria for the (— by IP 192 .168.10.12 for incoming " \WAN Port If
Outgoing Interface: packet that have to match in packets at LAN port with protocol P!
Protocol: TCP v ?det;er éo fr.epﬁtgechiTgilrllpal sgurce TCP and port 4001 LAN
Destination IP / Netmask: ® Any (O Spacify rL origi)rl1aledlgsetination por‘tatr)]y | 192.168.1.254
Source IP OAny @ Specify defined SNAT port immediately _ | ~N _
Destination Port: |4ﬂt}1 | before outgoing to defined Device 2.1 Devide 22 Devicd 2.3
_ interface. 192.168.1.10 192.168.1.11 192.168.1.12
Replace Source IP / Destination Port by: ‘ GW 192.168.1.254 GW 192 168.1.254 GW 192 168.1.254
SNAT IP: (1921681092 | _ Definiion of replacements for Machine network 2 192.168.1.0/ 255 255 255.0 J
SNAT Port: ® Unchanged ) Change to: source IP and destination port.
Activation Status:

Active ,SNAT IP Address* rule after applying:

Active SNAT Table :

. Destination — SNAT .
# Description IOLtJlng_‘omg Protocol P/ lpilot:rce K DESFt,II"IfttIOI'I IP!SNU‘:I— K Destination Adtl;l‘re d Operations
ntarface et stmas| o etmas| Port (enabled)
*{ S“AT"PELE‘I’;""“”P"” WAN | TcP Any  [192.168.1.11] 4001 [192.168.10.12| Unchanged

Result: When Device 2.2 (real IP 192.168.1.11) initiates a TCP connection to any WAN device using port 4001 then it will be identified by the
counterpart of the TCP socket by IP address 192.168.10.12 allowing a bidrectional socket data exchange.
Consider:  An addressed WAN device needs a route information that a request from IP 192.168.10.12 has to be replied via Router's WAN
IP172.16.1.22.
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A1-7 Example of NAT type (6) ‘SNAT IP Address’ -> Hiding a (local) host IP by a virtual ‘public’ IP for outgoing traffic (4 /4)
Configuration of rule type ,,SNAT IP Address“ at Router 3 (WLAN) according to illustrated application:

NAT Settings — Source NAT

Add / Edit Source NAT Rule

Description: |SNAT—|P."PFDIDCD|-"PDI’T Rule |
SNAT Scope: ® Port/Host O Subnet
Rule Matching Criteria: -
CQutgeing Interface: WLAN v
Protocol: UDP v
Destination IP / Netmask: @ Any O Specify I —
Source IP OAny @ Spacify
Destination Port: |4UOU |

—

Replace Source |P/ Destination Port by:

SNAT IP: [192.168.10.13 |
SNAT Port: ® Unchanged C Change to:
Activation Status:

Definition of criteria for the
packet that have to match in
order to replace original source
IP by defined SNAT IP and
original destination port by
defined SNAT port immediately
before outgoing to defined
interface.

Definition of replacements for
source P and destination port.

Active ,,SNAT IP Address* rule after applying:

Active SNAT Table :

NJ

WLAN 172.16.2.23/T6~4

GW 172.16.0.1 %\
\ No Masquerading @ Router 3 (WLAN)
SNAT IP (Rule type 6) 4= Intenet/WAN
Replace Source IP 192.168.1.10 connection =
IP 192.168.10.13 for incoming Wireless Client
packets at LAN port with protocol
UDP and port 4000 =S | AN
192.168.1 264
\
Device 3.1 Device N.N
192.168.1.10 - 192.168.1.nn
GW 192 168 1 254 GW 192 166 1.264
Machine network 3 192.168.1.0 / 255.255.255.0

. Destination - SNAT .
# Description ?Iin?_fmng Protocol P/ |p,$40l-1|_;:e K Desgnﬁtlon IPISNtAT k Destination Acltla\lred Operations
nterface NetEsTs etmas| o etmas Port {enabled)
=1 SNAT"P’FF;;‘I’;“O"'P"“ WLAN | UDP | Any  [192.188.1.10| 4000 [192.168.10.13| Unchanged

Result:
IP address 192.168.10.13.
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When Device 3.1 (real IP 192.168.1.10) sends any data using protocol UDP and port 4000 it will be identified by the receiver via
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A1-8 Example of NAT type (7) ‘SNAT IP Subnet’ - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (1/3)

Task

Condition(s)

+ All devices of machine network 1
(Class C) shall push any data to
the database server located in the
upper-level production network
via protocol UDP.

* Devices 2.2 to 2.6 of machine
network 2 (Class C) shall send
their data to the database server
via connection type TCP.

« Due to network security reasons
each device sending data to the
database server shall be
identified by a unique IP address
(for example for evaluation by a
Firewall in between of the
communication path).

« For this reason, masquerading
(N:1 NAT) at WAN port of a
Router may not be used.

Solution

« Configure an SNAT rule on Router 1 that replaces for each incoming IP packet at LAN port - having a source IP of subnet
192.168.1.0/24 and protocol UDP - the source IP with corresponding IP of virtual public IP subnet 192.168.10.0 / 24. (any free unused
IP range). Note: Subnet masks for replacing original source IPs to a new virtual IP range must be identical.

« Configure an SNAT rule on Router 2 that replaces for an incoming IP packet at LAN port - having a source IP of subnet 192.168.1.0 /
29 (IP range 192.168.1.1 to 1.6) and protocol TCP - the source IP with corresponding IP of subnet 192.168.11.0 / 29.

o Consider: For establishing a TCP connection initiated from a device of machine network 2 to the database server using the SNAT
rule, a route needs to be set on the database server that virtual IPs 192.168.11.1 to 192.168.11.6 are accessible via Router's WAN
IP172.16.1.22.

Note: These rules - intended to hide private (local) IP addresses by virtual public IP addresses - only can be applied for an IP
communication which is initated by a (local) LAN device. If an IP communication also shall be initiated from external devices by
addressing a configured virtual public IP, then an IP DNAT rule (No. 2) needs to be configured additionally which forwards
incoming IP packets - addressed to the virtual public IP - to the real device of the LAN network.

N
Database Server - ]
Switched production AN 7216411 (GW 172.16.0.1) Control Device Access Poi | Company Router
network Application accepts push data via UDP at port 4000 172.16.1.12 172.16.1.13 °Q 172.18.0.1 Intemet
GW 172.16.0.1 P . GW 172.16.0.1 GW 172.16.0.1 255.255.0.0
172.16.0.0 / 255.255.0.0 J/’ Application accepts TCP data connections at port 4001 | | | :
I
WAN 172.16.1.21/16 WAN 172.16.1.22/16
GW 172.16.0.1 GW 172.16.0.1
~ NoMasquerading 1 _ = ROUtt‘/e\;V‘,IAN No Masquerading _| Router 2
__ SNAT IP subnet (Rule type 7) . Intemet'WAN SNAT IP subnet (Rule type 7) g . Internet/WAN
Replace generally CAIEE]] 5 Replace source IPs of subnet 192.168.1.0 / 29 (Range connection =
—— source IPs of subnet 192.168.1.0 / 24 by L] A 192.168.1.1 10 1.6) by virtual IPs of subnet 192.168.11.0 / 29 WAN Port \
virtual IPs of subnet 192.168.10.0 / 24 (Range 192.168.11.1 to 1.6) for incoming packets at LAN port
for incoming packets at LAN port. == AN for protocol TCP. =S AN
Protocol UDP. 192.168.1.254 + 192.168.1.254
A
[ [ \
Device 1.1 Device 1.2 Device 1.250 Device 2.1 Device 2.2 Device 2.6 Device 2.7 Device 2.8
192.168.1.1 192.168.1.2 e 192.168.1.250 192.168.1.1 192.168.1.2 Hokk 192.168.1.6 192.168.1.7 192.168.1.8
GW 192.168.1.254| |GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254| [GW 192.168.1.254 GW 192.168.1.254| |GW 192.168.1.254| |GW 192.168.1.254

L Machine network 1 192.168.1.0 / 255.255.255.0 ) L Machine network 2 192.168.1.0 / 255.255.255.0
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A1-8 Example of NAT type (7) ‘SNAT IP Subnet’ - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (2/3)

Configuration of rule type ,,SNAT IP Subnet” at Router 1 according to illustrated application:

P
NAT Settings — Source NAT WAN 172.16.1.21/16
GW 172.16.01
Add / Edit Source NAT Rule  NoMasquerading | t“"”‘;L LN
L SNAT IP subnet (Rule type 7) WSl "€Me o =
Description: | SNAT-IP-Subnet-192.1681.0-by-192.168.10.0 | Replace generally COW"RE Po’r;‘
N 0
SNAT Scope: ) Port/Host ® Subnet Definition of criteria for the — source IPs of subnet 192.168.1.0 / 24 by
Rule Matching Criteria: packet that have to match in \nﬂua! IPs of subnet 192 166.10.0 / 24 :
Qutgoing Interface: WAN Port order to replace original source e e s FL AR LAN
_ IP by defined SNAT IP Pl Lle 192.168.1.254
Protocol S -
immediately before outgoing to
Destination IP / Netmask: ®Any ) Specify defined interface. [ \
Source IP/ Netmask: ~ [192.168.1.0 | 1]24 | Device 1.1 Device 1.2 Device 1.250
192 168.1.1 192.168.1.2 LY 192 168 1.250
SNAT IP/Netmask: | 192.168.10.0 |/ 24 Definition of replacement Ps for Machine network 1 192.168.1.0 / 255.255.255.0
original source IPs. \. J
Activation Status:
Active ,, SNAT IP Subnet“ rule after applying:
Active SNAT Table :
. Destination N SNAT :
g Outgoing Source Destination SNAT o Active ]
g SIEETT Interface FIDIEL Neltrpnxask IP/Netmask Port IP/Netmask DESFt,'th"D” (enabled) LRI
1 S“AT‘LZ‘_?‘QSTE{; D2 IGBT0-| wan | Any | Any  [192.1681.0/24[Unchanged|192.168.10.024 Unchanged

Result:  For each device connected to LAN port the original source IP (any IP of subnet 192.168.1.0 / 24) will be replaced
by the corresponding ,virtual* IP of subnet 192.168.10.0 / 24 for outging IP packets sent by the LAN devices.
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A1-8 Example of NAT type (7) ‘SNAT IP Subnet’ - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (3/3)

Configuration of rule type ,,SNAT IP Subnet“ at Router 2 according to illustrated application:

NAT Settings — Source NAT

Add / Edit Source NAT Rule

| SMNAT-IP-Subnet-192.168.1.0/29-by-192.168.11.0/2
) Port/Host ® Subnet

Description:
SNAT Scope:

Rule Matching Criteria:

NJ

WAN 172 16 1 22116
GW172.16.0.1
No Masquerading
SNAT IP subnet (Rule type 7) B 5

Replace source IPs of subnet 192.168.1.0 / 29 (Range
192.168.1.1 to 1.6) by virtual IPs of subnet 192.168.11.0 /29
(Range 192.168.11.1 fo 1.6) for incoming packets at LAN port

for protocol TCP.

Router 2
Internet\WAN
connection =

WAN Port

= |
192.168.1.254

|

Device 2.7
192.168.1.7
GW 192 168 1 254

Device 2 8
192.168.1.8
GW 192.168.1.264

Machine network 2 192.168.1.0 / 255.255.255.0

Outaoing Interface: WANP v Definition of criteria for the [ i A i i
T s IR packet that have to match in — — —
- ~ e EVICE evice £. EVICE
Protocaol: TCP order to replace original source 1921681 1 19216812 o | 19216816
Destination IP / Netmask: ® Any O Specify IP by defined SNAT IP GW 192.168.1254| |GW 192 168.1 254 GW 192.168 1254
immediately before outgoing to
Source IP / Netmask: [192.18.1.0 | 1|29 | e E T . .
Replace Source Subnet by:
SNAT IP / Netmask: [192.168.11.0 | 1|29 :lL Definition of replacement IPs for
Activation Status: original source IPs.
Active ,, SNAT IP Subnet” rule after applying:
Active SNAT Table :
. Destination A SNAT .
# Description P'{'t?_fomg Protocol 1P/ lpﬁfﬁe k Des;ln;tlon IP."SNtAT K Destination Actg\lre d Operations
nterface ek etmas| 0 etmas Port {enabled)
*1 SNAT"bPﬁLég’_'fg;ﬂf-_g]%g;-”’29‘ waN | TcP | Any  [192.18.1.029|Unchanged|192.168.11.0/29| Unchanged

Result:
corresponding ,virtual* IP of range 192.168.11.1 to 192.168.11.6.

Note:

For outgoing IP packets sent by LAN devices of IP range 192.168.1.1 to 192.168.1.6 the original source IP will be replaced by the

If one of these LAN devices initiates a TCP connection to an outside target device a route needs to be configured on the target device

that requests coming from a virtual IP of range 192.168.11.1 to 192.168.11.6 can be replied via Router's WAN IP 172.16.1.22.
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A1-9 Example of full 1:1 NAT applied for an IP subnet - Hiding a local IP subnet by a virtual ‘public’ IP subnet for any traffic with external devices (1/2)

Task

Control device shall request data from (private) devices of
machine network 1. The communication will be initiated by the
control device, either via UDP or by establishing a TCP
connection.

The database server is acting as passive device and will be
requested by machine network devices (communication
initiators), either via UDP or by establishing a TCP connection.
Due to future planned expansions — adding identical machines
having same device IP addresses - virtual IP addresses shall be
used for machine network devices for communication with the
production network. This ensures, that after expansion realization
each device can be accessed and identified by a unique ,virtual*
IP address.

Solution

Result

« Configure a DNAT rule on Router 1 that each incoming packet at WAN port with destination
IP of subnet 192.168.100.0 / 24 (Range 192.168.100.1 - 254) independent of used protocol
and port will be forwarded to corresponding IP of range 192.168.1.0 / 24 (Range 192.168.1.1
- 254) of the LAN network.

« Configure an SNAT rule on Router 1 that replaces for each incoming IP packet at LAN port -
having a source IP of subnet 192.168.1.0 / 24 - the source IP with corresponding IP of virtual
public IP subnet 192.168.100.0 / 24. (any free unused IP range). Note: Subnet masks for
replacing original source IPs to a new virtual [P range must be identical.

Note: For addressing the machine network devices via their virtual (public) IP addresses the
control device must have configured a route that subnet 192.168.100.0 / 24 is reachable
via WAN IP 172.16.1.21.

« Each device of the machine
network is accessible by its
virtual (public) IP address

 Each machine network device is
identified by its virtual (public) IP
for both communication
directions.

* The use of the DNAT/SNAT rule
combination allows the initiation
of a communication from both
sides, the local LAN and outside
WAN network.

L=

with destination IP of subnet 192.168.100.0 / 24
to LAN devices of subnet 192.168.1.0 / 24/,
(Range 192.168.1.1-

(Any Protocol)

Upper-level Database Server Control Device
production network 72.16.1.11 (GW 172.16.0.1) 172.16.1.12/ GW: 172.16.0.1 Company Router
172.16.0.0 / 255.255.0.0 | Accepts data (UDP) and IP connections (TPC) Sends data and initiates IP connections (TCP) 172.16.0.1
from LAN devices to LAN devices
|
1
Router 1
WAN 172.16.1.21 / GW 172.16.0.1
l Internet/WAN connegction = WAN Port I
DNAT IP Subnet (Rule type 4) s SNAT IP subnet (Rule type 7)
Forwards IP packets incoming at WAN port Replaces for IP packets the source IP

if member of subnet 192.168.1.0 / 24 by
the corresponding IP of subnet 192.168.100.0 / 24
when outgoing at WAN port.
(Any Protocol)

254)

LAN
192.168.1.254

E— e mmerreerrroeeeees

Device 1.1 Device 1.N
192.168.1.1 [+ 192.168.1.253

GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0
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A1-9 Example of full 1:1 NAT applied for an IP subnet - Hiding a local IP subnet by a virtual ‘public’ IP subnet for any traffic with external devices (2/2)
Configuration of rule type ,,DNATIP'SUBREt at Router 1 according to illustrated application:

NAT Settings — Destination NAT (Forwarding) [

Add / Edit Forwarding Rule
Description |DNAT-IP-Subnet_Part-of-1:1-NAT |
DNAT Scope: O Port/Host ® Subnet

Rule Matching Criteria:

Incoming Interface: WAN Port v

Protocol. Any v
Source IP/Netmask ® Any O Specify

Destination IP / Netmask: [ 192.168.100.0 / [ Create as additional Alias IP

Replace Destination

Subnet by:
DNAT IP / Netmask: 192.168.1.0 724
Activation Status:

i

Active Forwarding Table:

Active , DNAT IP Subnet” rule after applying

Router 1
WAN 17216121/ GW 172.16 0.1
Internet/WAN connection = WAN Port
- SNAT IP subnet (Rule type 7)
Replaces for IP packets the source IP

if member of subnet 192.168.1.0 / 24 by
the corresponding IP of subnet 192.168.100.0 / 24

¢ — when outgoing at WAN port.
y (Any Protocol)
LAN
192.168.1.254
gresersesases .|_ ....................................... } ............... .
: Device 1.1 Device 1N :
192 16811 | | 192 1681 253
GW 192.168.1.254 GW 192.168.1.254

Machine network 1 192.168.1.0/255.255.255.0

. Source IP| A . ) DNAT .
e Incoming| Destination  |Destination| Alias DNAT et Active .
& Desmgior interface” ! T | IPMNetmask Pot | IP | IPMNetmask | DESHNaton |gnapigq)  Operations
1| DNATIP-Subnet Part-| wan | Any | Any |152168100.0/24[Unchanged] 0 [192 168 1.0/24| Unchanged £dit | Delete

NAT Settings — Source NAT [

Add | Edit Source NAT Rule

Description ‘ SNAT-IP-Subnet_Part-of-1:1-NAT

SNAT Scope O Port/Host ® Subnet
Rule Matching Criteria:

Qutgeing Interface: WAN Port v

Protocol: Any -
Destination IP / Netmask: @Any O Specify

Source IP / Netmask: 192.168.1.0 /

Replace Source Subnet by:

SNAT IP / Netmask: 192.168.100.0 I|24

Configuration of rule type ,,SNAT IP Subnet“ at Router 1 according to illustrated application:

Activation Status:
Active SNAT Table - Active , SNAT IP Subnet* rule after applying
L Destination - SNAT .
# Description Interf Protocol P/ IPFSNmtl.llﬁe K Desﬁn;tlon IPfghtAT K Destination AdgT N d Operations
nterface Peftripels etmas o etmas T (enabled)
1 SNAT"P]SW“_%’::}—PE“'”F WAN | Any Any  [192.168.1.0/24[Unchanged|192 168 100.0/24| Unchanged ﬂl-
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Result:  Each device of the machine network is accessible from outside by its
virtual (public) IP address and is identified by its virtual (public) IP for
communication initiated by the machine network device.

Note: If one of the LAN devices initiates a TCP connection to an outside target
device a route needs to be configured on the target device that requests

coming from an IP of subnet 192.168.100.0/24 can be replied via
Router's WAN IP 172.16.1.21.
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