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1. Introduction (1/3)

1.1 About

= Weidmiiller Routers of series IE-SR-2TX-WL-(4G) are reliable and cost-effective Industrial Security Routers,
providing a versatile and redundant Internet / WAN connectivity. The devices are equipped with

= The devices can be used in a variety of applications like IP-Routing, Firewalling, IP address management (NAT),

2 x 10/100Base T(X) ports (LAN /WAN)

1 x WLAN interface (IEEE 802.11 b/g/n)

1 x Serial interface (RS232/422/485)

1 x LTE/4G CAT4 modem (Models IE-SR-2TX-WL-4G-EU and |E-SR-2TX-WL-4G-US-V)

Model IE-SR-2TX-WL-4G-EU covers bands LTE-FDD:B1/B3/B7/B8/B20/B28A, LTE-TDD:B38/B40/B41,
WCDMA:B1/B8 and GSM:B3/B8. It is primarly intended for use in region EMEA.

Model |E-SR-2TX-WL-4G-US-V covers bands LTE-FDD:B2/B4/B5/B12/B13/B14/B66/B71 and
WCDMA:B2/B4/B5. It is applicable for mobile operators of region North America.

Additionally, this model is certified by cellphone provider Verizon.

secured VPN connections or Ethernet/Serial data conversion.

= Models with mobile interface (IE-SR-2TX-WL-4G-EU and IE-SR-2TX-WL-4G-US-V with firmware version V1.67
and newer) as well as model [E-SR-2TX-WL (with firmware version V1.52 and newer) meet the EU RED-DA
cybersecurity requirements (EN 18031-1:2024) related to RED Article 3.3(d) for products with connectivity
functions that must prevent unauthorized access and misuse of data.

2026-10-13 / Edition 1.3
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1. Introduction (2 / 3)
1.2 Regulatory Approvals

Weidmiiller Routers of series IE-SR-2TX-WL-(4G) comply with following relevant standards:
= EU Declaration of Conformity
= UKCA Declaration of Conformity
= RCM Declaration of Conformity
= cULus
= FCC

1.3 Safety Instructions
= The Industrial Router series IE-SR-2TX-WL(-4G) only may be used as part of an overall
system. In terms of the overall machine or system safety the operator is responsible for
compliance with the specific application and the regionally applicable safety and accident
prevention regulations.
= Work on the products may only be performed by qualified electricians with the support of

trained persons. As a result of their professional training and experience, an electrician is
qualified to perform the necessary work and identify any potential risks.

= Before any work is carried out on the products (installation, maintenance, retrofitting), the power

supply must be switched off and secured against being switched on again.

= The devices can be damaged or destroyed by electrostatic discharge. When handling the

products, consider the necessary safety measures against electrostatic discharge (ESD)
according to IEC 61340-5-1 and IEC 61340-5-2.

= The products are open equipment that may only be installed and operated in lockable housings,
cabinets or electrical operations rooms. The enclosure must prevent the spread of fire. Only

trained and authorized personnel may access the equipment.

= The standards and guidelines applicable for the assembly of switch cabinets and the
arrangement of data and supply lines must be complied with.

= Consider the requirement for functional grounding, means the DIN rail device needs to be

mounted on a grounded DIN rail.

= In terms of the power supply the device has been designed for operation with safety extra-low
voltage (SELV/PELV). Additionally, all systems that are connected to the Router interfaces must

meet the requirements for SELV (Safety Extra Low Voltage) systems.

1.4 Cyber Security

= The Industrial Router series |E-SR-2TX-WL(-4G) complies with the European Radio Equipment

Directive (RED 2014/53/EU) in accordance with the RED Delegated Act regarding
cybersecurity requirements for radio equipment.

2026-10-13 / Edition 1.3
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1.5 Cyber Security Hints

General

* To use communicative devices in network applications it is mandatory to implement
technical and organizational measures to ensure a secure operation. In this context, it is
important that both individual network components and the entire system are protected from
unauthorized access by third parties. Below listed hints shall help you for implementation of
a sufficient level in terms of the Cyber security requirements.

* Additionally, more detailed information on security measures can be found on following
websites:

* https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-
und-Empfehlungen/Empfehlungen-nach-Angriffszielen/Netzwerke/netzwerke node.html

* https://www.cisa.gov/resources-tools/resources/ics-recommended-practices
Restrict Access
* Restrict physical access to security-relevant components to qualified personnel.
* Restrict logical access by deactivating unused user accounts.
Firmware Security

* Keep your Router firmware up to date. Check regularly for product security and functional
updates.

Password Management
* Change default password during initial configuration of the device.

* Use strong passwords with at least 12 characters including numbers and special
characters.

* Change passwords regularly to increase security.

* Do not use the same password for different login accounts.

Other recommended Measures

* Avoid integration of network components and systems into public networks.

» Components and systems with access to a public network should use VPN (Virtual Private
Network).

* Consider a Defense-in-Depth strategy when planning your network system.

* Check Weidmiiller Security Advisory Board for any Cyber security aspects related to
Weidmiiller products (https://support.weidmueller.com/support-center/popular-
resources/security-advisory-board).

* Disable unnecessary communication services (like SNMP, FTP, etc.) on the network
components.

* Especially for Router components configure Firewall Rules to secure LAN sided
components against unintended access from WAN/Internet side.
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1.6 Intended Use

= The devices of the IE-SR-2TX-WL(-4G) series are designed for use as security routers inside of
industrial networks.

= By providing Routing and NAT functionality and supplemented by an integrated stateful packet
inspection firewall the Routers are suitable for secure communication between production cells or
individual machines and any upper-level production/system network.

= For secure communication via Internet the Router family is capable to provide different VPN
technologies like IPsec, OpenVPN or the Weidmiiller u-link Remote Access Service.

1.7 Help and Support

= Regarding firmware updates, release notes and other device-related user assistance please refer to
the Weidmdiller Support Center (https://support.weidmueller.com/support-center) or check
alternatively the Weidmdiller eShop (https:/eshop.weidmueller.com/de/industrial-security-
router/c/group3236782367072).

= For direct technical support and questions in terms of the Routers please contact the Weidmdiller
Technical support team via mail address support.automation@weidmueller.com.

2026-10-13 / Edition 1.3
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2. Overview Hardware (1/3)

2.1 Panel Views
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Front Panel View

Security Roster

Rear Panel View
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Item Descriptions

1.
2.

© © N o g &~ w

10.
. Terminal block for Digital Input and Output
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.

4-Pin Terminal block for power input PWR1 / PWR2
Grounding screw / Frame ground (Note: The shielding ground of LAN and WAN port is
electrically connected to the grounding screw)

PoE Indicator (powered via PoE)

Power input LEDs (PWR1 / PWR2)

LAN port Link/Activity LED

WAN port Link/Activity LED

WLAN Link/Activity LED

LTE/4G Connection Status LED (only LTE/4G models)
Digital I/0 ports Status LEDs (ON/OFF)

WLAN antenna connector (RP-SMA female)

Reset Button

* Pressing < 5 seconds (Release after short beep): Reboots the device (Warm Start)
and sets IP of LAN port to Factory Default IP.

* Pressing >= 5 seconds (Release after long beep): Resets the device completely to
factory default settings.

WAN Port 10/100Base-T(X)

LAN port 10/100Base-T(X) / PoE (Powered Device)

Serial Port (RS 232 connector)

LEDs TX/RX Status of Serial Port

Article Number

Slot for 2 SIM Cards with format Mini SIM (only LTE/4G models)
Main Antenna LTE/4G Interface (SMA-female)

AUX Antenna LTE/4G Interface (SMA-female)

DIN-rail Clip
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2.2 Technical Specifications

2026-10-13 / Edition 1.3
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Product Properties LED Indicators
Technology LED Color | Status Description
IEEE 802.3 for 10BASE-T PWR1 Green | On Power is being supplied to power input PWR1.
Ethernet Standards IEEE 802.3u for 100BASE-TX PWR2 Green | On Power is being supplied to power input PWR2.
IEEE 802 3af for Power-over-Ethernet PoE a 0 The devi dvia PoE
IEEE 802.11b/g/n for Wireless LAN o Teen O“ mf‘ﬂﬁ:\';egs m“_‘fif?AZ;? OLED
Interfaces LAN / WAN Green n_ _ ort Lin ivity
RJ45 Ports 10/100BASE-T(X) auto negotiation speed, F/H duplex mode and Blinking | Data is fransmitted.
auto MDI/MDI-X connection WLAN Green | On Linked to a Wireless network (Client Mede)
Serial Port 1x DB9Y connector Green | Blinking Operating in mode Access Point
Cellular Interf 2G (GSM/ GPRS / EGPRS / EDGE), 3G (WCDMA / HSDPA / LTEMG Green | On Mobile connection established (Online)
eTinar Tnlertace HSUPA), 4GILTE -
WLAN e IEEESU%‘Hb! 7 DI/D0 Green On Input / Cutput status set to logical 1
nterface 11b/g/n -
SIM-Card slots 2% Mini-SIM (ID-000 Tormat] Off Input / Oufput status set fo logical 0
1x RP-SMA female

Connector for antennas

2x SMA female (LTE/MG models only)

DI/DO (Dry Contact)

1x DI (1: 5~30V, 0: 0~2V), 1x DO (Max.: 30V / 20 mA)

LED Indicators

PWR1, PWR2, PoE (active), LAN/WAN Paort Link / Activity,
WLAN Link, LTE/4G Link, DI / DO Status; Serial Port Data
Transmitting

Pinouts DB-9 Connector (Serial Interface)

Power supply
24V DC (12 to 48 V DC), 2 redundant inputs

Input Voltage or 48 V DC Power-over-Ethernet on LAN Port (IEEE802.3af
compliant)

Input Power 5.5 W (typical)

Connection One removable 4-pin terminal block, Wiring cable 12-24AWG

Overload Current Protection

Present

Reverse Polarity Protection

Present

Physical Characteristics

Housing

IP30 protection, metal

Dimension (W x H x D)

45 x 95 x 81 mm (1.77 x 3.74 x 3.19 inch)

Weight

39549

Pin (D'IBESDES\.?icefl RS-422 Rs‘jfj)'-“ RS-485 (2-uire)

1 DCD TX- TX- DATA-

7 RXD TH= THx DATA+

3 XD RX+ RX+ — N
{ OTR R R — @ .
5 GND GND GND GND - w
B DSR — — — © -
7 RTS — — —

B TS — — —

g Al — —

DIN-rail

Environmental conditions

Operating Temperature

-25to 70°C (-13 to 158°F)

Storage Temperature

-40 to 85°C (-40 to 185°F)

Ambient Relative Humidity

5 to 95% (non-condensing)

Altitude

up to 2000 m

Regulatory Approvals

Safety

UL 61010-1; UL 61010-2-201; EN 62311

EN 55032, EN 55024, FCC Part 15 Subpart B Class A,
IEC 61000-4-2 ESD

EMC IEC 61000-4-3 RS
IEC 61000-4-4 EFT
IEC 61000-4-5 Surge
IEC 61000-4-6 CS
Radio EM 301 489-1/-17; EN 300 328, EN 301 511;
EN 301 9081
Security Standard EN 180311
Shock IEC 60068-2-27
Free Fall IEC 60068-2-31
Vibration IEC 60068-2-6
MTBF
IE-SR-2TX-WL: 381.084 hrs
Time IE-SR-2TX-WL-4G-EU: 355.921 hrs
IE-SR-2TX-WL-4G-US: 353.679 hrs
Database Telcordia SR332
Warranty
Time Period [5 years
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2. Overview Hardware (3 / 3)

2.3 Wiring and SIM Card installation

Power Wiring Wiring Digital Input and Output SIM Card Installation (only for 4G models)
0 0O0O0O0 IaniKey — e
Oooo00© =
Power supply SIM 1 SlM 2
12-48VDC O A
v2+ &-S : " ® /|
< :| | = .
Z’ TER Output Signal
= = o o
—Iﬁ ]% i g - |+
Vi- |v1_+ * L
Power supply o)
12-48 VOC DI: Logical Level 0: 0V~2V
OOOO OOOODC’O Logical Level 1: 5V~30V
¥ g & DO: Max. Voltage: 30 VDC
|Grounding screw oty Max. Current. 20 mA SIM card installation:

1. Ensure that the device is powered-off.
2. Remove cover from SIM card slot on top of the housing.
3. Insert SIM card(s) with Mini format as illustrated.

Note: For using SIM cards with format Nano or Micro use a

Attention: For device installation and for safety notice refer to document ‘Hardware frame from attached SIM card adapter set,

Installation Guide’ for Router series IE-SR-2TX-WL-xx (Part No. 2682560000,
2682580000, 2682590000).

The document can be downloaded from the Weidmiiller website. Select or search
for device name IE-SR-2TX-WL or part numbers and refer to section ‘Downloads’.

2026-10-13 / Edition 1.3 Page 9
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3. Overview Software Features
IP Routing
Stateful Inspection Firewall
DHCP-Server and DNS relay
Time Server
WLAN Connectivity

Cellular Connectivity

Versatile Internet/WAN connectivity

Network Address Translation

VPN

Warning / Messaging

Serial Interface Functions

2026-10-13 / Edition 1.3

IPv4 Routing.

IP-based Layer 3 packet filtering.

Provides DHCP/DNS services for devices connected to LAN network.
NTP time synchronization and NTP time server relay.

Configurable as:
Access Point (WLAN Client assignment to LAN network) or

Wireless Client (providing WAN / Internet access via a WLAN connection to a remote Access Point).

Integrated LTE/4G modem (Models IE-SR-2TX-WL-4G-EU/-US-V) configurable as primary or failover
Internet connection.

Configurable via:
WAN Port (Wired connection), Failover via Cellular Interface (LTE/4G models)

Cellular Interface (Dual SIM, Failover from SIM1 to SIM2)

WLAN Interface (Wireless Client mode, Router connects to an Access Point), Failover via Cellular
Interface

Source / Destination NAT, variable configurable and related to Port number, IP address (single Host) or
IP subnet (Network).

OpenVPN (Server or Client), IPSec (Server or Client), Authentication X.509v3 or PSK,
Weidmiiller u-link Remote Access Service

Configuration options:
Send predefined alert information based on local device events via Digital 10, eMail, SNMP Traps or
SMS (only LTE/4G models).
Send individual mails based on the content received from a remote device either via serial interface
or TCP/IP connection.

Send individual text messages (SMS) based on the content received from a remote device either via
serial interface or TCP/IP connection (only LTE/4G models).

Ethernet/Serial converter functions providing services modes ‘Virtual COM Port’, ‘TCP Client’, ‘TCP
Server' and ‘UDP Client / Server Mode'.

>

IE-SR-2TX-WL

ssssssss

IE-SR-2TX-WL-4G-EU
IE-SR-2TX-WL-4G-US-V
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4, Getting Started

4.1 Hardware Installation 4.4 Web Interface Access

Install and power-up the device according to ‘Hardware Installation Guide’ for Router series IE-
SR-2TX-WL-xx (downloadable from Weidmdiller website).
Consider the safety notices mentioned in the Hardware Installation Guide!

4.2 Factory Default Settings

Factory Default Settings:

[P LAN port: 192.168.1.110 / 255.255.255.0 (static)

IP WAN port: ~ DHCP

Wireless LAN:  Disabled

Mobile Interface: Disabled (only available for LTE/4G models)
Username: admin

Password: Weidmueller

Web Access:  HTTPS via LAN port

4.3 General Device Access and Configuration

IE-SR-2TX-WL-xx devices needs to be configured via the configuration pages of the integrated
Web server.

For Linux respectively OpenWRT-skilled users the Router additionally can be released for low-
level root access via SSH or Telnet by enabling related checkboxes in section ‘Access
Settings’ of configuration page ‘Administration = System Settings’ (Goto chapter ‘4.36
Administration = System Settings’ for more detailed information).

For using the Serial-to-Ethemet converter function ‘Virtual Com Port’, applicable to the
RS232/485 interface, the software ‘ComServer / Modbus Gateway Utility’ can be used to install
a virtual COM-Port driver on a Windows PC as counterpart to the Router (downloadable from
the Weidmidiller website).

2026-10-13 / Edition 1.3

By factory default, the Router only can be accessed via the HTTPS-secured web interface
and being connected to the wired LAN Port. All other access modes (HTTP, Telnet, SSH)
and any access from other interfaces are not allowed by default. Granting additional access
modes can be configured via section ‘Access Settings’ of configuration page ‘Administration
-> System Settings.

Login credentials (Factory default settings):

IP address / Netmask: 192.168.1.110 / 255.255.255.0

Username: admin

Password: Weidmueller
Connect the PC to the Ethernet port of the Converter/Gateway and set the PC’s IP address
to a free one of range 192.168.1.0 / 255.255.255.0.
Start a web browser and enter the IP address of the connected device into the browser's
address line (https://192.168.1.110).
After appearance of the prompt (login) enter the login credentials. After first successful input
of the initial username and password a new window appears to change the factory default
password of user ‘admin’. This is mandatory due to latest Cyber security requirements.
Enter a new password according your selected password encryption strength. After re-
login, the home page ‘System Overview’ will be displayed.

Note: If the Router configuration is set to factory defaults, any HTTP access will lead to a
connection rejection by the Router’s web server.

4.5 Console Access via Telnet or SSH

The device root level can be accessed by Telnet or SSH console login (eg. using tool
PuTTY). Use for access user 'root’ and same password as set for user ‘admin’.

Attention: When doing a device access at root level of the Linux operating system, be aware
that configuration changes can have a severe impact on the functionality of the
running Router application (configured via the web interface). Any change is in the
user's responsibility and risk if the web-based Router application fails due to the
intervention. For recovering the designed functionality based on the installed
firmware reset the device to factory default settings (e.g., press external reset button
larger 5 secs).
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5. Web Interface Configuration

Description of web-based device configuration

= Subsequent slides provide a detailed description about the menu structure and configuration
pages of the Router's Web interface in terms of functional settings and parameter definitions.

= For access to the Web interface any browser can be used.

= Consider if the device is set to factory defaults:

* Web interface only can be opened via secured web access (HTTPS) from LAN port.

* Use for login IP address 192.1.68.1.110, username admin and password Weidmueller.

= General configuration and apply behavior:

* When pressing button ‘Apply’ after any configuration change (on any web page), the applied
configuration becomes active immediately but will not be stored to Flash memory.

* After applying of a changed configuration, the blue-colored note message ‘Configuration
changed and applied but not saved! appears below the headline, indicating that the
configuration still needs to be saved to permanent Flash memory. The note disappears after
the configuration has been saved (web page ‘Save Configuration’).

Industrial Ethernet Router Configuration

IE-SR-2TX-WL
‘Configuration changed and appied but not saved! me:admi
0 Eriuoi Interface Configuration — LANIWAN Port [T
& _1 System Information
= 4 Interface Configuration LAN Interface:
= LAN/WAN Port

* | Wireless LAN
f= 1 Network Configuration
[ _| Network Services
= _4 Firawall Settings.
= 1P Fiter (Local Access)

P assignment

1P address.

Subnet mask:
Gataway via DHCP:
Masauscada (NAT)

Static -
1921681241
255 265 255.0

[w]

Note: This behavior (Apply without saving parallel saving to Flash memory) can be very helpful in case
of applying an incorrect configuration which can result, for example, in an access blocking to the
Router. By reboot via power down and up, the last saved configuration will be active again not
having the applied misconfiguration.
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Industrial Ethernet Router Configuration
IE-SR-2TX-WL-4G-on

Weidmiiller 3£

Weidmiiller %2

www.weidmueller.com

2 Expand Tree Meny e
m Information — System Overview
A Sy Syst e |
=/ System Overviow System Data
5 Status Moble/4G System name Router_152.168.4.253
= . Router
3 Trafic Staiats Location Padecbom
Contact HH
D=1 MR o SeriakNo 000C43288050
2 § i i 167
s s vis
) Frowat Setings
{21 NAT Sattings System Status
5_IVPN Dote & Time. Tue Aug 05 2025 14:45.06
1 _) Serial Port Settings Uptime. 144506 up 5 days.
zj o System usage Flash 1% Memory.75% CPU0%
Bt “; w"‘""'m Internet | WAN Connection
5 Active Connection Type: SIM1
15 Dicinp.md gz Backup Comnacton Type:
) Fimmware Update
51 Bootoadsr Update Andive Rt
I Aatiook Target Natwork Gateway Intface
' Factory Default Defaut 10.107.27.73 MODEM / Static:
1 _1 Diagnostics 10.107.27.72130 0000 MODEM / Stase
2 Save Configuration 192.168.4 024 0000 LAN State
5 Logout (admin)
+ License Information ONS Status
1. DNS server 1074210210 received by DHCP
2 DNS server 8888 static configured
3 DNS server

Interface Settings / Connection Status
LAN Pont

Mode
1P Address
Subaet Mask
LAN Gateway
o

MAC Address.
Pon Settings
DHCP Server
WAN Port

1921684253
2562552560

1500
00ES4FFFFFO
100 full duplex
Disabled

Deactived

Disabled

Enabled
Telekom de Telekom de
FDDLTE

connacted
101072774
255255266 252

wlink Remats Access.
Connected
Disconnected

LTE
Aux

Picture 1: Landing page
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5.1 Initial login at factory default settings

When the Router will be accessed first time with factory default
configuration, the device requires to set a new login password for user
‘admin’.

By default, the selected security settings require a strong cryptographic
strength for the new password as shown in the screenshot.

By selecting cryptographic strength ‘Medium’ or ‘Weak’ (Not
recommended) the security requirements regarding the password are
correspondingly lower.

After password input and applying, the login page appears to enter the
login credentials (User ‘admin’ and just set new password).

After successful login the landing page ‘System Information’ appears.

2026-10-13 / Edition 1.3

© Nichtsicher  Bps://192.168.1.110

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Set new login password for user 'admin’

To ensure legal access security, the initial login password of the
factory configuration must be changed
Account "admin”:
Current Password:

L
L
I

® Strong ) Medium © Weak

Mandatory settings according to selected level.

- Password length at least 12 characters

- Use uppercase and lowercase letters.

- Include numbers.

- Add at least one of these specific characters: |@#5%"?&"

New Password
Confirm New Password:

Cryptographic Strength:

Apply

Picture 2: Web page for initial password setting

€ o © Nichtsicher  https//132.168.1.110/index htm

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Account ‘admin’:
Current Password:

New Password

Confirm New Password:
Cryptographic Strength

Mandatory settings according to selected level
- Password length at least 8 characters

- Use uppercase and lowercase letters.

- Include numbers.

Weidmiiller 3£

O Strong Medium O Weak

Picture 2: Password requirement for medium

cryptographic strength

Account "admin’:

Current Password:
New Password
Confirm New Password

Cryptographic Strength:

O Strong O Medium ® Weak

Picture 3: No special password requirement for weak

cryptographic strength

Confiquration changed and apped but not saved!

ol e [ System Information — System Overview [T

| Interiace Canfiguration System Data

Interface Settings / Connection Status

) Natwark Configuration System name: IE-SR-ZTXWL4G-EU LAN Part
5 _ Notwark Servicas System Description Industial Securty Router Mode staic
311 Firowall Setings Locaton: 1P Adress 192.168.1.110
0] NAT Solage Contact Subnst Mask 255255 2550
SerialNo: 023066403643 LAN Gatevway -
ELIIVEN Firmuare version 176 My 1500
B e ] Bootioadr varsion w5 MAC Address D015 TENDS1FD
= 1 Event Settings Pod Seltings. 100 full duplex
| Administraton e DHP Servar Disablad
5 ] Diagnostics Data & Time: Tue Sep 012026 09:08:51 WAN Port
& Save Configuration Uptime 080851 up 27 min Mods DHCP
5 Logout (admin) Systom sage Flash: 1% Memory 51% CPU 18% L 192168181147
- Sutinot Mask 255256 2650
I 1500
Intarnat | WAN Connection MAC Address D015 TEADS1 FE
Active Connection Type WaN Port Port Satings. 100 ful uplex
Backaip Commaction Typs: Wirelass Interface
Operation Mode Disabied
Active Routes ssi0
| Target Network Gateway Infertace Mabile interface:
Dsfaul 192.168.181.1 WAN/ DHCP Operation Mode Disabied
192.168.1.024 0.000 LAN  Static Activa Notwork Provider
162168 181 024 0000 WAN/ DHCP Network Mode:
Connecion State
P Address
?N:J:m’ 192 168.181.1 racoived by DHCP Sutoet Mask
et by ik | OparVPN
na— Active VPN Instance
VPN (Status)
VPN IP Addeess
[ Refiesh |
Picture 4: Landing page
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5.2 General note about the basic procedure regarding router configuration |y {e [P (0 F 18 STy (s f S el gode gy e iilel )

IE-SR-2TX-WL-4G-on

Typical configuration sequence starting from factory default settings:

Configuration changed and applied but not saved!

1. First configure the Interfaces which shall be used for the application (Section Interface

Configuration). @ :y::“";:e M:““ System Information — System Overview [
3 4 m rmation
[z Syslem Overview System Data
2. Next go to ‘Network Configuration = Internet/WAN Connection’ and select the Interface which 2 Stalus Mobile/4G System name: Rouler_192-168-4-253
A i Statuz Wirel System Description: Industrial Security Router
you will use for Internet/WAN connectivity. 2 Tmﬁ: St::s:i: i o —
0 q A q a Contact: HJH
Note: Bgfore selecting the interface to be used for Intgrnet connectloq respectlyely for . 1\ Interface Configuration SorialNo: 000C43755090
connection to any upper-level network at WAN side (via WAN Port, Wireless Client or Mobile = LAN [WAN Port Firmware version: 1.67
Interface), it needs to be configured. T Boolloader version: V15

[E Mobile Interface
2 _i Metwork Configuration

System Status

q A . Pl ] a Date & Time: Tue Aug 05 2025 15:08:08
3. Next check in section ‘System Information’, whether the configured Internet connection is & Intemet/WAN Connection e e e
established. 4 4 Network Services System usage: Flash:1% Memory:75% GPU:9%
[Z Roufing
"] DHCP Internet /| WAN Connection
4. Configure the necessary network services like DHCP or time settings. & Dynamic DNS ST BTG =il

= Date&Time /NTP Backup Connection Type:
a ime

= SNMP Setings Active Routes

5. Now all other services, functions and any settings like NAT, Firewalling, VPN or Event [ 4 Firewall Setiings . e T
Management can be configured. [ IP Filter (Local Access) Default 10107 27.73 MODEM / Stat
[Z IP Filter (Forwarding) 10.107.27.72/30 0.0.0.0 MODEM / Stat
I DDoS Prevention 192 165.4.0/24 0.00.0 LAN / Static
6.  Atfter final configuration (each setting on a configuration window has been applied) do not -] _4 NAT Settings DNS Status
forget to save the configuration to flash memory. A not saved but applied configuration will be 5 o  [3 Desfination NAT ey TSR T
shown by a blue-colored note in the header section. N 2 DNS server 8858 static configure
[+ _1 VPN 3. DNS server
= | Serial Port Setfings
- _| Event Setfings
-] _4 Administration
- 2 System Seitings
|2 Backup and Restors Refresh
[ Firmware Update
= Bootloader Update
[ Reboot
B

Factory Default
1+ _| Diagnostics
6 [= Save Configuration
[Z Logout (admin)
= License Information

2026-10-13 / Edition 1.3 Picture 5: Web interface menu structure Page 14
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5.3 System Information > System Overview

This is the landing page after login providing status
information and system overview.

Description of displayed sections:
System Data

Provides information about system name,
system description, location, contact
person, serial number, firmware and
bootloader version.

System Status

Shows system time, device uptime and
current system workload.

Internet / WAN Connection

Shows the interface currently used for
Internet / WAN connection and - if
configured - the failover interface (Backup
connection).

Active Routes

Shows currently active routes including
defined static routes.

DNS Status

Display of servers to be used for DNS
requests.

Interface Settings / Connection Status

Provides status information about network
interfaces LAN port, WAN port, Wireless
Interface and Mobile Interface (only LTE/AG
models).

2026-10-13 / Edition 1.3

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-on

Weidmiiller 3£

Weidmiiller 3

Login name:admin www.weidmueller.com

Expand Tree Menu
£y System Information
System Overview
Status Mobile/4G
Status Wireless
Trafiic Statistics
# _| Interface Configuration
| Network Configuration
[# | Network Services
_| Firewall Settings
] NAT Setiings
& _| VPN
| Serial Port Settings
[# _| Event Settings
= _y Administration
System Settings
Backup and Reslore
Firmware Update
Bootloader Update
Reboot
Factory Default
_| Diagnostics
Save Configuration
Logout (admin)
+ License Information

System Information — System Overview [

System Data
System name:
System Description:
Location:

Contact

Serial-No:

Firmware version:
Bootloader version

System Status
Date & Time:
Uptime:

System usage:

Router_192-168-4-253
Industrial Security Router
Paderborn

HJH

000C43288090

167

vis

Tue Aug 05 2025 14:45:06
14:45:06 up 5 days
Flash: 1% Memory:75% CPU:0%

Internet / WAN Connection

Active Connection Type:
Backup Connection Type:

Active Routes
Target Network
Default
10.107.27.72/30
192.168.4.0/24

DNS Status
1. DNS server
2. DNS server
3. DNS server

Sim1
Gateway Interface
10.107.27.73 MODEM / Static
0000 MODEM / Static
0000 LAN / Static

10.74.210. 210

88388 static configured

received by DHCP

Interface Settings / Connection Status

LAN Port

Mode static

IP Address 192.168.4.253

Subnet Mask 255.255.255.0

LAN Gateway -

MTU 1500

MAC Address 00:1E:94:FF-FF:FO

Port Settings 100 full duplex

DHCP Server Disabled

WAN Port

Mode Deactived

IP Address =

Subnet Mask

MTU

MAC Address

Port Settings.

Wireless Interface

Operation Mode Disabled

IP Address .
Subrlwt Mask by @ ®
Mobile Interface Rx Tx
Operation Mode Enabled i

Active Network Provider Telekom.de Telekom.de AUX .
Network Mode FDD LTE Security Router

Connection State connected

IP Address 1010727 74

Subnet Mask 255 255 255 252

u-link / OpenVPN

Active VPN Instance u-link Remote Access

WWH (Status) Connected
VPN (Status) Disconnected
VPN IP Address

Picture 6: Screenshot System overview (Login page).

Notes about front panel view:

LEDs for PWR1, PWR2 and PoE - available on the real device - are not visible on the front panel view. These
LEDs are wired to the hardware directly and cannot be checked via software.

Signaling of LEDs of Web page front panel view:

LAN (Port) and WAN (Port)|ON (constantly) if connected (Link is established), OFF if disconnected.

WLAN

ON (constantly) if WLAN is enabled, OFF if disabled. No special signaling of the
running operation mode.

LTE/AG

ON (constantly) if Mobile Interface generally is enabled, OFF if disabled. No explicit
signaling of the connection state.

Digital Input (DI)

ON (constantly) if digital input is powered from 5 to 30 VDC, OFF if not connected
or for power input 0 to 2 VDC.

Digital Output (DO)

ON (constantly) if digital output is set to ON, otherwise OFF.
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Industrial Ethernet Router Configuration
IE-SR-2TX-WL-4G-EU

5.4 System Information > Status Mobile/4G
(only models IE-SR-2TX-WL-4G-EU and |[E-SR-2TX-WL-4G-US-V)

This web page displays status information of the LTE/4G modem.
Additionally, following modem-related actions can be triggered

manually:

« Start/Restart Connection

* Disconnect

* Reboot Modem
* Re-Register Operator

These action types primarily are intended for diagnostic purposes
in terms of evaluating the connectivity to a mobile operator.

Note: Use actions ‘Start/Restart Connection’ and ‘Disconnect’ to
establish/cancel a cellular connection if the connection
settings of the mobile interface are set to “Manual” (Menu
Interface Configuration = Mobile Interface).

2026-10-13 / Edition 1.3

Picture 9:

Status information if
‘Mobile Interface’ has
established an Internet
connection (Online).

Collapse Tree Menu
£y System Information
System Overview
Status Mabile/4G
Status Wireless
Traffic Statistics
By Interface Configuration
LAN F'WAN Port
2 Wireless LAN
Operation Mode
Advanced Seftings
MAC Filter
Mobile Interface
= 4 Network Configuration
InternetWWAN Connection
5y Network Services
Routing
= _4 DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision:
IMEL:

Active SIM Profile
SIM Card State:
ICCID:

Registration state
Service provider:

Connection State:
Network mode:
Connected Band
IMSI:

Signal strength (dBm)
Cell ID:

Reaming

Disabled

Action: | Start/Restart Connection v

Picture 7: Status information if ‘Mobile Interface’ is disabled.

Weidmiiller 3£

Collapse Tree Menu
E 4 System Information
System Overview
Status Moblle/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN /WAN Port
By Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=y Network Configuration

= _y Network Services
Routing
=y DHCP.
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
= _y Firewall Settings
IP Filter {Local Access)
IP Filter (Forwarding)

Internet\"WAN Connection

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision
IMEL:

Active SIM Profile:
SIM Card State:
ICCID:

Registration state:
Service provider.

Connection State:
Netwrork mode.
Connected Band
IMSI:

Signal strength (dBm}
Cell ID:

Roaming

Quectel / EC25
EC25EUGAR0OGA0DSMAG
865546040036127

siM1
Ready
89490200001660396428

Registered, home network
Telekom.de Telekom.de

Disconnected
FDD LTE

LTE BAND 8
262016848886310
-73

1834307

off

Action: | Start/Restart Connection v m

Picture 8: Status information if ‘Mobile Interface’ is enabled and configured
according to the inserted SIM card but still disconnected (Offline).

Collapse Tree Menu
= _4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
By Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
=y Network Configuration
Internet'WWAN Connection
=y Network Services
Routing
Ey DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
= _4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=y NAT Settings
Destination NAT
Source NAT
=y VPN
OpenVPN
IPsec
Files / Certificates

System Information — Status Mobile/4G

Status Mobile Connection:

Modem:
Revision:
IMEL

Active SIM Profile:
SIM Card State:
ICCID:

Registration state
Service provider

Connection State:
Netvrork mode:
Connected Band
IMSI:

Signal strength (dBm)
Cell ID:

Roaming

Local IP:

Received bytes:

Received packets:

Received dropped packets:
Received overrun packets:
Transmitted bytes:
Transmitted packets:
Transmitted dropped packets:
Transmitted overrun packets

Action: | Start/Restart Connection v m

Quectel / EC25
EC25EUGARDGANSMAG
865546040036127

SiM1
Ready

89490200001660396428

Registered, home network
Telekom de Telekom de

Connected

262016348886310

73
1B34900
off

10.23.11.192/28

1876

Start/Restart Connection v

Start/Restart Connection

Disconnect
Reboot Modem
Re-Register Operator

Selectable actions executable
via button ‘Apply’.
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Weidmiiller 3£

5.5 System Information - Status Wireless

Web page displaying status information of WLAN interface dependent
on the settings.

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

2026-10-13 / Edition 1.3

Picture 10: Example of status information

if ‘WLAN Interface’ is disabled.

Collapse Tree Menu
E 4 System Information
System Overview
Status Mobil/4G
Status Wireless
Traffic Statistics
E 4 Interface Configuration
LAN / WAN Port

System Information — Status Wireless

WiFi Operation Mode: Disabled

Expand Tree Menu

H 4 System Information
System Overview
Status Mobile/4G

Status Wireless

System Information — Status Wireless

WiFi Operation Mode: Access point

Connected Wireless Clients:

. . . isti Mac Add RSSI Tx Rate Rx Rat C ct Til TxPackets RxPackets TxBytes RxBytes
Picture 11: Example of status information Tralfic Statisties acAcdiess K A B o me o o *
if WLAN Interface' is running S [Tt S DC53607468:8C  -60Bm  1LOMBiUs |, lad'oie.  91s 7 124 1018 20886
. : ) LAN / WAN Port
in operation mode ‘Access By Wireless LAN

Point’ and having connected
one WLAN client.

Picture 12: Example of status information

Operation Mode
Advanced Settings

Expand Tree Menu
=y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration

LAN / WAN Port Channel channel 5 (2432 MHz)
: RF type g
23 V\ﬁml;ﬁsu\_" Mode MAC 00:15:7E:1D:08:8C
(D LB Security mode psk-mixed+tkip+aes

Advanced Settings
MAC Filter

System Information — Status Wireless

WiFi Operation Mode: Wireless Client

Connection Information

Connected to SSID  IE-Support

Connected access point information

Mobile Interface Current BSSID EC:56:23:.7F:.C2:A0
if ‘WLAN Interface’ is running e Snalstength e
in operation mode ‘Wireless - ?E“"" ik Senvces
irewall Settings
Client' and being connected to NAT Settings
an ‘Access Point'. Z1 VPN
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5.6 System Information > Traffic Statistics

Displays the data traffic sent and received via device interfaces since router

uptime.

2026-10-13 / Edition 1.3

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Weidmiiller 3£

Configuration changed and applied but not saved!

Expand Tree Menu

Operation Mode
Advanced Settings
MAC Filter
Mobile Interface

_1 Network Configuraticn

_ | Network Services

_| Firewall Settings

| NAT Settings

1L VPN

Home/Status — Traffic Statistics
£y System Information
System Ovarview Interface Send Receive
Status Mobila/4G LAN 354203 Bytes (1626 Packets) $29489 Byles (3533 Packets)
Status Wireless WAN 10866 Bytes (99 Packets) 51776 Bytes (333 Packets)
Traffic Statistics Wireless LAN 10866 Bytes (99 Packets) 51776 Bytes (333 Packets)
Wireless WAN - -
B 4 Interface Configuration
LAN / WAN Port
2 Wedss L ==

Picture 13: Display of traffic statistics
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5.7 Interface Configuration - LAN / WAN Port
This configuration page is used to set the IP configuration of wired LAN and WAN port.

LAN / WAN Interfaces

IP assignment: Interface can be configured using static IP, via DHCP or DHCP + Fallback. A fallback to the
defined static IP will be done if DHCP fails.

Masquerade (NAT): If enabled, the source IP address of IP packets will be replaced by the Router’'s LAN or
WAN IP when outgoing via the interface.

Default Gateway:

Can be configured if both interfaces LAN and WAN port are set to static IP assignment. If at least one of
both interfaces is set to DHCP then this parameter is locked because default gateway will be retrieved by
DHCP.

DNS:
Used for configuration of DNS settings. Two static DNS servers can be configured, additional to a DNS
entry retrieved by an interface with DHCP-based IP assignment.

Note about WAN Port:

For selection of the interface being the Internet/WAN connection either the wired WAN port, WLAN interface
(Mode 'Wireless Client') or 'Mobile Interface' (only LTE/4G models) can be configured (refer to configuration
section ‘Network Configuration - Internet/WAN Connection). But there are some limitations about
independent use of these interfaces. If mode 'Mobile Interface’ or 'Wireless Client' is selected for
Internet/WAN connection, then the wired WAN port either is deactivated or can be used as second LAN
switch port.

2026-10-13 / Edition 1.3
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Collapse Tree Menu
4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
B4 Network Configuration
Internet/WAN Connection
= 4 Network Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Setiings
=1y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
E1 4 NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN
IPsec
Files / Certificates.
£y Serial Port Seftings
Interface Configuration

w5 Nat

Interface Configuration — LAN/WAN Port  [i0)

LAN Interface:

IP assi; Static v
IP address: 192.168.1.110
Subnet mask: 2552552550
Gateway via DHCP:

Masquerade (NAT): a

WAN Interface:

IP assi DHCP v
IP address:

Subnet mask:

Gateway via DHCP

Masquerade (NAT):

Default Gateway:

DNS:

Preferred DNS Server:

Hostname:

Register Hostname in DHCP ]
mode:

Received by DHCP v

E-SR-2TX-WL-4G-E

Static DNS 1 L 1

Static DNS 2

Accept DNS LAN Port n
requests from WAN Port: [J

Picture 14: Factory defaults of

LAN/WAN Port settings.

Picture 15: Screenshot showing a
deactivated WAN port after setting
‘Internet / WAN Connection’ either to
connection type ‘Wireless Client’ or
‘Mobile Interface’.

DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
5 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Ferwarding)
54 NAT Settings
Destination NAT
Source NAT
B4 VPN
OpenVPN
IPsec
Files f Certificates.
= q Serial Port Settings
Interface Configuration
Data Pracessing
Service Mode
= 4 Event Settings
Digital /0
E-mail
SNMP Traps

Interface Configuration — LAN/WAN Port

LAN Interface:

P [Static  ~]
IP address 192.168.2.252
Subnet mask
Gateway via DHCP

Masquerade (NAT) [m]

WAN Interface:
Status WAN port- Deactived

Note: WAN port cannot be used as independent
interface if either Mobile Interface or Wireless Client
is selected for Intenet/WAN Connection. Then
WAN port either is deaclivated or can be used as
second LAN switch port

IP assignment Static ~
IP address 17216121

Subnet mask: 255.265.0.0
Gateway via DHCP

Masquerade (NAT)

Default Gateway:

DNS:

Preferred DNS Server: Received by DHCP v
Hostname: |IE-SR-2TX-WL-4G-E
Register Hostname in DHCP O

mode.

Static DNS 1 172.16.0.1

Accept DNS LAN Port

requests from WAN Port: (]
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5.8 Interface Configuration > Wireless LAN - Operation Mode

Via this configuration page the WLAN interface generally can be enabled / disabled and configured for
operation modes ‘Access Point’ or ‘Wireless Client

Operation Mode ‘Access Point’:

Running this mode, the Router provides an access point for wireless clients which will be assigned to the LAN network
when connected. WLAN Clients can connect wireless based on the configured access and security settings and will be
assigned to the LAN network.

Consider: Ensure that the Router's DHCP Server function is enabled and properly configured (Menu Network Service —
DHCP — DHCP Service). If DHCP service is not configured, the WLAN clients connect to the 'Access Point'
but do not get any IP address assignment.

Operation Mode ‘Wireless Client’:

Running this mode, the interface acts as a WLAN client which connects to an 'Access Point' and provides the
Internet/WAN connection via the 'Access Point' alternatively to the WAN Port. Each LAN traffic to external networks is
routed via the WLAN interface which is a client of the associated 'Access Point'. The IP data assignment of the WLAN
interface either is done via DHCP (received from AP) or by static configuration (if manually done, the IP of course should
be in the AP’s subnet). Consider: For this operation mode the WAN port either is disabled or can be used as second LAN
port. For connection to an Access Point either enter the SSID of the AP manually or use button 'Site Survey' to search for
an available access point. Configure the AP's security settings and the IP assignment of the WLAN interface (Either via
DHCP or enter manually). Finally select the use of WAN port (either disabled or running as second LAN port) before
applying the configuration.

Consider: It is highly recommended to activate 'Masquerading (NAT)' for the WLAN interface. This ensures that
responses of outgoing traffic - initiated from LAN side - can be routed back to LAN devices without setting any
routes in the associated 'Access Point'.

Note:  If mode 'Wireless Client' will be applied, then this mode immediately becomes the current Internet/ WAN

connection. The previously selected interface ('WAN Port' or 'Mobile Interface’ for LTE/4G models) will be
replaced automatically. This behavior is caused by technical design.

Configuration changed and applied but not saved!

Collapse Tree Menu
=4 System Information
System Overview

Interface Configuration — Wireless LAN — Operation Mode [T

Status Mobile/AG Wireless LAN: Disabled ~
Status Wireless
Traffic Statistics m m

B 4 Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings

—_nac S,

Picture 16: Wireless LAN factory default settings (disabled)
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Expand Tree Menu
E 4y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
E 4 Interface Configuration
LAN /WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
1 Network Configuration
_1 Network Services
__| Firewall Settings
| NAT Settings
_1 VPN
_| Serial Port Settings
_1 Event Settings.
| Administration
_| Diagnostics
Save Configuration
Logout
License Information

Weidmiiller 3£

Interface Configuration — Wireless LAN — Operation Mode

Wireless LAN:
Operation Mode:

Enabled v

Wireless Clients always will be assigned to LAN network
Enable DHCP Service for IP configuration of connecting clients

AccessPoint Settings:

Network Type:
Channel 11 hd
Channel Width
SSID and Security Settings:
SSID broadcast
Client Isolation
Securty Type:
Enceyption
(8~63 characters)

Picture 17: Example of operation

Expand Tree Menu
E _y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
=y Wireless LAN
Operation Mode
Advanced Setfings
MAC Filter
Mabile Interface
| Network Configuration
| Network Services
_| Firewall Settings
_| NAT Settings
_1 VPN
] Serial Port Settings
_| Event Settings
_1 Administration
__| Diagnostics
Save Configuration
Logout
License Information

mode ‘Access Point’

Interface Configuration — Wireless LAN — Operation Mode

Wireless LAN:
Operation Mode:

Enabled v
Wireless Client  w

This operation mode is used to establish the Internet\"WAN connection via an Access
Point alternatively to the WAN Port. When using this mode the WAN port sither is
disabled or can be used as second LAN port

Client Settings:

ssio. R 5i- o
Secutty Type
Encypon
Stared ey

(8~63 characters)

WLAN Interface

IP assignment:
IP address:

Subnet mask:

Gateway’

Masquerate (NAT).

WAN Port Setting:

Picture 18: Example of operation mode ‘Wireless Client
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5.9 Interface Configuration > Wireless LAN - Advanced Settings

Menu ‘Advanced Settings’ provides configuration of additional parameters of WLAN interface.

Advanced WLAN Settings (valid for operating modes ‘Access Point' and ‘Wireless Client’)

A beacon is a broadcast packet sent by the 'Access Point' to synchronize wireless
devices. The beacon interval value defines the frequency interval how often the beacon
Beacon Interval  |is broadcast by the Router. Increasing this value reduces the number of beacons and the
overhead associated with synchronization process. The default value is 100, but 50 is
recommended for a reception.

Weidmiiller 3£

Industrial Ethernet Router Configuration

|IE-SR-2TX-WL-4G-EU

Configuration changed and applied but

net saved!

This value indicates the interval of the Delivery Traffic Indication Message (DTIM). A
DTIM field is a countdown Message (DTIM) informing clients about the next window for
listening to broadcast and multicast messages. When the ‘Access Point’ has buffered
DTIM Period broadcast or multicast messages for associated clients, it sends the next DTIM with a
DTIM Interval value. The associated clients hear the beacons and awaken to receive the
broadcast and multicast messages.

The factory default value is 2 milliseconds (Range: 1 to 255 msecs).

The value specifies the maximum size of a packet before it is fragmented into multiple
ones. It ranges from packet size 256 bytes up to 2346, it is recommended to remain at
the default size of 2346 bytes. If you experience a high packet error rate, you may slightly
decrease the value. Setting the value too low may result in poor network performance.
Only minor modifications of this value are recommended..

Fragmentation
Threshold

The RTS (Request to Send) threshold is the amount of time a wireless device,
attempting to send, will wait for a recipient to acknowledge that it is ready. Normally, an
access point sends a RTS frame to a station and negotiates the sending of data. After
receiving RTS frame, the station responds with a CTS (Clear to Send) frame to
acknowledge the right to begin transmission. To ensure communication, the maximum
value should be used, which is the default value 2347 (Range: 0 to 2347 bytes). If a
network packet is smaller than the preset RTS threshold size, the RTS/CTS mechanism
will not be enabled.

RTS Threshold

This parameter allows you to change the power output level. Default value is 12 dBm
(Range: 3 dBm to 20 dBm). A 'Maximum Transmission Power' value of 12 dBm (around
60% of maximum) is probably suitable for most user applications. Higher power settings
are not recommended for users due to excess heat generated by the radio chipset, which
can affect the life of the device.

Maximum
Transmission Power

Two different preamble types (long or short) can be selected. A long preamble uses
additional data header strings to check data transmission errors. A short preamble is
faster because it adds less data when checking transmission errors.

Default setting is a short preamble enabling an increased overall throughput. However, if
any wireless device does not support short preamble, then it will not be able to

Preamble

|lcommunicate within the wireless network. In this case select a long preamble.

Collapse Tree Menu

E 4 System Information
System Overview
Status Mobile/4G

Interface Configuration — Wireless LAN — Advanced Settings [

Advanced WLAN Settings (AP / Wireless Client)

Status Wireless Beacon Interval: (msec. Range:20~999, Default:100)
Traffic Statistics DTIM Period 2 |iRange1~255, Default2)
El 3y Interface Configuration Fragmentation Threshold 2346 (Range:256~2346, Default:2346)
LAN /WAN Port RTS Threshold: 2347 (Range:1~2347, Default2347)
8= WEES LAN Maximum Transmission Power: 12 dBm ~ | {in dBm , Range:3~20, Default:12)
Operation Mode
Preamble
s H Guard nerva
MAC Fiiter ward inenva o
Maobile Interface
5y Network Configuration Specific Client Mode Settings
Internet/WAN Connection X-Roaming: Disabled ~
564 Network Services Signal Threshold for Roaming: [65|(Signal Threshold from -40 to -65 dBm , Default: -55)
Routing
o

DHCP Service
DHCP Client List

Picture 19: Factory default settings of advanced wireless parameters

HT Guard Interval

When doing a wireless transmission, RF signals can reach the receiving antenna by two or
more paths resulting in an interference and degradation of the signal. Parameter 'Guard
Interval' is intended to avoid signal loss from multipath-effect, the value can be set to 'short' or
'long'. By default, a short 'HT Guard Interval' is active, it can increase the data rate by roughly
10%.

Note: This parameter is only valid for wireless standard 802.11n (HT is equivalent to 802.11n
and means High Throughput).

Specific Client Mode S

ettings

X-Roaming

For operation mode 'Wireless Client' parameter 'X-Roaming' can be enabled to shorten the time
for handover from a connected access point to another one.
This feature is disabled by default.

If 'X-Roaming' is enabled, this parameter determines when to start looking for new access point

Signal Threshold for
Roaming

candidates. If the current connection quality (Signal Strength) is lower than the specified
threshold, the Router will start background scanning and look for the next-hop candidate.
Default signal threshold for roaming is 55 dBm (Range: -40 to -65 dBm).

2026-10-13 / Edition 1.3
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5.10 Interface Configuration > Wireless LAN > MAC Filter

Function ‘MAC Filter for Wireless LAN can be used to control the access of wireless clients if
the Router is running in mode 'Access Point'.

If MAC Filter is enabled, WLAN client connections either are allowed or rejected dependent on
the selected policy and if being a member of the MAC filter table.

General Activation / Deactivation
MAC Filter: Enables or disables access control by MAC address generally.

Selectable Policy Settings
* Only allow MAC address(es) listed in filter table to connect to 'Access Point'.
As stated, only clients having a MAC address listed in the MAC filter table may connect
to the Router. This access policy is working as a “‘white” list.
* Only deny MAC address(es) listed in filter table to connect to 'Access Point’.
As stated, all clients having a MAC address listed in the MAC filter table are rejected
for connection. This access policy is working as a “black” list.

MAC Filter Table
This table contains the MAC addresses which are controlled according to the policy setting. Up
to 32 client MAC addresses can be managed via the MAC filter table.

Note: When entering a MAC address manually use format Xx:xx:xx:XX:XX:XX.

2026-10-13 / Edition 1.3
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Configuration changed and applied but not saved!

N
Collapse Tree Menu
=4 System Information
System Qverview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Maobile Interface
= 4 Network Configuration
Internat/WAN Connection
=4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=4 NAT Settings

= Destination NAT

Interface Configuration — Wireless LAN — MAC Filter [T

MAC Filter: Disabled v

Palicy: Only allow MAC address(es) listed in filter table to connect to AP
Add associated client: -- Select Client - ~ | Copy to: - Table slot --
—MAC Filter Table
1 2
% 4
& 6:
T =3
9 10
1: 12:
13 14
15: 16:
17 18
19: 20:
21 22
23; 24:
25; 26
27 28:
29; 30:
A 32:
[ Appy | Rezet

Picture 20: Factory default settings of MAC filter table

Consider:

1. Function 'Add associated client' can be used for an easy MAC address takeover of already connected clients
into the MAC filter table. The preferred method is to do this as long the Router is running with disabled MAC
Filter because only this status lists connected clients (still not controlled by MAC filter) in the drop-down

selection box for take-over (Copy to).

2. When starting to configure, first set parameter ‘MAC Filter’ to enabled. Next select an associated client and then

select the table slot (Number 1 to 32) via the drop-down list box. When clicking on the desired table slot, the

MAC address automatically will be copied to the MAC filter table.

3. Please keep in mind that this method only is reasonable for policy setting 'Only allow MAC address(es) listed in
filter table to connect to AP'. Otherwise, already connected clients which just have been added to the MAC filter

table, will be rejected for access immediately if the configuration will be applied.
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5.11 Interface Configuration > Mobile Interface

Via this configuration page the 'Mobile interface' can be enabled / disabled
and configured providing a 4G/LTE connection. The device is equipped
with one radio module but supports the use of 2 SIM cards (Dual SIM).
Each SIM can be configured with its own provider profile. One is selectable
as primary connection and the other one as failover connection in case of
an operator-dependent connection loss.

Mobile Interface: Enables or disables the use of the mobile interface
generally.

Click button to detect available network providers in the
(environment of the Router’s location and to retrieve
information about their accessibility based on the
inserted SIM card(s).

Note: Starting a network scan interrupts an established
connection (Online) and can take several minutes to get
a response.

Network Scan:

Section ‘Connection Settings’

Active Profile: The primary mobile connection (SIM1 or SIM 2) is selected
by parameter 'Active Profile'. The other SIM profile can be
used as backup connection but only if 'Mobile Interface' is
selected for the Internet/WAN connection.

Connection Mode: Defines when to establish a provider connection. If set
to ‘Permanent’, the Router tries to establish the connection
automatically at boot time if the Internet/WAN connection is
set to 'Mobile Interface’. For connection mode 'Manual' the
mobile connection can be established/canceled manually
via menu 'System Information — Status Mobile/4G'.

Failover to Backup Profile: The failover from the active SIM card to the
backup SIM profile only is possible if the Internet/WAN
connection is set to 'Mobile Interface'. The failover behavior
can be configured when enabling checkbox 'Enable
Connection Control and Failover to Backup Profile’.

Sections ‘Profile SIM 1’ / ‘Profile SIM 2’
Use these sections for configuration of inserted SIM card(s) for connection
to the mobile operator.

2026-10-13 / Edition 1.3

[ Expand Tree Menu
=l _4 System Information
[% Sysiem Overview
[% Status Mobile/4G
[ Status Wireless
[% Traflic Statistics
-1 _4 Interface Configuration
[ LAN/WAN Port
[# 1 Wireless LAN
= Mobile Interface
|-l _4 Network Configuration
= Internet/'WAN Connection
- _4 Network Services
= Routing
[# 1 DHCP
& Dynamic DNS
% Date&Time /NTP
& SNMP Settings
-l _4 Firewall Settings
= IP Filter (Local Access)
= IP Filter (Forwarding)
& DDaoS Prevention
5 4 NAT Settings
[% Destination MAT
[ Source MAT
H 1 VPN
I+ __| Serial Port Settings
[+l _| Event Setlings
I= 4 Administration
[# System Settings
[Z Backup and Restore
= Firmware Update
%) Bootloader Update
= Rehoot
[# Factory Default

e

Interface Configuration — Mobile Interface
Mobile Interface:

Connection Settings

SIM 1w
[ tablishes connection aut tically if "Maobile Interf;

Enable Connection Control and Failover fo Backup Profile

Active Profile:
Connection Mode:

\l

* is selected as Infernet/WAN connection.

MNote: Failover to Backup SIM Profile only can be used for Internet / WAN connection "Mobile Interface”. If for connection types "WAN Port”
or "Wireless Client” the mobile interface is configured as failover connection, then only the configured active SIM profile will be used.

Monitoring IP {ICMP Check): 8.8.8.8

Paolling Interval: &0 sec(s)

Failed Polls before starting Action: 5

First Action triggered by failed Polls:

Subsequent Action after performing First Action if next ICMP Check fails:

Profile SIM 1 Profile SIM 2
SIM Status: SIM Status:
PIN. PN
Provider APN Provider APN:
Authenticafion: Authentication:
User name. l:l User name:
Password I:| Password

Allowed Network Modes:
Preferred Network Mode:

Home Metwork only

Aute ) 268 3c®@ 4@

Allowed Network Modes:
Preferred Network Mode:

Home Network only:

{no Reaming) {nc Roaming)
Connect to specific Connect to specific
Provider/operator: - Providerfoperator:

Mobile Country Code(MCC):
Mobile Network Code{MNC):

Mobile Country Code{MCC):
Mobile Nefwork Code(MMC):

Mote: After configuration, the ‘Mobile Interface’ status can becheckad in menu 'System Information — Stalus Mablle;‘tG It takes at least 30 seconds for the modem to register with the

operator. The cellular
Interface” (default "WAN Porf’).

will be

Picture 21: Example of enabled and configured mobile interface (Profile SIM 1)

Notes:

Waode' is et to ‘P

(Menu ‘Network Configuration’) is set to "Mobile

* If ‘Internet/WAN Connection’ is set to ‘WAN Port’ or ‘Wireless Client’ and if the ‘Mobile Interface’ is set as backup connection, then
always the selected ‘Active SIM Profile’ (primary) is used. A subsequent changeover to the backup SIM profile, in case that the
primary SIM profile also fails, is not implemented. The failover function from primary to backup SIM card only is possible if
‘Internet/WAN Connection’ is set to ‘Mobile Interface’.

« After applying of the configuration, the connection status of the mobile interface can be checked on website 'System Information —

Status Mobile/4G'.
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5.12 Network Configuration - Internet/WAN Connection (1/2)

Selection of the network interface (connection type) to be used for Internet/WAN connection.

Via this configuration page the connectivity to the Internet or to an upper-level network (WAN) will
be defined.

For establishing an Internet/WAN connection one of the interfaces

» WAN port (wired)
» WLAN interface (Mode Wireless Client), or
* Mobile Interface (only for LTE/4G models)

can be selected.

By factory default the RJ45 WAN port is selected as the active Internet / WAN connection.

General configuration hints:

1.

The WAN port (wired) always can be selected to be used for the Internet / WAN connection.

Interfaces 'Mobile Interface’ or 'Wireless Client' cannot be selected for the Internet / WAN
connection as long the interface is not enabled or not yet configured (Error message is
displayed). Before selection, you need to enable and configure the desired interface in
section 'Interface Configuration' to be useable for Internet / WAN connectivity.

If WLAN interface (Mode ‘Wireless Client’) will be configured (Menu Interface Configuration
— Wireless LAN — Operation Mode), then after applying mode ‘Wireless Client
immediately and automatically becomes the active Internet/WAN connection (replacing
previous setting ‘WAN Port’ or ‘Mobile Interface’). This is caused by technical design.

‘Mobile Interface' can be configured independent of the selected interface for Internet / WAN
connection and needs to be set as active Internet / WAN connection explicitly.

If either 'Wireless Client' or 'Mobile Interface' is selected for Internet / WAN connectivity, then
the wired WAN port either is disabled or can be configured as additional (switched) LAN port.
In this condition the WAN port related configuration parameters (Interface Configuration —
LAN/WAN Port) are locked. If WAN port shall be used again for Internet / WAN connectivity,
then select "WAN Port' as active Internet / WAN connection.

2026-10-13 / Edition 1.3
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Expand Tree Menu
= _4 System Information
System Overview
Status Mobile/AG
Status Wireless
Traffic Statistics.

Internet / WAN Connection via:

WAN Port Setting: | LAN Switch Port w|

Status
Active Connection:
Link:

IP { Netmask: 1
Default Gateway: 1

B _4 Interface Configuration
LAN / WAN Port
B _{ Wireless LAN
Operation Mode

Network Configuration — Internet/ WAN Connection

Sim1
Online / Connect to Telekom.de Telekom.de

Mabile Interface v
WAN Port
Wireless Client
Mobile Interface

0.158.154.255 f 255.255.254.0
0.158.155.0

Advanced Settings
MAC Filter
Mobile Interface
B _4 Network Configuration
Internet/\WAN Cannection
= 4 Network Services
Routing
] DHCP
DHCP Service

Note 1: If Mobile Interface is selected for

Note 2: For mobile connections generally the operator-retrieved Gateway and DNS parameters
are used. Outgoing traffic always will be masqueraded (SNAT)

of menu "Interface Configuration -> Mabil

oo J s

as independent interface. WAN port either is deactivated or can be used as second LAN switch port.

Note 3: Failover function to backup SIM profile can be configured in section "Connection Settings”

Internet®"VAN Connection then WAN port no longer can be used

le Interface”

Picture 22: Example of an established Internet/ WAN connection via ‘Mobile Interface’.

Selectable combinations for Internet / WAN connectivity:

Primary connection Configurable Fallback Connection

Restrictions / Limitations / Impact

WAN Port (wired) Mobile Interface (Active SIM profile)

WLAN can only be used in mode Access Point.
Connecting clients will be assigned to LAN network.

WLAN Interface (Mode Wireless | Mobile Interface (Active SIM profile)

WAN port (wired) either disabled or useable as

Client) additional LAN port.
Mobile Interface (Active SIM Mobile Interface (Backup SIM profile) | WAN port (wired) either disabled or useable as
profile) additional LAN port.
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5.12 Network Configuration - Internet/WAN Connection (2 /2)

Examples of selection of a network interface (connection type) to be used for Internet / WAN connection.

Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
4 Wireless LAN
Operation Mode
Advanced Seftings
MAC Filter
Maobile Interface
= 4 Metwork Configuration
Internet/ WAN Connection
=y Network Services
Routing
= 4 DHCP

Network Configuration — Internet / WAN Connection

Internet / WAN Connection via: |WAN Port v

Use Mobile Interface as fallback connection:
Status
Active Connection: WAN Port
IP / Netmask: 192168 181.121/ 255 255 255 0

Default Gateway: 192.168.181.1

X

Selectable connection
types

Internet / WAN Ci

via: [Wireless Client v |

WAN Port
For this connection Default Gatevray ang ey
connected Access Point will be used. | Wobile Interface

T

Picture 23: Example of WAN Port selected for Internet / WAN connection. No connection failover to
‘Mobile Interface’ (Backup) configured.

Collapse Tree Menu
=y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
QOperation Mode
Advanced Settings
MAC Filter
Mobile Interface
= 4 Network Configuration
Internet/WAN Connection
=y Network Services
Routing
= 4 DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings

Network Configuration — Internet / WAN Connection
Internet / WAN Connection via:

Use Mobile Interface as fallback connection:

Failover Criteria:
Monitoring Address: 8888

Ping check interval: seconds

Retry counts before failover:

Return back to primary connection if
monitor address is accessible again

Ping check interval: seconds
Successful Ping counts

before return
Status
Active Connection: WAN Port
IP / Netmask: 172.16.121/255.255.0.0
Default Gateway: 172.16.0.1

Picture 25: Example of WAN Port selected for Internet / WAN connection. ‘Mobile Interface’ is
configured as failover connection (Backup).
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Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics.
= 4 Interface Configuration
LAN / WAN Port
By Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _y Network Configuration
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Network Configuration — Internet / WAN Connection

Internet / WAN Connection via: |Wireless Client v

For this connection Default Gateway and DNS retrieved by DHCP via
connected Access Point will be used.

Use Mobile Interface as fallback connection: Disabled v
Stat

Statu

Active Connection
Status

IP / Netmask
Default Gateway:

Wireless Client

Connected to Access Point <ec:56:237f c2:a0>
192.168.99.93 / 255 255 255.0

192.168.99.1

= q Network Services

Picture 24: Example of WLAN interface (Mode ‘Wireless Client’) selected for Internet/ WAN
connection. No connection failover to ‘Mobile Interface’ (Backup) configured.

Collapse Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
=4 Interface Configuration
LAN / WAN Port
= _4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Maobile Interface
= _4 Network Configuration
Intermnet/WAN Connection
=4 Network Services
Routing
£y DHCP

DHCP Service

Network Configuration — Internet / WAN Connection

Internet / WAN Connection via: |Mobile Interface v
WAN Port Setting: | Disabled b

Status

Active Connection: SiM1

Link: Online / Connect to Telekom.de Telekom.de
IP / Netmask: 10.23.11.200 / 255.255 255 240

Default Gateway! 10.23.11.201

Note 1: If Mobile Interface is selected for InternetVWAN Connection then WAN port no longer can be used
as independent interface. WAN port either is deactivated or can be used as second LAN switch port.

Note 2: For mobile connections generally the operator-retrieved Gateway and DNS parameters
are used. Outgeing fraffic always will be masqueraded (SNAT).

Note 3: Failover function to backup SIM profile can be configured in section "Connection Settings™
of menu "Interface Configuration -> Mobile Interface”.

[y J o

Picture 26: Example of mobile interface selected for Internet / WAN connection and currently connected (Online)
to the operator via profile ‘SIM 1",

Note: If - for example - profile ‘SIM 2 also is activated and configured for failover (backup), then in
case of a connection changeover profile ‘SIM 2’ would be displayed here as active connection.
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5.13 Network Services - Routing

This web page shows all active routing entries of the device and can be used for
definition of static routes.

The 'Default Routing Table' lists the default network routes based on the active
router interfaces.

Via the “Static Routing Table” additional routes can be configured manually. A static
route will become active immediately after adding and applying. Several static
routes can be added before clicking 'Apply' button to activate them.

The default metric for static routes is zero (0) having the highest priority. If

necessary for any reason, change the metric to a higher value to decrease the
priority of this entry.
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Configuration changed and applied but not saved!

Collapse Tree Menu

=y System Informatien
System Overview
Status Mobile/AG

Network Services —Routing  [[E1]

Default Routing Table:

Status Wireless Destination Gateway Subnet Mask Metric

Interface
Traffic Statistics Default 192.168.99.1 0.0.0.0 0 WLAN
G, o) Tiee Sessrser o
LAN / WAN Port £
=y Wireless LAN
Operation Mode Static Routing Table:
Advanced Settings [ Destination [ Gateway [ SubnetMask__ [ WMetric [ Interface | Operations
MAC Fiter [ [T 1] | [[wan ~] A
Mobile Interface

4 Network Configuraticn
Intemet/WAN Connection
By Network Services
Routing
= _y DHCP

 Avy | Rosot |

DHCP Service

Picture 27: Example of routing entries for an Internet/ WAN connection via WLAN Interface (Operation mode
‘Wireless Client))

Industrial Ethernet Router Configuration
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Configuration changed and applied but not saved

Collapse Tree Menu

5y System Information
System Overview
Status Mobile/4G

Network Services —Routing [}

Default Routing Table:

Status Wireless Destination Gateway Subnet Mask Metric Interface
Traffic Statistics Default 10.23.11.201 0000 0 MODEM
5 Maface Cnfpa EXER) s 0 ammamaarn
LAN /WAN Port - - -
© 192.168.50.0 192.168.2 254 2552552550 0 LAN
£y Wireless LAN
Operation Mode
Advanced Settings Static Routing Table:
MAC Filter Destination Gateway Subnet Mask Metric Interface Operations
Mobile Interface 192.168.50.0 192.168.2. 254 255.255.265.0 0 LAN
= -4 Network Configuration [ 1 il ][ J[owean v [Add]
Internet/\WAN Connection
=3 et S £
Routing
2y DHCP.

= _DHCP Servica

Picture 28: Example of routing entries for an Internet / WAN connection via Mobile Interface (4G/LTE modem)
and one additionally configured static route.
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5.14 Network Services = DHCP -> DHCP Service

The Router supports features 'DHCP Server' and 'DHCP Relay' exclusively for LAN
network members.

DHCP Server

Provides IP data assignment for DHCP clients when connecting to the LAN
interface. The DHCP service operates on the wired LAN port and for connecting
WLAN clients if the Router's WLAN interface is running in operation mode ‘Access
Point’.

IP address data for DHCP clients will be assigned according to the configurable
parameters, for Gateway and DNS current Router settings will be provided to
clients.

Additionally, static IP assignment of connecting clients based on their MAC
addresses can be assigned.

DHCP Relay

In this mode the Router acts as a gateway between a requesting DHCP client at
LAN side (wired LAN port or WLAN Client) and a remote DHCP server accessible
by the configured ‘Target DHCP Server IP".

If activated, DHCP requests will be forwarded to a DHCP Server having the
specified IP address and the responses from DHCP server will be sent back to the
requesting DHCP client.

Notes:

* Both services ‘'DHCP Server’ and ‘DHCP Relay’ only can be applied for DHCP
clients which are connected either to the wired LAN port or via WLAN if the
Router is running as Access Point.

« If the Router's WLAN interface is running in operation mode ‘Access Point, do
not forget to activate "DHCP Server’ to ensure that connecting WLAN clients
(configured with DHCP) will get their IP address data.
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Configuration changed and applied but not saved!

Weidmiiller 3£

0
-

E 4 Network Services
Routing
=1y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
£l 4 Firewall Settings

Internet/WAN Connection

Network Services — DHCP — DHCP Service

DHCP Service:

DHCP Service only can be enabled for static LAN intarface configuration.

ooy R e

Disabled | (Only active for LAN Port and WLAN Clients))

Picture 29: Example for disabled DHCP service

e

= _4 Metwork Services
Routing
ey DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
£ 4 Firewall Seftings
IP Filter (Local Access)
IP Filter (Forwarding)
£ _4 NAT Settings
Destination NAT
Source NAT
B4 VPN
OpenVPN
IPsec

Files / Certificates

InternstWAN Connection

Network Services —
DHCP Service:

Start IP Address:

DHCP — DHCP Service [
DHCP Server v | (Only active for LAN Port and WLAN Clients)

192.166.2.120 DHCP IP range must be inside
192.168.2.150 of LAN interface subnet.

End IP:Address:
Local Domain Name (optional)
Lease Time: 3600 Minutes
Provide DHCP clients
with static configured O
DNS Servers:
Static DHCP Client List:
# MAC Address IP address Operations

Picture 30: Example for enabled DHCP server

e s e e

B4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
=y Firewall Settings

[=_IP Filter (Local Access)

Internet/WAN Connection

Network Services — DHCP — DHCP Service

DHCP Service:

IP Target DHCP Server 1
IP Target DHCP Server 2

DHCP Relay »| (Only active for LAN Port and WLAN Clients))

192.168.2.254

Picture 31: Example for an enabled DHCP relay service
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5.15 Network Services = DHCP - DHCP Client List

This table shows all DHCP clients having received a DHCP lease from the Router's
DHCP service.

Listed DHCP clients either are devices connected to the wired LAN port or WLAN

clients (also members of the LAN network) if the Router is configured running
operation mode 'Access Point'.

2026-10-13 / Edition 1.3

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Weidmiiller 3£

Intemet/WAN Connection ~

£l 4 Network Services
Routing
=4 DHCP

DHCP Service
DHCP Client List

Dynamic DNS
Date&Time / NTP
SNMP Settings

£l _4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)

[l NAT Settinas

Network Services — DHCP — DHCP Client List m

Active DHCP Client List:

# Host Name MAC Address IP Address Expires in
T | DESKTOP-AUGGOCM | 1B.cabB:12.44.03 1921682 147 | 2days, 11h59m 165
2 |ESRETXILAGUS-| 01576100075 192.168.2.143 2days, 11h:58m:22s

Picture 32: Example showing 2 DHCP clients which have been received IP data from the Router's DHCP service.
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5.16 Network Services - Dynamic DNS

DDNS (Dynamic Domain Name System) allows you to configure a domain name for
your IP address which is dynamically assigned by your Internet Service Provider.
Therefore, you can use a static domain name that always points to the current
dynamic IP address.

Note: Currently the Router only supports provider 'DynDNS.org' for dynamic DNS

service. Prerequisite for using this function is having an existing account at
'DynDNS.org".

2026-10-13 / Edition 1.3
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

e = ey

Internet\WAN Connection ~

2 4 Network Services Network Services — Dynamic DNS
Routing
£y DHCP Dynamic DNS: Dizabled

DHCP Service

DHCP Client List [ Apply| =

Date&Time / NTP
SNMP Settings

Picture 33: Disabled Dynamic DNS (Factory default)

e e

Internet\WAN Connection

By Network Services Network Services — Dynamic DNS |17
Routing
By DHCP Dynamic DNS: Enabled v
DHCP Service
DHCP Client List DynDNS Service: | DynDNS.org
Dynamic DNS User Name: |
Date&Time / NTP Password: |
ol Registered Domain: |

=y Firewall Settings
IP Filter {Local Access)

IP Filter (Forwarding) m

=4 NAT Settings

== Dhmedio ot KIAT

Picture 34: Enabled Dynamic DNS. Currently only provider ‘DynDNS.org' is supported.
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5.17 Network Services > Date & Time / NTP

This web page can be used
- to set the Router's system time manually,
- to configure NTP time synchronization getting date and time from an external NTP
server,
- to configure NTP time server relay function allowing NTP clients requesting date and
time from the Router.

Manual Date / Time Settings
- Enter data for date and time input fields or click button 'Get Browser Data' to fill the input
fields with current settings of the connected PC.
- Click button 'Set System Time' to update the system time with content of the date and
time input fields.

Note: Button 'Set System Time' updates the system time exactly according to the input
fields. The setting of the time zone will not be considered.
For manual date / time setting it is recommended to select first the right time zone,
then click button Apply, then click button 'Get Browser Data' and finally click “Set
System Time'.

Time Zone Setting
- Select the time zone according to the Router's location.

Note: If the time zone has been changed and button 'Apply' will be clicked, then the system
time will be adapted with the offset between previous and selected time zone.

NTP Time Synchronization

Via this section a periodic time synchronization with an external NTP server can be
configured. If NTP time synchronization is enabled, the Router additionally can serve as
NTP server (Checkbox ‘NTP time server relay’) providing date and time information for other
NTP clients.

2026-10-13 / Edition 1.3

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

4 Wireless LAN .

Operation Mode .
Advanced Setiings Network Services — Date & Time /NTP [

MAC Filter
Mobile Interface System time: Wed Sep 28 15:25.18 UTC 2022

=y Network Configuration
Internet/WAN Connection

= 4 Network Services Manual Date / Time settings:
Routing Year: |2022 | Month: |9 | Day:
5w HEP Hour: |17 | Minute: |32 | Second:

DHCP Service

DHCP Client List Set System Time

Dynamic DNS

SNMP Settings

Time Zone: [Europe/Berlin v

[= _y Firewall Settings
IP Filter (Local Access)

IP Filter (Forwardin|
{ 9 NTP time synchronization: Enabled v

=y NAT Settings

Destination NAT 1. NTP server |0.upenwrl.puo| ntp.org |
Source NAT 2. NTP server. | 1.openwrt.pool.ntp.org |
=3 VPN Synchronise: at[00 v}:
OpenVPN Enable NTP time server relay: O
IPsec
Apply

Files / Certificates

a O osiol Dok Coktl

Picture 35: Example of Date & Time settings having NTP time synchronization enabled.

Note:

The Router is equipped with an internal Supercap-buffered Real-time clock (not battery buffered) and is synchronized
by the Router’s “System Time” each time when the “System Time” will be changed, either by manual setting (Menu
‘Network Services --> Date & Time / NTP’) or by periodic update via NTP request.

This keeps the Router's “System Time” up-to-date after power-up, unless the Router is not powered-off for

longer than around 7 days. Then the Supercap-buffered Real-time clock needs to be re-charged at next Router power-
on. If this duration will be exceeded, means the storage energy of the supercapacitor is used up, then the Router’s
“System Time” will be set at next power-up by the initial RTC time 'Sat Jan 1 2022 00:00:00 (UTC)'.
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5.18 Network Services > SNMP Settings (Simple Network Management Protocol)

This web page is used to enable/disable the Router's SNMP agent and for
configuration of the SNMP communication settings.

SNMP requests will be provided for common parameters based on standards

SNMPv2-MIB, RFC1213-MIB, TCP-MIB and UDP-MIB.
Note:

- The Router supports SNMP version combinations v1/v2c, v3 and v1/v2c/v3.
- SNMP is disabled by default.

2026-10-13 / Edition 1.3

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-on

Expand Tree Menu
I-] _4 System Information
System Qverview
Status Mobile/4G
Status Wireless
Traffic Statistics
I-I _4 Interface Configuration
LAN { WAN Port
[+ | Wireless LAN
Mobile Interface

[l 4 Network Configuration

Network Services — SNMP Settings [T

SNMP Enable:
SHMP Agent Protocol:
SHMP Agent Port:
SMMP Agent Version:
System Location:
System Contact:
System Name:

Read Community:

Write Community:

Int tWAN C
=1 _4 Metwork Services

Routing

[ _1 DHCP

Dynamic DNS

Date&Time { NTP

SNMP Setiings
[ _4 Firewall Settings

IP Filter (Local Access)
IP Filter (Forwarding)

DDoS Prevention

1 _4 NAT Settings
Destination NAT

Picture 36: SNMP factory default settings.

Security Name: [
Security Level: MNoAuth, NoPriv
Authentication Protocal: [mMD5 v
Authentication Pass Phrase: [ |
Privacy Protocol: [DES v
Privacy Pass Phrase: | |
[aoy |

SHNMP Agent Version:

System Location:

System Contact:

b v3

System Mame:

Read Community: vih2eh3

Write Community: [private

Disable hal
[uDP |
[161

[vivec <
[Paderbom

|

A

|

[HIH |
[Router_192-168-4-253 |
|

|

|

v

[public
[private
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5.19 Firewall Settings - IP Filter (Local Access)

Web page IP Filter (Local Access) is used to define filter rule settings for incoming traffic
terminating on the Router itself and is assigned to the 'input chain' of the iptables firewall.
Each incoming IP packet - having a destination IP address of any of the Router interfaces
(LAN IP, WAN IP, etc.) - do pass this ‘Local Access’ filter and can be controlled by rules
defined in the active IP filter table.

For example, typical applications for definitions of ‘Local Access’ rules can be:

- Allow access to the Web interface only for specific IP addresses or

- Allow use of Ethernet/Serial converter functions only for specific (source) IP addresses.

Default Filter Policy (‘Input LAN Network’ and ‘Input Internet / WAN Connection’):

These parameters determine the default handling of packets

- incoming at LAN network (covers LAN port, WAN port if set as second LAN port, and
WiFi clients associated to LAN network if mode WLAN Access Point is active) and

- theinterface which currently is selected as Internet/ WAN connection (WAN Port, Mobile
Interface or WLAN / Mode Wireless Client)

and targeted to the Router itself. The default filter policies will be applied for ingress packets

not matching any rule specified in the 'Active IP Filter List (Local Access)'.

Section 'Add / Edit Firewall Rule’:

Use for creation / adaption of specific firewall rules. Several rules can be defined and added

before they become active by clicking button ‘Apply’.

Table ‘Active IP Filter List (Local Access)':

This table contains all configured rules, either being enabled (active) or disabled. Active rules

will be checked from top to bottom. If a rule matches, the defined action (Accept, Reject,

Drop) will be done, and the rule check will be canceled immediately. If no rule matches, the

default filter policy will be applied.

Firewall Rule Configuration Parameters:
Description: Enter any free text to describe the rule function.

>

Expand Tree Menu
£ _4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= _y Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _4 Network Configuration
Internet/WAN Connection
(=4 Network Services
Routing
_1 DHCP
Dynamic DNS
Date&Time / NTP
SNMP Settings
£ _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
DDoS Prevention

Firewall Settings — IP Filter (Local Access)

Default Filter Policy

Input LAN Network:

Input Intemet / WAN Connection
Add / Edit Firewall Rule

(Refers to LAN port, WAN port if set as second LAN port, and WiFi clients associated to LAN network)
(Refers to interface selected for Internet / WAN connection)

Description: |

Incoming Interface:
Protocol
Source IP/Netmask: @®@Any O Specify
Destination IP Local

Destination Port:

Acton:

Prioritization over Device Access
Rules (Http[s], Telnet, SSH)

Activation Status:

(] (For further information see help text)

Disabled v

Active IP Filter List (Local Access) :

Source IP /
Netmask

Active
(enabled)

Incoming Destination

Interface Destination IP

#| Description Protocol Action | Prioritized Operations.

Picture 37: Default settings of IP Filter (Local Access).

Incoming Interface: ~ Select either a specific interface on which an incoming packet shall be applied or select 'Any' to be

applied for each IP packet targeting to any IP of the Router's interfaces.
Protocol:

Select a specific network protocol or 'Any' for matching independent of any protocol.

Source IP / Netmask: Specify the matching criteria based on the packets source IP and subnet mask. Note: Use

subnet mask /32 for a single IP address.

Destination IP and Destination Port: Cannot to be configured. Destination IP is fixed to 'Local' because web
page 'IP Filter (Local Access)' refers to each destination IP targeting the Router itself.

Action:
Prioritization over Device Access Rules (Http[s], Telnet, SSH):
If activated, this prioritized custom rule will be applied topmost

Select the action (Accept, Reject, Drop) if an incoming IP packet matches the configured criteria.

- over the general device access rules (Http[s], Telnet, or SSH) which can be enabled/disabled

via checkboxes on web page 'Administration = System Settings’,
- non-prioritized custom rules and
- default policy rules.
Activation Status:

2026-10-13 / Edition 1.3

Select if the configured filter rule shall be immediately active or disabled after adding and applying.

Important notes about firewall rules in terms of local access:

* Rules for general device access like Web interface access via Http(s), Telnet, SSH Console or allow/deny
pinging to WAN port IP, do not need to be configured as special local access rules.

* They can be enabled or disabled easily via checkbox settings in menu 'Administration = System Settings'. The
general device access rules will be applied primarily over the 'Default Filter Policies' and over non-prioritized
custom rules of the 'Active IP Filter List'.

If you want - for security reasons - to configure an |P-specific device access, then you need to disable the
general access settings on web page 'Administration = System Settings' and a custom filter rule with priority
must be created. For such a case consider to create and apply the custom filter rule first before deactivating the
general device access via the checkboxes. Otherwise, you run the risk of locking out yourself.

The following order respectively scheme applies to the processing of firewall rules:

Priority 1 (High):

Priority 2 (Medium): General 'Device Access Rules' to be enabled or disabled via checkboxes on web page
'Administration = System Settings'

Prioritized rules configured, shown in table 'Active IP Filter List (Local Access)'

Priority 3 (Low):
Priority 4 (Lowest):

Non-Prioritized rules configured, shown in table 'Active IP Filter List (Local Access)'
Default filter policy
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5.20 Firewall Settings - IP Filter (Forwarding)

Web page IP Filter (Forwarding) is used to define filter rules for control of IP packets passing the
Router incoming at any interface and outgoing at any other interface. This IP filter is assigned to the
‘forward chain' of the iptables firewall.

Each incoming IP packet with a destination IP that can be routed is checked according to the criteria

defined in the rules and - depending on the result - either discarded (Rejected or dropped) or
forwarded (Accepted) to the destination address.

Default Filter Policy (‘Input LAN Network’ and ‘Input Internet / WAN Connection’):
These parameters determine the default handling of packets

- incoming at LAN network (covers LAN port, WAN port if set as second LAN port, and WiFi
clients associated to LAN network if mode WLAN Access Point is active) and

- the interface which currently is selected as Internet / WAN connection (WAN Port, Mobile
Interface or WLAN / Mode Wireless Client)

and trying to pass the Router outgoing to any interface. The default filter policies will be applied for
ingress packets not matching any rule specified in the 'Active IP Filter List (Forwarding)'.

Section 'Add / Edit Firewall Rule’:

- Creation / Adaption of specific firewall rules for control of incoming packets targeted to external
(routable) IP addresses.

- Defined rules will be checked from top to bottom.

- If an (active) rule matches, the defined action (Accept, Reject, Drop) will be done and the rule
check will be canceled immediately.

- If no rule matches, the default filter policy will be applied.

Expand Tree Menu
= 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
QOperation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _4 Network Configuration
Internet/'"WAN Connection
= 4 Network Services
Routing
_ | DHCP
Dynamic DNS
Date&Time / NTP
SNMP Settings
= 4 Firewall Settings
IP Filter (Local Access)
DDoS Prevention

\l

Firewall Settings — IP Filter (Forwarding)

Default Filter Policy

Input LAN Network:

Input Intemet / WAN Connection
Add / Edit Firewall Rule

Description

(Refers to LAN port, WAN port if set as second LAN port, and WiFi clients associated to LAN network)
(Refers to interface selected for Internet / WAN connection)

Incoming Interface: LAN Port hd
LAN Port ~
Cra—

Source IP/Netmask @Any O Specify

QOutgoing Interface:

Pratocol

Destination IP/Netmask: @®@any O Specify
Destination Port:

cion r—
Activation Status Disabled A

Active IP Filter List (Forwarding) :

Incoming
Interface

Qutgoing/
Interface

Destination IP /
Netmask

Source IP/
Netmask

— Destination : Active 5
#  Description Protocol i Action (enabled) Operations.

Picture 38: Default settings of IP Filter (Forwarding).

Firewall Rule Configuration Parameters:

Description:
Incoming Interface:

Outgoing Interface:

Protocaol:
Source IP / Netmask:

Destination IP:
Destination Port:
Action:

Activation Status:
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Enter any free text to describe the rule function.

Select either a specific interface or 'Any' for each Router interface as test criterion on which a
passing IP packet arrives.

Select the outgoing interface (either a specific one or 'Any' for each Router interface) as test criterion
for matching a passing IP packet.

Select a specific network protocol or 'Any' for matching independent of any protocol.

Specify the source IP and subnet mask as test criterion for forwarding the IP packet. Note: Use
subnet mask /32 for a single IP address.

Specify the destination IP and subnet mask as test criterion for forwarding the IP packet. Note: Use
subnet mask /32 for a single IP address.

Specify the destination Port as test criterion for forwarding the IP packet if protocol TCP or UDP has
been selected.

Select the action (Accept, Reject, Drop) if an incoming IP packet matches the configured criteria for
passing.

Select if the configured filter rule shall be immediately active or disabled after adding and applying.

Table ‘Active IP Filter List (Forwarding) “:

This table contains all configured rules, either being enabled (active) or disabled. Active rules
will be checked from top to bottom. If a rule matches, the defined action (Accept, Reject, Drop)
will be done, and the rule check will be canceled immediately. If no rule matches, the default
filter policy will be applied.
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5.21 Firewall Settings > DDoS Prevention (Distributed Denial of Service)
For security reasons against Cyber attacks the Router is equipped with a network-based
DDoS prevention function.

The protective measures can be applied either on LAN, WAN or both interfaces.

By factory default all DDoS prevention options are activated on WAN interface.

2026-10-13 / Edition 1.3

k‘l

Expand Tree Menu
= _4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= _y Interface Configuration
LAN / WAN Port
= 4 Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Mobile Interface
= _4 Network Configuration
Internet'\'WAN Connection
= _4 Network Services
Routing
_1 DHCP
Dynamic DNS
Date&Time / NTP
SNMP Settings
= _4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
__ | NAT Settings
_1VPN

@1 Zarial Part Sattinne

Picture 39: Default settings of DDoS Prevention.

Interface

SYN Flood Protection

SSH Attack Prevention
HTTP/MTTPS Attack Prevention
NMAP FIN'URG/PSH

Xmas Tree

Null Scan

SYN/RST

SYN/FIN

Firewall Settings — DDoS Prevention

Il Settings — DDoS Rrevention

LAN w
d Protection WAN
:k Prevention
TPS Attack Prevention BOTH
JURG/PSH ]
-~ (]
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Expand Tree Menu

NAT Settings — Destination NAT (Forwarding)
+ | System Information

5.22 NAT Settings - Destination NAT % _I Interface Configuration Add / Edit Forwarding Rule
3y Network Configuration »
Web page Destination NAT (Forwarding) is used to define rules for redirecting (forwarding) incoming IP packets to another s 2 e Gomcten g‘f::‘;”"l ‘@ S — ‘ '
destination according to the rules ‘Destination IP address’. Destination Network Address Translation typically will be applied for Rouing B Protocol/Port Forwarding
o -an q q q q q q Inceming Interface: [WAN Port v
data communication - initiated from the WAN side - to access hidden (private) devices located in the LAN network by a virtual ' g;',,c:,,ms Ry Ay v
public IP. A DNAT rule replaces the original target data of an incoming IP packet (Destination IP and Destination Port) by a new DatotTime /NTP Source [PINemask @ Any O spacty '
IP address / Port that it can be forwarded to the device having the replaced IP address. P v pestnatin P Oty tto o attHonat Al P
The Router supports following DNAT (Forwarding) features: b e o) Destnation Port
= Protocol / Port Forwarding (DNAT) ia T ';S;:g:’“"e“”“" Re;::: I[:estinatinn 1P/ Destination Port by:
* |IP packets - addressed and incoming to the Router's interface (typically WAN port) will be forwarded to a LAN device ;‘::‘:‘::TW DNAT Port Unchanged Change to
dependent on the packets protocol and destination port. MVN Activation Status: O
= Host Forwarding (DNAT) 301 St St
# _| Event Settings
* IP packets — incoming at a Router interface and matching the defined ‘Rule Matching Criteria’ will be forwarded (re- £ Adminisisation

Active Forwarding Table:

Source IP/ | Destination AT DNAT

directed) to the device having the IP address as specified in ‘DNAP IP’ and possibly ‘DNAT Port'. The main difference to T

Incoming

Protocol/Port Forwarding is that at the incoming interface additional IP addresses can be defined inside of a rule which fugof(a:f.m,i | | P e | - | | Lermes: | wesoatonrion | enalet |2 |

can be targeted from other devices. Based on such rule the Router accepts IP packets addressed to those 'virtual' IPs and e (e

re-directs them according to the rule. o IS Y T
«  Subnet Forwarding (NETMAP) icture 40: Destination configuration window (default settings).

« Similar as single ‘Host Forwarding’ but applies to an IP range (Subnet). IP packets - incoming at a Router interface and Expand Tree Menu - o ]

matching the subnet-based 'Rule Matching Criteria’ - will be forwarded to devices having an IP address out of the range of =1 System infornaton NAT seft'"gs - _Des""atm" NAT (Forwarding)

the specified target DNAP IP subnet. 'Subnet Forwarding' only changes the destination IP for redirection of a packet, the D G SRR R

used protocol and destination port always remain untouched. IntermetWAN Connection Dscription \ = \

letwork Services DNAT Scape: O Port/Host ubnet 0
Section 'Add / Edit a Forwarding rule’: P e S Ruememg e o Subnet Forwarding
ai incoming e
Incoming Interface: ort v
Creation / Adaption of custom DNAT rules for incoming packets with definition of filter criteria, on which packets the rules shall be . g:f;:-icDNs oo
applied and how they shall be forwarded. In case of matching the destination part (IP and Port) of the passing packet will be DatotTims /NTP Source IP/Netmask ©Any © specity r
replaced with the specified data (DNAT IP / Port' for a host respectively 'DNAT IP / Netmask' for a subnet). - Fw?”;:;::"g" Destinalion [P /Netmask. [ /[ [JCreate as addional Alias IP
Notes about rule criterion 'Destination IP' (used for matching with original destination IP of an incoming packet) i :t":“*:“;"’ Ao
depending on following conditions: DDoS Prevention DNATIPNetmask [ |/
attin Activation Status: (m]
« If checkbox 'IP of selected incoming Interface' is selected for a rule, then it will be applied only if the destination IP of the e Tﬁa':-.fﬁm NAT
incoming packet is same as the IP address of the incoming interface (typically it is the WAN port IP). Source NAT
1 VPN
» If checkbox 'Specify' is selected but checkbox 'Create as additional Alias IP' is disabled, then the rule will be applied if the 11 Serial Por Setings ctivelforwardingjiable; _
destination IP of the incoming packet is same as specified 'Destination IP". In this case the specified 'Destination IP" acts as [ S [#] pesctpton [ reoming [ protaco | Sputce P | Deninetcr, [ Desiraion [ s 2 | pobnt | ctiomtan prt | (onco | OPereions

_1 Administration

virtual IP to hide the real target LAN device.

If checkbox 'Specify' is selected and checkbox 'Create as additional Alias IP' is enabled, then - after applying the rule - the
specified 'Destination IP' will be set as an additional IP (Alias IP) to the existing IP of the defined incoming interface. I
Effectively, the Routers interface (only LAN and WAN port) can have many (Alias) IP addresses created by DNAT, acceptin: Application hints:

incoming IP packets having an Alias IP as destination IP. Using for ‘Destination IP’ the condition checkbox 'Specify' selected and checkbox 'Create as additional Alias IP'

Picture 41: Destination NAT configuration window with DNAT Scope selected to ‘Subnet'.

.

Active Forwarding Table enabled ' can be very helpful if for example a control device - located in an upper-level production network - shall

This table contains the defined DNAT rules. Active rules will be checked from top to bottom. If a rule matches, the defined access a device connected at Router's LAN port but only the Router's WAN port is accessible from the control host

destination IP / Port replacement will be done, and the rule check will be canceled immediately. If no rule criterion applies, the IP (due to missing routing information to Router's LAN network). When defining a DNAT rule with an (unused) Alias IP

packet remains untouched. from the upper-level WAN IP range and selecting the LAN host as forwarding IP, the LAN host easily can be

Note: DNAT rules will be applied (as first action) immediately on arrival at the incoming interface. Firewall rules defined in IP accessed from the control device via the Alias IP without the need of configuring any static route at the control
Filter (Local Access) and IP Filter (Forwarding) will be applied after processing DNAT. device.

For more detailed information how to use DNAT and SNAT features please refer to appendix A1 (Network Address

Translation: Use cases and how to configure Source NAT and Destination NAT).
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5.23 NAT Settings > Source NAT

Web page Source NAT is used to define rules for replacing the source IP of
an IP packet when it leaves an interface. Via Source Network Address
Translation local IP addresses (LAN) can be hidden when communicating with
upper-level WAN network or Internet devices.

SNAT can be helpful to integrate series machine networks, each connected to
a Router’s LAN port and having the same IP address range, into an upper-
level production network. By mapping the source IPs of each LAN subnet to
unique virtual IPs, all members of all machine networks can communicate to
each other due to having unique 'public' IP addresses.

A well known SNAT rule is 'Masquerading (NAT)' which replaces the source IP
of any outgoing IP packet by the outgoing interface IP (mostly the WAN side)
hiding the original sender. It can be enabled/disabled when configuring the
interface settings (checkbox 'Masquerade (NAT)" in menu 'Interface
Configuration — LAN/WAN Port').

Consider: If'Masquerading (NAT)" is active but the outgoing IP packet also
matches any defined SNAT rule then only the defined rule will be
applied. The setting of Masquerade (NAT) will be ignored.

Add / Edit a Source NAT rule

This section is used to create / adapt specific SNAT rules for outgoing packets
with definition of filter criteria, on which packets the rules shall be applied and
how the IP source data shall be changed. In case of matching the rule criteria
the ‘Source IP’ and possibly the ‘Destination Port’ of the passing packet will be
replaced with the specified data (SNAT IP / Port for a host respectively SNAT
IP/ Netmask for a subnet).

Active SNAT Table

This table contains the defined Source NAT rules. Active rules will be checked
from top to bottom. If a rule matches, the original source IP data will be
replaced by the specified SNAT IP, and the rule check will be canceled
immediately. The IP packet remains untouched if no rule criterion applies.

Note: SNAT rules will be applied (as last action) immediately before the IP

packet exits an interface. Firewall rules defined in IP Filter (Local
Access) and IP Filter (Forwarding) applies before processing SNAT.
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Collapse Tree Menu
= _y System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
= 4 Interface Configuration
LAN / WAN Port
By Wireless LAN
Operation Mode
Advanced Settings
MAC Filter
Maobile Interface

= _4 Network Configuration
Intemnet/WAN Connection
= 4 Network Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings.
= _y Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
=y NAT Seitings
Destination NAT
Source NAT
= 4 VPN

QOpenVPN

NAT Settings — Source NAT

Add / Edit Source NAT Rule

Description: ‘
SNAT Scope: ® Port/Host O Subnet
Rule Matching Criteria:
Qutgoing Interface:
Protocol Any ~

Destination IP / Netmask: @ Any O Specify
Source IP @ any O Specify

Destination Port

Replace Source IP / Destination Port by:
SNAT IP:

SNAT Port:

Activation Status:

Unchanged

Active SNAT Table :

Change to:

Destination
P/
Netmask

#| Description Outgoing Protocel
Interface

Destination
Part

Source
IP/Netmask

SNAT
IP/Netmask

SNAT
Destination Port

Active

(enabled) Operations

Picture 42: Source NAT configuration window (default settings).

Hint about configuration of a '1:1 NAT" application (hiding LAN IP addresses completely with virtual ‘public’ IPs):
1:1 NAT means that IP addresses of a local (LAN) network will be substituted (hidden) by virtual IP addresses that only these addresses
will be used for bidirectional communication with (public) WAN devices and it doesn't matter who starts the TCP/IP communication.
Effectively ‘1:1 NAT is a combination of one SNAT and one DNAT rule. The SNAT rule replaces the (real) source IP by the virtual IP
when the packet exits the Router interface at WAN side, the DNAT rule forwards an incoming packet (WAN side) addressed to the
virtual IP to the LAN device with real IP. After establishing a new TCP connection either via a SNAT rule for outgoing from a LAN device
or via DNAT incoming from the WAN side a bidirectional communication via the TCP connection always can be done due to stateful

firewall behavior.

Notes: If a TCP/IP communication always and only will be initiated by a private LAN device — for example requesting any data from WAN
sided device(s) - then only the SNAT rule needs to be configured to appear with virtual (public) IP addresses at Internet/WAN side.
If the TCP connection has been established a bidirectional communication via the TCP socket is possible due to stateful firewall
behavior. In this case there is no need to configure any related DNAT rule.
If a TCP/IP communication also needs to be initiated by a public WAN device addressing the virtual IP of the LAN device, then the
appropriate DNAT rule must be configured additionally .

Application hint:

For more detailed information how to use DNAT and SNAT features please refer to appendix A1 (Network Address Translation: Use cases
and how to configure Source NAT and Destination NAT).
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5.24 VPN - u-link Remote Access Service (1/2)

General aspects about the Weidmiiller u-link Remote Access Service:

The Weidmidiller u-link Remote Access Service allows an easy and secure access of Service-PCs to remote
Ethernet devices via the Internet.

The access of a Service-PC (using tool “u-link PC VPN Client”) to remote network devices will be provided
by the u-link Portal service (VPN server) and a Weidmidiller Router (u-link Device VPN client) located in the
remote target network.

The u-link Portal VPN server acts as a meeting point and connects the Service-PC to the Router to allow an
encrypted data communication between the PC and remote Ethernet devices which are members of the
Router network(s).

By using the u-link Portal VPN server as public accessible meeting point, both the Service-PC and the
Router only need to establish an outgoing VPN connection to the Internet which usually is allowed and
compliant to most IT security requirements.

To use the u-link Remote Access Service you need to create an account in the u-link Web Portal (www.u-
link.weidmueller.com). Please refer to the Weidmdiller website for more detailed information about getting a
u-link account.

For integrating the Router into the u-link Web Portal you need to create a 'Router device object' in section
“Device Management” to which the real device (Router) must be assigned as next step. The association
between real hardware and the “Router device object” must be done by conducting the registration process
on the Router using the “Activation code” of the created “Router device object”.

After successful registration, the Router immediately tries to establish a Https-secured connection (called
WWH) to the u-link Web Portal. WWH stands for ‘world-wide heartbeat' and is a traffic-optimized,
continuously running bi-directional control channel between Router and u-link Web Portal. If the Router has
been registered successfully and as long the u-link instance is enabled, the WWH communication always is
running.

A running WHH communication is the pre-requisition that a VPN connection can be established providing
the encrypted pass-through communication from a Service-PC to the Router via the u-link VPN server that
an Ethernet device connected to the Router network(s) can be accessed.
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Expand Tree Menu
__J System Information
F1 § Interface Configuration
LAN /WAN Port
] Wireless LAN
14 Network Configuration
Internet/ WAN Connection
£ 4 Network Services
Routing
1 DHCP
Dynamic DNS
Date&Time / NTP
SNMP Setlings
1y Firewall Setings
IP Filtar (Lacal Access)
IP Filter (Forwarding)
DDoS Prevention
E1 4 NAT Setiings
Destination NAT
Source NAT
B4 VPN
udink
OpenVPN
IPsec
Files / Certificates
[ _| Serial Port Settings
| Event Settings
| Administration
__| Diagnostics
Save Configuration
Logout (admin)
= License Information

VPN — u-link Remote Access Service

Configuration u-link Instance
u-link Instance:
VPN Connection Setting;

Initiation from u-link Portal

Inactivity timeout

Log level

Registration u-link Portal
Activation code:

Registration Status Not Registered

WWH communication u-link Portal
Status: Disconnected

Last Communication:

VPN connection u-link Portal
Status Disconnected
Connected since:

Sent / Received Data:

VPN IP / Netmask:

For Control (On/Off) and Signalizing of the u-link VPN connection via digital Input and
Output configure DI/DO u link action/event types in menu Event Settings -> Digital 0.

Picture 43: Web page “VPN-> u-link Remote Access Service” with factory default settings.

Expand Tree Menu
_| System Information
] Interface Configuration
=4 Network Configuration
Internet/WAN Connection
=4 Network Services
Routing
_1 DHCP
Dynamic DNS
Date&Time / NTP
SNMP Settings
= 4 Firewall Settings
IP Filter (Local Access)
IP Filter (Forwarding)
DDoS Prevention
54 NAT Settings
Destination NAT
Source NAT
= 4 VPN

Ttk
OpenVPN
IPsec
Files  Certificates
"] Serial Port Settings
| Event Sefiings
_| Administration
_| Diagnostics
Save Configuration
Logout (admin)
License Information

v

VPN — u-link Remote Access Service

Configuration u-link Instance
Enabled v

u-link Instance

VPN Connection Setting:

Initiation from u-link Portal: [ Always allowed v

Inactivity timeout

Info v

Log level

Registration u-link Portal

Activation code WTMWMN4EQCID
Registration Status: Registered

WWH communication u-link Portal
Status: Connected

Last Communication: 2025-08-06 12:36:20

VPN connection u-link Portal
Status: Disconnected
Connected since:

Sent/ Received Data:

VPN IP / Netmask:

For Control (On/Off) and Signalizing of the u-link VPN connection via digital Input and
Output configure DI/DO u link action/event types in menu Event Settings -> Digital /0.
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| Picture 44: u-link Web page showing a registered u-link connection with an active WWH connection
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5.24 VPN - u-link Remote Access Service (2/2)

Configuration for using the u-link Remote Access Service:

Section “Configuration u-link Instance”:
u-link Instance: Enable / Disable u-link generally.

Initiation from u-link Portal:

- Never allowed If selected, it is not possible to establish the Routers VPN tunnel to the u-link VPN server via the u-link Web

portal. Clicking on action button ‘Connect/Disconnect’ associated to the Router in menu ‘Service Desk’ does

not having any effect. This setting limits the control of the VPN tunnel only from the Routers side (either via

button ‘Connect/Disconnect’ on u-link Webpage or by digital Input).

Allows establishing or disconnecting the Routers VPN tunnel to the u-link VPN server from the u-link Web

portal if the WHH communication is running.

- Allowed if Digital Input is set to ON Allows establishing or disconnecting the Routers VPN tunnel to the u-link VPN
server from the u-link Web portal only if digital Input is set to ON. This setting enables a local machine
operator to grant actively the remote access to the Router (and typically to devices of the Router LAN).

- Always allowed

Inactivity timeout: Set to ‘Automatic disconnection if sent traffic < 100 Kbytes/hour’
This parameter is set fixed and means that an established VPN tunnel will be disconnected by the Router
automatically if the Router’s sent traffic is less than 100 kBytes for the elapsed last hour. This setting avoids
the unintentional continued existence of a VPN connection that is no longer required.

Log Level:

- None No logging of u-link related activities.

- Info Basic logging of u-link related activities.

- Debug Extended logging of u-link related activities.

Button “Apply”: Applies the settings of section “Configuration u-link Instance”.

Section “Registration u-link Portal”:
Activation Code: Enter the activation code of the associated device object. It needs to be created in section “Device
Management” of your u-link Web portal account.

Registration Status: ~ Shows the current registration status to a u-link Portal account (Unregistered, Registering or Registered).

Button “Register/Unregister”: Dependent on current registration status either button 'Register' (if unregistered) or button
‘Unregister (if registered) is shown to perform the appropriate action.

Note: Registering on the u-link Portal can take up to 2 minutes. Press button “Refresh” occasionally for registration status update.

Section “WWH communication u-link Portal”:

Status: Shows current WWH connection status (Disconnected, Connecting or Connected).

Last Communication: Shows date and time of last communication with u-link Portal Server. Will be updated periodically (typically
around each 3 minutes).

Button “Show Communication Log”: Displays logging data in terms of the WWH communication between Router and u-link Web
Portal in a separate browser window.

Note about behavior after configuration and applying:
If u-link instance is set to 'enabled' then after applying all sections (Registration, WWH communication and VPN connection) will
applicable. After the device has been registered to the u-link Portal the WHH communication will be started automatically.

Important note about automatic canceling of an established u-link VPN tunnel from the u-link VPN Server:

To keep the number of unused VPN connection instances as low as possible on the u-link VPN Server, an existing u-link VPN
connection automatically will be canceled by the VPN Server after around 10 minutes if there is no longer an established pass-
through VPN connection (Service-PC < u-link Portal < Router).
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Expand Tree M A -
A VPN — u-link Remote Access Service
_| System Information
1 Interface Configuration Configuration u-link Instance
= 4 Network Configuration

Internet/WAN Connection ulink Instance:
5y Network Services VPN Connection Setting:
Routing Initiation from u-link Portal: [Always allowed v
_1 DHCP Inactivity imeout
Dynamic DNS Log level: Info ~

Date&Time / NTP
SNMP Settings

= _y Firewall Settings

IP Filter (Local Access) Registration u-link Portal

IP Filter (Forwarding) Activation code: WTMWMN4EQCID
DDoS Prevention Registration Status: Registered

= 4 NAT Settings
Destination NAT
Source NAT
By VPN

WWH communication u-link Portal

= ik Status: Connected

= uinl

OpenVPN Last Communication 2025-08-06 13:49:22
IPsec

Files / Certificates
__| Serial Port Settings VPN connection u-link Portal
_| Event Settings Connected

2025-08-06 13:50:09

Status:

E 4 Administration Connected since

System Settings .

et e Sent / Received Data: 19 kBytes / 21 kBytes

Firmware Update VPN IP / Netmask 10.42.40.28 / 255.255.248.0

Bootloader Update

[ectzezs For Control (On/Off) and Signalizing of the u-link VPN connection via digital Input and
Factory Default Qutput configure DI/DO u link action/event types in menu Event Settings -= Digital /0.

= 4 Diagnostics
System Log

Picture 45: Web page showing the u-link website with an established u-link VPN connection. (Note: A user doing a remote
access via the u-link Portal and the Router to any device behind the Router normally is checking/controlling the
connection status via the “Service Desk” when logged into in the u-link Portal).

Section “VPN connection u-link Portal”:

Status: Shows current VPN connection status (Disconnected, Connecting or Connected).

Connected since: If connected, date and time will be shown when the VPN connection was established
by the Router.

Sent/ Received Data:  Displays sent and received data (kBytes) for an established VPN connection.

VPN IP / Netmask: Shows the Routers VPN IP address and netmask assigned by u-link VPN Server.

Button “Show VPN Log”: Displays logging data of the last started VPN connection in a separate Browser
window.

Note about controlling (On/Off) and signalizing the u-link VPN connection via digital Input and Output which
can be configured as action/event type in menu 'Event Settings — Digital I/0":

Use of 'Digital Input’  Establishing (DI=ON/5-30VDC) and disconnecting (DI=OFF/0-2VDC) the u-link VPN
tunnel can be triggered by the digital Input if DI action type is set to
‘Connect/Disconnect u-link VPN client'.

The state of the u-link VPN tunnel (Established: DO=ON / max. 30VDC, max. 20mA
or disconnected: DO=OFF / 0VDC) can be signalized by the digital Output if DO event
type is set to 'Status u-link VPN Client'.

Use of 'Digital Output'
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5.25 VPN - OpenVPN (1/4)

The Router supports an OpenVPN connection configurable either as

*  OpenVPN Client or
*  OpenVPN Server.

Note: At a time only one OpenVPN instance (either Client or Server)
can be enabled for running.

The configuration for both instances can be done either

* via predefined selection fields or

* by entering the well-known OpenVPN options directly into a text input
mask.

For configuration and operation section 'OpenVPN' is divided into three
tabs:

* Server Configuration of the OpenVPN Server instance.

Expand Tree Menu
__] System Information
_| Interface Configuration
| Network Configuration
] Network Services
_| Firewall Settings
1 NAT Settings
B4 VPN
wlink
OpenVPN
IPsec
Files / Certificates
| Serial Port Settings
_| Event Setiings.
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_| Diagnostics
Save Configuration
Logout (admin)
+ License Information
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OpenVPN Server Configuration:

Configure via OpenVPN options: [
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Keep Alive Timeout (secs).

Logging Level:
Remote Network (LAN Client)
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By VPN
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OpenVPN
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Files / Certificates
__] Serial Port Sattings
1 Event Setiings
1 Administration
1 Diagnostics
Save Configuration
Logout (admin)

= License Information

VPN — OpenVPN

Server
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Activation/Status

OpenVPN Client Configuration:

Configure via OpenVPN options: [

Connection Type:
Interface Type:

Protocol

Server IP (Remote Host).
Server Port:

Server VPN IP-

Client VPN IP.

Authentication

Pre-Shared Key:

HMAC Packet Authentication

(auth)

Data Encryption (cipher)

LZ0 Compression

Keep Alive Interval (secs)

Keep Alive Timeout (secs)

Logging Level

Remote Network (LAN Server):
Network IP:

Netmask

Masquerade VPN packels

Addtional OpenV/PN options:

Routed Point-to-Point Connection v
1194

10.8.01

10.8.0.2
Chey)
SHA256 v
AES-256-CBC ~

Disabled ~

I

Picture 47: OpenVPN web page showing tab ‘Client’ with factory default
settings (Configuration mode with predefined selection fields
for OpenVPN parameters).

Picture 46: OpenVPN web page showing tab ‘Server’ with factory default
settings (Configuration mode with predefined selection fields for
OpenVPN parameters).

* Client Configuration of the OpenVPN Client instance.

» Activation / Status Activation, Deactivation and Monitoring of a
configured OpenVPN instance.

[ Expand Tree Menu
% _| System Information
% _| Interface Configuration

VPN — OpenVPN

+ _1 Natwork Configuration Server
+ | Network Services
+ _| Firewall Settings. Instance [Enabied Instance Behavior Status. VPN IP Address |  Action
+ | NAT Setiings OpenVPN Server Automatic start at Boot time v, Stopped
Notes: = 4 VPN OpenVPN Client Automatic connection at Boat time | | Disconnected
[ u-ink
- i i i i = OBEVEN
After applying of the configured settings, the resulting OpenVPN =
options can be checked via button ‘Show Config file”. B e Comactin Satus

+ _I Serial Port Settings
+ _1 Event Setiings
+ _J Administration
= _ Diagnastics
[ Sava Configuration
= Logout (admin)
+ License Information

- Both instances (Server and Client) can be configured and stored but
only one of them may be enabled at the same time.

OpenVPN Log
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5.25 VPN > OpenVPN > Tab ‘Server’ (2/4)

On tab ‘Server’ the settings for an OpenVPN server instance can be configured.

The configuration can be done via 2 methods. Either, by selecting the options of the predefined OpenVPN
parameters (Default method) or by direct input of the OpenVPN options into a text input field. Second

configuration method can be enabled by topmost parameter named ‘Configure via OpenVPN options’. This
method is same as creating a text based OpenVPN config file containing the published OpenVPN options.

For the default (selectable) configuration method following 3 common OpenVPN Connection Types can be
selected how an OpenVPN client can connect to this Router (being the OpenVPN server):

* Routed Point-to-Point Connection
This connection type is intended to establish a simple peer-to-peer VPN connection between two
devices using predefined (but changeable) parameters. In terms of security a static key file or a

certificate-based SSL/TLS authentication can be used. This connection type uses default OpenVPN
topology ‘Net30’ also enabling Windows-based OpenVPN clients for peer-to-peer communication.

* Routed Multi-Client Connection

Is intended that multiple OpenVPN clients can connect to the Router (being a OpenVPN Server)
having access to Routers LAN network and allowing a client-to-client communication if enabled. In
terms of security always certificate-based SSL/TLS authentication needs to be used. This connection
type uses OpenVPN topology ‘Subnet'.

+ Bridged Ethernet Connection

This mode allows connecting OpenVPN clients becoming a member of the Routers LAN network like
being directly connected to the Router LAN port. The bridging mode uses interface type ‘TAP’
providing a secured Ethernet-based connection at Layer 2. For communication with devices
connected at Router LAN port a ‘bridged’ client must have an IP of the Router LAN subnet. Note,
that via a bridged connection also any broadcast traffic will be transferred like in a switching network.

Other listed (predefined) OpenVPN options (for data input or drop-down selection):
» When selecting a ‘Connection Type’ some values of the parameter list (options) will be set automatically.
+ Most of these settings are intended to be a proposal. They can be adapted as needed for the application.

* Only option ‘Authentication’ does have a fixed assignment (SSL/TLS required) for connection types
‘Routed Multi-Client Connection’ and ‘Bridged Ethernet Connection’.
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VPN — OpenVPN

Client Activation/Status

OpenVPN Server Configuration:

Configure via OpenVPN options: [

Connection Type:
Interface Type:

Protocol:

Server Port:

VPN IP / Netmask

Client VPN IP Assignment

Authentication:
Certificate Autherity:
Certificate Server:
Key File Server:

Diffie Hellman Parameters:

VPN — OpenVPN

Client
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Activation/Status

| Routed Multi-Client Connection A

TUN
Di
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P Address Range v

Additional SSL/TLS ¢
Protection (tis-auth);

HMAC Packet Authentication

(auth):
Data Encryption {cipher):
LZO Compression:

Keep Alive Interval (secs):

Start IP: : Range must be inside
EndiP: [ ] of VPNIP nemwork
Cr—
None v | (key)
SHA256 v
AES-256-CBC A
Disabled v

Keep Alive Timeout (secs)
Logging Level

Masquerade VPN packets:
Push Route to LAN network

Client-to-Client communication

Additional OpenVPN options:

Notes:

[<J <N+

status-version 2

Picture 49: OpenVPN webpage showing tab ‘Server’
(Configuration with selected connection type “Routed
Multi-Client Connection” via predefined VPN options).

QOpenVPN settings:

OpenVPN Server Configuration:

Configure via OpenVPN options|

auth-nocache

auth SHA256

cipher AES-256-CBC
dev tund

keepalive 10 60

port 1194
brate udp

script-security 2

jverb 3

ifconfig 12.8.0.1 1@.8.0.2

log /tmp/openvpn-server.log

route 192.168.188.8 255.255.255.0

secret /etc/etc-certs/staric.key
status /tmp/openvpn-server-status.log 1@

Masquerade VPN packets:

Note: For displaying OpenVPN log data on tab Activation/Status you need to enter this
option : log /tmpfopenvpn-server.log

Picture 50: Webpage showing tab ‘Server’ with activated
checkbox for configuration via direct input of
OpenVPN options.

files must be uploaded before selecting via website “VPN = Files / Certificates”.

« For selection of necessary certificate files (CA, Server, Key) when doing a configuration via predefined parameters (left picture), the

« For referencing of any entered file names when configuring via text-based input mask (right picture) those files needs to be

uploaded via webpage “VPN - Files / Certificates” either in /etc/certs-keys or directory /etc/files before applying.

« After applying of the configured settings, the resulting OpenVPN options can be checked via button ‘Show Config file™
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5.25 VPN - OpenVPN -> Tab ‘Client’ (3/ 4)

On tab ‘Client’ the settings for an OpenVPN client instance can be configured.

The configuration can be done via 2 methods. Either, by selecting the options of the predefined OpenVPN
parameters (Default method) or by direct input of the OpenVPN options into a text input field. Second

configuration method can be enabled by topmost parameter named ‘Configure via OpenVPN options’. This
method is same as creating a text based OpenVPN config file containing the published OpenVPN options.

For the default (selectable) configuration method following 3 common OpenVPN Connection Types can
be selected how the Router (being an OpenVPN client) can connect to a remote OpenV/PN server:
* Routed Point-to-Point Connection
This connection type is intended to establish a simple peer-to-peer VPN connection between two
devices using predefined (but changeable) parameters. In terms of security a static key file or a
certificate-based SSL/TLS authentication can be used. This connection type uses default OpenVPN
topology ‘Net30’ also suitable for a peer-to-peer connection to a Windows-based OpenVPN server.

* Routed Multi-Client Connection
This connection type is intended that the Router (OpenVPN client) may connect to a remote
OpenV/PN server (multi-clients) getting access to remote networks and allowing a client-to-client
communication if enabled by the server. In terms of security always certificate-based SSL/TLS
authentication needs to be used. This connection type uses OpenVPN topology ‘Subnet'.

+ Bridged Ethernet Connection
Allows a site-to-site connection between local networks of OpenVPN Server and Client using an IP
layer-2 based Ethernet bridge (TAP). Both networks behave like being in the same subnet
connected via an Ethernet switch. For a bridged connection, any broadcast traffic will be transferred
like in a switched network.

Other listed (predefined) OpenVPN options (for data input or drop-down selection):

» When selecting a ‘Connection Type’ some values of the parameter list (options) will be set automatically.
» Most of these settings are intended to be a proposal. They can be adapted as needed for the application.

* Only option ‘Authentication’ does have a fixed assignment (SSL/TLS required) for connection types
‘Routed Multi-Client Connection’ and ‘Bridged Ethernet Connection’.
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Connection Type:
Interface Type:
Protocol:

Server IP (Remote Host)
Server Port:

Server VPN IP:
Client VPN IP-
Authentication
Certificate Authority
Certificate Client:
Key File Client:

Additional SSL/TLS Handshake
Protection (tis-auth):

OpenVPN Client Configuration:

Configure via OpenVPN options: [
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Data Encryption (cipher)

LZO Compression:

Keep Alive Interval (secs):

Keep Alive Timeout (secs)

Logging Level

Remote Network (LAN Server):
Network IP:

Netmask:

Masquerade VPN packsts

Additional OpenVPN options:

AES-128-CBC

92.168.20.0
55.255.255.0

EEEET
SHA256 ~

OpenVPN Client Configuration:
Configure via OpenVPN options!
OpenVPN settings:

auth-nocache

nobind

persist-key

persist-tun

tls-client

auth SHA256

ca fetc/cert-keys/CA IE-SR-2TX Test.crt

cert fetc/cert-keys/Client3_IE-SR-2TX Test.crt

cipher AES-128-CBC

dev tune

ifconfig 18.8.0.2 10.8.0.1

keepalive 10 60

key /etc/cert-keys/Client3_TE-SR-2TX_ Test.key
log /tmp/openvpn-client.log

port 1124

proto udp

remote 91.34.87.222

remote-cert-tls server

resolv-retry infinite

route 192.168.28.9 255.255.255.8@

status /tmp/openvpn-client-ststus.log 10
verb 5

explicit-exit-notify 1

P

Masquerade VPN packets:

Note: For displaying OpenVPN log data on tab Activation/Status you need to enter this
option : log ftmp/openvpn-client.log

Picture 51: OpenVPN webpage showing tab ‘Client’ for
configuration via selectable predefined OpenVPN

parameters and with selected connection type
“Routed Multi-Client Connection”.

Notes:

Picture 52: Webpage showing tab ‘Client’ with activated

checkbox for configuration via direct input of
OpenVPN options.

« For selection of necessary certificate files (CA, Server, Key) when doing a configuration via predefined parameters (left picture), the
files must be uploaded before selecting via website “VPN > Files / Certificates”.

« For referencing of any entered file names when configuring via text-based input mask (right picture) those files needs to be
uploaded via webpage “VPN - Files / Certificates” either in /etc/certs-keys or directory /etc/files before applying.

« After applying of the configured settings, the resulting OpenVPN options can be checked via button ‘Show Config file™.
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5.25 VPN - OpenVPN - Tab ‘Activation / Status’ (4 / 4)

This tab is used for control and monitoring of a configured OpenVPN instance.

At the same time only one VPN instance either function OpenVPN Server or OpenVPN Client can be enabled for running.

Additionally, this page provides information about the connection status and the OpenVPN log.

How to run a configured OpenVPN Client instance:
1. Activate checkbox ‘Enabled’ for OpenVPN client.
2. Select the desired client instance behavior
- Automatic connection at Boot time = Tries to establish a connection after power-up or reboot.

- Connect/Disconnect triggered by DI = Initiates or cancels a connection to an OpenVPN server
controlled by digital input.

- Connect/Disconnect by Action button = Manual connection/disconnection of the VPN tunnel.
3. Click button ‘Apply’ to activate the OpenVPN client instance.
4. Click button ‘Connect’ to establish a VPN tunnel with OpenVPN server.
5. Wait some seconds, then check parameters 'Status' and 'VPN IP Address' if the connection could be established.
6. Click button ‘Refresh’ to show updated information.

How to run a configured OpenVPN Server instance:
1. Activate checkbox ‘Enabled’ for OpenVPN server.
2. Select the desired server instance behavior

- Automatic start at Boot time = Starts OpenVPN server after power-up or reboot if
configured and enabled.
- Start / Stop triggered by DI = Starts/Stops OpenVPN server controlled by digital

input if configured and enabled.
- Start/Stop by Action button = Start/Stop OpenVPN server instance manually.
3. Click button Apply to activate the OpenVPN server instance.
4. For functional check click button Start to run the OpenVPN server process.
5. Wait some seconds, then check parameters ‘Status’ and ‘VPN IP Address’ if the server is running.
6. Click button ‘Refresh’ to show updated information.

Notes:
 Adefined VPN instance (Client or Server) only works if configured and enabled.

 Both windows ‘Connection Status’ and ‘OpenVPN Log’ provide information about the OpenVPN instance status. If no
status and log data is displayed, it indicates that the OpenVPN instance cannot be started for example due to a severe
misconfiguration. In this case, please check ‘System Log’ for any OpenV/PN related messages.

2026-10-13 / Edition 1.3
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VPN — OpenVPN [T

Server Client Activation/Status

Instance Enabled Instance Behavior Status VPN IP Address Action
OpenVPN Server | [ [ Automatic start at Boot time ~] Stopped
OpenVPN Client | Automatic connection at Boottime v | | Disconnected m

Connection Status

OpenVPN STATISTICS

Updated,bed Nov 16 16:16:5% 2822
TUN/TAP read bytes,@

TUN/TAP write bytes,@

TCP/UDP read bytes,@

TCP/UDP write bytes,7@

Auth read bytes,®

END

OpenVPN Log

Wed Nov 16 13:55:32 2022 us=732645 OpenVPN 2.4.5 mipsel-openwrt-linux-gnu [SSL (OpenssL)] [LZO]
[Lz4] [EPOLL] [MH/PKTINFO] [AEAD]

Wed Nov 16 13:55:32 2022 us=733@65 library versions: OpenSSL 1.8.29 20 Nov 2018, LIO 2.1@

Wed MNov 16 13:55:32 2822 us=733585 NOTE: the current --script-security setting may allow this
configuration to call user-defined scripts

Wed Nov 16 13:55:32 2822 us=75@835 Control Channel MTU parms [ L:1621 D:1212 EF:38 EB:® ET:® EL:3 ]
Wed Nov 16 13:55:32 2822 us=75@585 Data Channel MTU parms [ L:1621 D:145@ EF:121 EB:486 ET:@ EL:3 ]
Wed Nov 16 13:55:32 2822 us=75@935 Local Options String (VER=V4): 'V4,dev-type tun,link-mtu

1569, tun-mtu 15@8,proto UDPv4,cipher AES-128-CBC,auth SHA256,keysize 128,key-method 2,tls-client”®
Wed Nov 16 13:55:32 2822 us=751125 Expected Remote Options String (VER=V4): 'v4,dev-type tun,link-
mtu 1569,tun-mtu 1580,proto UDPv4,cipher AE5-128-CBC,auth SHA256,keysize 128,key-method 2,tls-
server’

Wed Mov 16 13:55:32 2822 us=751385 TCP/UDP: Preserving recently used remote address
[AF_IMET]91.34.87.222:1194

Wed Nov 16 13:55:32 2822 us=751505 Socket Buffers: R=[163848->163848] S=[163846->163548] A

Refresh

Picture 53: Example of tab ‘Activation/Status’ for a configured and activated (but disconnected) OpenVPN client.

Instance Enabled Instance Behavior
OpenVPN Server Automatic start at Boot time =
= :
OpenVPN Client | Start Stop higgered by DI ) Enabled Instance Behavior
Start/Stop by Action button _1§ewer [ Automatic start at Boot time o
T . ; = R .
'Wd Client Automatic connection at Boot time v |
Picture XX: Selectable instance behaviors for Automatic conneclion at Boot time 1
. . Connect/Disconnect triggered by DI Ll
a client and server instance. | Connect/Disconnect by Action button | T
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Industrial Ethernet Router Configuration - —
5.26 VPN - IPSec IE-SR-2TX-WL-4G-EU Weidmiiller %
The Router supports an IPsec connection configurable either as . Login name-admin www.weidmueller.com
Collapse Tree Menu
. " . . = % sys:;- Information VPN — IPsec [T
+ Active Peer (Initiator with automatic start) or S Sialus
* Passive Peer (Responder, waiting for an incoming IPsec = SEIBS IPeecnsfance:
t)O enVPN Server o \n;@lfacemvﬁg : Connection Setfings:
reques : e el Connection Name: I
g P ; @;“ mg“&:"" Connecion Mode [intiator (Automatc Start) |
Local ID:
. . . . . & Operstion MDd,e Local Network / Mask: i
Note: At a time only one IPsec instance (either active or passive Peer) . oo Seng Remals IP (Pesr): %‘
can be enabled for running. || et e foots ——tH
- & Infemet\WAN Connection 2':';":;:: :jr':’ Certifcates =
: . . ! , e | ELTT T Local Gerifcate None ~
The configuration for both instances will be done via predefined ol oca ey None >
selection fields of the Web interface. & DHCP Service IKE Protocol REv2
& P E i) Enable NAT Traversal: Enabled
B Dynamic DNS IKE mode: Main
g ; Ao Vi it e IKE Enayption
For configuration and operation section ‘IPsec' is divided into two tabs: 2 SNMP Setings IKE Authencaton
o leml;‘lrsnm(‘? | Access) pHorou:
. ) . . g it oo IKE SA Lifetime (sec):
+ Configuration Configuration of the IPsec peer connection  DDoS Prevention P Encryston:
A n i [ _y NAT Settings ESP Authentication:
instance (either Initiator or Responder). & Destinalon NAT PFS (DH Group)
[ Source NAT IPsec SA Lifetime (sec)
o v;;‘u—lmk Enable Dead Peer Detection: (m]
[ OpenVPN DPD Delay (sec)
. . @ IPsee DPD Timeout (sec)
» Status Monitoring the status of the configured IPsec & Fles  Comteses DPD Acton
instance. e pssc Sy Lo T —
[z Data Processing
@ Service More [ Aoy | Industrial Ethernet Router Configuration
S IE-SR-2TX-WL-4G-EU
g ::::T,ws - G Login name:admin
; ' - [ o= VPN — IP
Picture 54: IPsec Configuration & e ricn e £
B3 or ion Configuration slalus
Webpage [E) InfemelWAN Connection |Psec Tunnel Status
= _4 Network Services
[% Routing
= 'y DHCP

[ DHCP Service
(% DHCP Client List
[& Dynamic DNS
[ Date&Time /NTP
[5) SNMP Settings
= _y Firewall Settings
[ IP Filter (Local Access)
[ IP Filter (Forwarding)
[E DDoS Prevention
= _4 NAT Settings
[ Destination NAT
[E Source NAT m
=y VPN
[ wlink
[E OpenVPN
[ IPset
[E Files / Cerfificates
Picture 55: IPsec Status | = s senaiPortsetings
[5) Interface Configuration

Webpage 5 Data Processing
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5.27 VPN - Files / Certificates

This webpage allows the management of file data primarily used for VPN
applications.

Section 'Certificates and Key Files (Directory /etc/certs-keys)’

Via this section certificate and key files can be uploaded to be used for
OpenVPN and IPsec applications. Each file which is uploaded to this directory
(fetclcerts-keys), can be selected when configuring any file-related OpenVPN
or IPsec parameter providing a drop-down selection.

Section 'Other Files (Directory /etc/files)’

This directory can be helpful to upload files to be used for individual OpenVPN
applications which are configured by the text-based input (same as for an

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applisd but net saved!

= _4 Network Configuration

Internet"\WAN Connection

B 4 Network Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time [ NTP
SNMP Settings
E _4 Firewall Seftings
IP Filter (Local Access)
IP Filter (Forwarding)
E 4 NAT Settings
Destination NAT

VPN — Files / Certificates |2

Certificates and Key Files (Directory letc/certs-keys/)

ftem

CA-Test-Certificates crt

Serveri.crt

Servarl key

static.key

Upload crt / key / pem / crl file:
No file selected

Weidmiiller 3£

OpenVPN config file) and having any file references. For example, this file » VNS‘""EE NAT Other Files (Directory etcffiles/)
directory can be used as OenVPN CCD directory containing the client specific OpenVEN = T
files if the Router is running as OpenVPN server with ‘client-config-dir’ option IPsec Client! View J] Download J] Delete
(client-config-dir /etc/files). e — Client2 Download ] Delete
B 4 Serial Port Settings
Interface Configuration Client3 View B Download Jil Delete

Data Processing
No file selected

Service Mode
= _4 Event Settings

== Dinital 10

Picture 56: Example screenshot, showing uploaded certificate and key files in the upper section. Lower section ‘Other Files’ contains VPN client
configuration files to be used if the Router is running as OpenVPN server and refers via option client-config-dir /etc/files to files
Client1, Client2 and Client3 (being the common names of connecting clients).
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5.28 Serial Port Settings - Interface Configuration

This webpage can be used to define the interface type and the transmission

parameters of the serial interface. The interface settings will be applied for running one

of the selectable service modes
« Virtual COM Port,

« TCP Server,

« TCP Client or

« UDP Server/Client.

These modes will be configured on webpage 'Serial Port Settings — Service Mode'.

Parameter Settings

Serial Port

Port Alias

Interface

Baud Rate

Data Bits
Stop Bits
Parity

Flow Control

2026-10-13 / Edition 1.3

Enables or disables the serial interface generally. If disabled
(factory default), the serial port cannot be used for any
service mode.

Port Alias can be used to describe or identify the connected
serial device. Enter any identifying name or device
description.

Choose an interface for the connected serial device.
Available interfaces: RS§232, RS422, RS485 (2-wires) and
RS 485 (4-wires).

Baud rate is the rate at which data is transferred over a serial
link. The baud rate can be selected from the drop-down list
which ranges from 110bps to 460800bps.

Choose the number of data bits (5, 6, 7 or 8) to transmit.

The number of bits used to indicate the end of a byte.
Selectable values: None, Odd, Even, Mark or Space
Selection of hard-, software-based or deactivated flow control
(XON/XOFF, RTS/CTS, DTR/DSR, None)

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

=1 4 Firewall Settings -

IP Filter (Local Access) . . .
o ——— Serial Port Settings — Interface Configuration [T

E1 4 NAT Settings

i Destination NAT Setialluil Disabled @

Source NAT Port Alias Port1

By VPN Interface Type RS232 -
OpenVPN Baud Rate 115200 “
IPsec Data Bits 3 o
Files / Certificates Stop Bits 1 o

= 4 Serial Port Settings Parity None o
15 22 G ] Flow Control None ~
Data Processing
Service Mode Performance @® Throughput O Latency

=1 4 Event Settings
Digital IO Apply
E-mail
SNMP Traps
SMSs

Picture 57: Interface settings of the serial port (Factory defaults)

Performance
- Latency: Guarantees shortest response time. This option ensures that any received character incoming at
Serial Port will be sent immediately to the Ethernet network and the payload of each incoming Ethernet
packet will be forwarded immediately to the serial device without any buffering.
- Throughput: Guarantees highest data throughput. This option minimizes the overall Ethernet packet overhead
by using a larger payload in Ethernet frames consisting of buffered received serial data.

Consider: Parameter ‘Performance’ is only valid for service mode ‘Virtual COM Port'.

General hint: If the serial interface is not used for the application, it is recommended to disable the port (via
parameter 'Serial Port') to release some CPU resources.
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5.29 Serial Port Settings > Data Processing (1/3)

These settings can be used to control the data processing and buffering behavior for
communication between the Ethemet and the serial interface when the Router is
configured to run as Serial-to-Ethernet-Converter.

The parameter settings are valid for service (converter) modes
« Virtual COM Port,
» TCP Server
 TCP Client and
 UDP Server/Client
which will be configured in menu 'Serial Port Settings — Service Mode'.

If necessary, the behavior of data processing and buffering can be adapted for
Serial-to-Ethernet data transmission using parameters

« 'Force TX Interval Time’,

« 'Delimiter' characters and

¢ 'Flush Data Buffer After’.

For Ethernet-to-Serial data transmission only parameters
* 'Delimiter' characters and
* 'Flush Data Buffer After’

can be configured.

Please check next slides for detailed understanding of data flow and buffering and how
to set parameters for Serial-to-Ethernet data transmission and vice versa.

2026-10-13 / Edition 1.3

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

= _4 Firewall Settings -
IP Filter {Local Access)

R - Serial Port Settings — Data Processing [

By NAT Se‘mngs Portl
2 AT Serial to Ethernet Data Transmission
Source NAT Force TX Interval Time 0 ms
5] VAL Delimiter(Hex 0~f) 0 20 3 0
OpenVPN
Psec Flush Data Buffer After [1] ms

Files { Certificates
= _4 Serial Port Settings
Interface Configuration

Service Mode

Ethernet to Serial Data Transmission
Delimiter(Hex 0~ff) 1: 0 2: 0 X 0
Flush Data Buffer After 0 ms

= _4 Event Settings

Digital /0 TCP Server, TCP Client and UDP Server/Client.
E-mail

SNMP Traps Apply

SMS

= _4 Administration
System Settings
Backup and Restore
Firmware Update

Note: Parameters for data processing only are valid for service modes Virtual COM Port,

Picture 58: Factory default settings of ‘Data Processing’ parameters.
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5.29 Serial Port Settings > Data Processing - Behavior of Serial-to-Ethernet interface data flow (2 / 3)

Generally, the overall data flow from receiving data at serial interface (Port 1) and sending out to the Ethernet

Serial Port Settings — Data Processing
interface depends on parameters

- Delimiter (Byte value) [1] . T R - . . .
. : Serial to Ethernet Data Transmission :

- S2E Flush Data Buffer After (Timer) [2 refer to picture] : e 0 s

- Force TX Interval Time (Timer) [3] Delimitar(Hex 0~ T o > o T |o & 0

which control the behavior of Serial-to-Ethernet-Input-Buffer [1 2] and Transmit-to-Ethernet-Output-Buffer [3]. Flush Data Buffer After 0 ms

Behavior of Serial-to-Ethernet-Input-Buffer: Ethernet to Serial Data Transmission

If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer Delimiter(Hex 0~ff) 1|0 2 |0 30 4 0

parameter “S2E Flush Data Buffer After”. In this case each incoming byte from serial port will be forwarded Flush Data Buffer After 0 ms

immediately to the Transmit Buffer.

Note: Parameters for data processing only are valid for service modes Virtual COM Port.
TCP Server, TCP Client and UDP Server/Client.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2, 3
or 4 if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘S2E Flush Data Buffer After* is set to 0 (ms), then Picture 59: Parameters to be used for Serial-to-Ethernet data transmission.
incoming bytes will be buffered as long as no Delimiter(s) will be received and match. If the delimiter condition
match or if the buffer is full (4 kBytes) then data of input buffer will be forwarded to Transmit Buffer.

Data processing Serial to Ethernet Data Transmission
If Delimiter byte(s) do have a value other than 00 AND “S2E Flush Data Buffer After” is set > 0 (ms) then

. ) ; — S2E Input Buffer controlled by Transmit Buffer controlled by
Iarig byte§ will be buffered as long P parameters: > parameter: ; >
- delimiter settings do not match or o+ | - Delimiter Bytes |1 -Force TX Interval Time |3 i
- elapsed time since first received byte < defined “S2E Flush Data Buffer After* time. % &} | - S2E Flush Data Buffer After |2 £
w 2
=

If one of the conditions triggers, then the buffer content will be forwarded to transmit buffer inmediately.

ern
Interface

Etherr

Data processing Ethernet to Serial Data Transmission

Any Serial Device

-

E2S Input Buffer controlled by parameters: |
- Delimiter Bytes -
- E2S Flush Data Buffer After

Note: Timer parameter ,S2E Flush Data Buffer After only can be used in combination with delimiter settings. If
Delimiter byte(s) are set to 00 (disabled) then ,S2E Flush Data Buffer After does not have any effect.
Independent of parameter settings the data always will be forwarded if the buffer is full (4kByte).

‘ Any Ethernet Device ‘

Picture 60: Diagram of data processing and buffering for a Serial-to-Ethernet data transmission.
Behavior of Transmit Buffer:

If timer parameter ,Force TX Interval Time' is set to 0, then output buffering is disabled. Each incoming byte or

. . . . . X Note: Parameter ‘Force TX Interval Time‘ can be used to increase the payload of an
byte block received from S2E Input Buffer will be sent out immediately as an IP packet via Ethernet interface.

Ethernet frame by gathering more bytes of the serial input stream. But consider a
possible impact on timing requirements regarding the serial application behind the
Ethernet side. Independent of this parameter the data always will be sent out if the
buffer is full (4kByte).

If Force TX Interval Time' is set 0, then buffering is enabled. In this case the ComServer periodically sends
out each defined ‘Force TX Interval Time' the content of the Transmit buffer as IP packet(s) via Ethernet
interface.
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5.29 Serial Port Settings > Data Processing - Behavior of Serial-to-Ethernet interface data flow (3 / 3)

General the overall data flow from receiving the payload of an Ethernet frame and sending out at serial
interface (Port 1) depends on parameters

- Delimiter (Byte value) [1 refer to picture]

- S2E Flush Data Buffer After (Timer) [2]

which control the behavior of Ethernet-to-Serial-Input-Buffer.

Behavior of Ethernet-to-Serial-Input-Buffer:

If Delimiter byte(s) are set to 00 then input buffering always is disabled independent of setting of timer

parameter ‘E2S Flush Data Buffer After’. In this case the payload of each incoming IP packet immediately

will be send to the serial interface.

Note: If Delimiter(s) shall be applied then always use first Delimiter 1 (being not 00) followed by Delimiter 2,
3 or 4 if necessary.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After' is set to 0 (ms), then
the payload of incoming IP packet(s) will be buffered as long as no delimiter byte(s) will be received and

match. If the delimiter condition match or if the buffer is full (4 kBytes), then buffer data will be sent out at
serial interface.

If Delimiter byte(s) do have a value other than 00 AND ‘E2S Flush Data Buffer After' is set > 0 (ms), then the
payload of incoming IP packet(s) will be buffered as long
- the delimiter settings do not match or
- the elapsed time since first received byte/payload has not reached defined ‘E2S Flush Data Buffer
After* time.

If one of the conditions triggers, then the buffer content will be sent out at the serial interface immediately.
Note: Parameter ,E2S Flush Data Buffer After* only can be used in combination with delimiter settings. If

Delimiter byte(s) are set to 00 (disabled) then ‘E2S Flush Data Buffer After does not have any effect.
Independent of parameter settings the data always will be sent out if the buffer is full (4kByte).

2026-10-13 / Edition 1.3

Serial Port Settings — Data Processing

Port1

Serial to Ethernet Data Transmission

Force TX Interval Time 0 ms

Delimiter(Hex 0~ff) 1 0 2 0 3 0 4: 0
Flush Data Buffer After 0 ms

\l

Ethernet to Serial Data Transmission
Delimiter(Hex 0~ff) 1 0 2: 0 3 0 4 0
Flush Data Buffer After 0 ms

----------------------------------------------------------------------------------------------------------

Note: Parameters for data processing only are valid for service modes Virtual COM Port.
TCP Server, TCP Client and UDP Server/Client.

Picture 61: Parameters to be used for Ethernet-to-Serial data transmission.

Data processing Serial to Ethernet Data Transmission

— S2E Input Buffer controlled by Transmit Buffer controlled by
» parameters: P parameter:
o | - Delimiter Bytes - Force TX Interval Time:
E & | -S2EFlush Data Buffer After
=
& 2

: Data processing Ethernet to Serial Data Transmission

Any Serial Device

E2S Input Buffer controlled by parameters: |

Ethernet

v

Interface

F 3

- Delimiter Bytes |1
- E2S Flush Data Buffer After | 2

‘ Any Ethernet Device ‘

Picture 62: Diagram of data processing and buffering for a Ethernet-to-Serial data transmission.
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5.30 Serial Port Settings > Overview Service Modes (1 / 5)

This web page can be used to select the service
(converter) mode for Serial-to-Ethernet respectively
Ethernet-to-Serial data transmission.

Currently the Router supports service modes
* Virtual COM Port,
» TCP Server,
 TCP Client and
 UDP Server/Client.

Notes:

- To run one of these service modes the serial port
generally needs to be enabled on webpage ‘Serial
Settings = Interface Configuration - Parameter
‘Serial Port’.

- If the serial port is not used for the application, it is
recommended to set parameter ‘Serial Port' to
‘disabled’ to release some CPU resources.

2026-10-13 / Edition 1.3

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Weidmiiller 3£

Industrial Ethernet Router Configuration

Virtual COM
Virtual COM
TCP Server
TCP Client

E 4 Firewall Settings -
IP Filter {Local Access)
IP Filter {Forwarding)

B 4 NAT Settings
Destination NAT
Source NAT

By VPN
OpenVPN
IPsec
Files / Certificates

= _4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode

£ 4 Event Settings

Serial Port Settings — Service Made

UDP Server/Client

N
Service Mode: |virtual COM &

Port1

Data Encryption (SSL/TLS)
TCP Data Port

TCP Contrel Port

Idle Timeout 0
Alive Check 40

Max Connections 1

(O Enable @ Disable
4000
4001

0~3600 secs
0~3600 secs
v 1~5

Picture 63: Service mode ‘Virtual Com Port’ (Factory Default)

Serial Port Settings — Service Mode

Service Mode: |TCP Client

Port1
Destination Host
TCP Server 1
TCP Server 2
TCP Server 3
TCP Server 4
TCP Server 5

IP Address

TCP Connection Settings

Idle Timeout 0
Alive Check 40
Data Encryption (SSLTLS) ) Enable ® Disable

Connect on

@ startup O Any Character

TCP Port
4000
65535
65535
65535
65535

0~3600 secs
0~3600 secs

Picture 64: Service mode ‘TCP Client’

Picture 66: Service mode ‘UDP
Server/Client

Serial Port Settings — Servi

ce Mode

Service Mode: | TCP Server

v

Port1

Data Encryption (SSL/TLS)
Telnet Negatiation

TCP Server Port 4
Idle Timeout 0
Alive Check 4

Max Connections 1

C Enable @ Disable
(Enable @ Disable

000
0~3600 secs
0 0~3600 secs
v 15

Picture 65: Service mode ‘TCP Server

Serial Port Settings — Servi

ce Mode

Service Mode: |[UDP Server/Client

v

Port1:
UDP Server Mode
Listen Port

UDP Client Mode
Destination Host Ranges
Server Range 1

Server Range 2

Server Range 3

Server Range 4

@ Enable O Disable
4000

@ Enable O Disable

Start IP Address End IP Address UDP Send Port
65535
65535
65535

65535
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5.30 Serial Port Settings > Service Mode: Virtual COM Port (2 / 5)

By using this service mode, a PC-based application - which normally communicates to a
connected serial device via a physical COM port - alternatively can communicate with a (remote)
serial device by using an Ethernet based communication via the Serial/Ethernet converter
function of the Router.

To use this function a specific Virtual COM Port Driver (Weidmueller CS-MBGW Utility) has to be
installed and configured on the PC, emulating a virtual COM port that can be selected by a
software application like a physical COM port. Resulting the PC’s Virtual COM Port Driver
establishes a TCP/IP connection to the Routers Ethernet port. Receiving TCP/IP data will be
converted to serial data and vice versa.

Mode Virtual COM Port supports up to 5 simultaneous TCP/IP connections, so that multiple hosts
(each having installed a Virtual COM Port Driver) can exchange data with the same serial device
at the same time.

Description of parameter settings:
Disables or enables an SSL/TLS encrypted TCP/IP

Data Encryption communication between PC’s Virtual COM Port driver and the
Router.
TCP Data Port E:;: c;:Jdmber on which the Router exchanges the connection

Port number on which the Router is listening for communication
establishment and exchange of control data.

Disconnects established TCP/IP connection(s) after defined
|dle time (seconds) if there is no further data transmission on
Idle Timeout the serial interface (due to Inactivity). If Idle Timeout = 0
seconds the Router never will terminate a consisting TCP/IP
connection.

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote
host(s) to evaluate the TCP connection. If the TCP connection
is no longer alive, the connection will be closed.

Defines the maximum number of simultaneous TCP/IP host
connections.

TCP Control Port

Alive Check

Max Connections

2026-10-13 / Edition 1.3

\l

Serial Port Settings — Service Mode

Service Mode: | Virtual COM v
Port1

Data Encryption (3SL/TLS) () Enable @ Disabls

TCP Data Port 4000

TCP Control Port 4001

Idle Timeout 0 0~3600 secs

Alive Check 40 0~3600 secs

Max Connections 1 v [1~5

Picture 67: Service mode ‘Virtual Com Port’ selected.

Note about connection between a Windows PC and the Router using service mode Virtual COM Port:
» For installation of a virtual COM port driver on the Windows PC same software (Weidmueller CS-MBGW
Utility, Version 3.4 and later) can be used which primarily is intended for Virtual Com Port communication
between a Windows PC and Weidmueller ComServer/Modbus Gateway |E-CS-MBGW-2TX-1COM
(Article number 2682600000).
» When creating / mapping a virtual COM Port on the PC the software establishes - based on the
configured communication parameters - a TCP connection to the Router.

General configuration hint:

* Itis not necessary to define an interface explicitly on which the Router is listening for establishing a
virtual COM Port connection. The Router is accepting an incoming connection request having the
configured TCP Data and Control ports on each interface as long these TCP ports are not blocked by
firewall rules.

* For communication with a Virtual COM Port driver running on a remote PC, the configured TCP ports
'Data Port', 'Control Port' and '"Management Port' may not be blocked by any firewall rule.

* The 'Management Port' — used for internal communication with tool "'Weidmueller CS-MBGW Utility’ - is
set to 600 and cannot be configured via the webpage.
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5.30 Serial Port Settings > Service Mode: TCP Server (3 /5)

When running mode ‘TCP Server', the Router waits passively for host computer(s) to

establish a TCP/IP connection to exchange data with the connected serial device. Any
payload of a TCP packet will be converted into a serial data stream and vice versa. Up
to 5 simultaneous connections are supported, allowing multiple hosts to exchange data

with the serial device.

Description of parameter settings

Data Encryption

Disables or enables an SSL/TLS encrypted TCP/IP
communication between communication between initiating
TCP Client and Router (TCP Server).

Telnet Negotiation

Disables or enables the use of Telnet protocol for establishing
the TCP connection.

TCP Server Port

Port number on which the Router is listening as TCP Server.
The Router is accepting an incoming connection request on

each interface as long the TCP port is not blocked by firewall
rules.

Idle Timeout

Disconnects existing TCP/IP connection(s) after defined Idle
time (seconds) if there is no further data transmission on the
serial interface (due to Inactivity). If Idle Timeout = 0 seconds
the Router never will terminate a consisting TCP/IP
connection.

Alive Check

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the
remote host(s) to evaluate the TCP connection. If the TCP
connection is no longer alive, the connection will be closed.

Max Connections

Defines the maximum number of simultaneous TCP/IP host
connections.

Note: The behavior of data processing (Latency, Buffering, etc.) between the Routers
Ethernet and serial interface and vice versa can be adapted via parameters ‘Force
TX Interval Time’, ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port
Setting - Data Processing.

2026-10-13 / Edition 1.3

Serial Port Settings — Service Mode

\l

Service Mode: |TCP Server

Port1
Data Encryption (SSL/TLS) () Enable ® Disable

Telnet Megotiation () Enable @ Disable

TCP Server Port 4000
Idle Timeout 0
Alive Check 40
Max Connections 1

Picture 68: Service mode ‘TCP Server’ selected.

0~3600 secs
0~3600 secs
v 1~5
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5.30 Serial Port Settings > Service Mode: TCP Client (4 / 5)

In mode ‘TCP Client’ the Router establishes a TCP/IP connection to specified host(s)
(TCP Server) to exchange data with the connected serial device. Any incoming serial
data will be converted and sent as payload of a TCP packet to the defined TCP
Server(s). Up to 5 simultaneous connections are supported, allowing multiple hosts to
exchange data with the serial device.

Description of parameter settings:

Definition of up to 5 target TCP Servers (IP address and port
number) for data exchange.

Disconnects existing TCP/IP connection(s) after defined Idle
time (seconds) if there is no further data transmission on the
Idle Timeout serial interface (due to Inactivity). If Idle Timeout = 0 seconds
the COM-Server never will terminate an established TCP/IP
connection.

The Router sends according to the defined interval time
(seconds) periodically TCP alive check packages to the remote
host to evaluate the TCP connection. If the TCP connection is
not alive, the connection will be closed.

Disables or enables an SSL/TLS encrypted TCP/IP

Data Encryption communication between the initiating Router (TCP Client) and
remote host (TCP Server).

Startup: The Router establishes a TCP/IP connection to all
defined TCP Server(s) automatically after start-up.

Connect on Any Character: The Router establishes a TCP/IP connection to
all defined TCP Server(s) after reception of first byte from serial
interface.

TCP Server 1..5

Alive Check

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time', ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting >
Data Processing.

2026-10-13 / Edition 1.3

Serial Port Settings — Service Mode

Service Mode: |TCP Client

Port1

Destination Host

TCP Server 1

TCP Server 2

TCP Server 3

TCP Server 4

TCP Server 5

TCP Connection Settings
Idle Timeout

Alive Chack

Data Encryption (SSL/TLS)

Connect on

Picture 69: Service mode ‘TCP Client’ selected.

IP Addrass

0
40

O Enable ® Disable

® Startup O Any Character

TCP Port
4000
65535
65535
65535
65535

0~3600 secs
0~3600 secs

\l
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5.30 Serial Port Settings > Service Mode: UDP Server / Client (5/ 5)

In mode ‘UDP Server/Client’ the Router can act as UDP Client and UDP Server
simultaneously.

If mode ‘UDP Server is activated, the Router listens to incoming UDP packets at the
defined port and forwards the payload to the connected serial device.

If mode ‘UDP Client' is activated, any incoming serial data will be sent as payload of an
UDP packet(s) to the defined Server range(s).

Description of parameter settings:

UDP Server related settings

UDP Server Mode Enables or disables the UDP Server Mode.

Definition of UDP port on which the UDP Server listens for
incoming UDP packets.

UDP Client related settings

Listen Port

UDP Client Mode Enables or disables the UDP Client Mode.

Definition of up to 4 UDP Server Ranges as target(s) for sending
the serial data. Each Server range needs to be defined by
Server Ranges 1...4 - Start IP address,

- End IP address and

- UDP port number.

Note: The behavior of data processing (Latency, Buffering, etc.) between Ethernet and
serial interface and vice versa can be adapted via parameters ‘Force TX Interval
Time’, ‘Delimiter’ and ‘Flush Data Buffer After’ in menu Serial Port Setting > Data
Processing.

2026-10-13 / Edition 1.3

Serial Port Settings — Service Mode

Service Mode: |[UDP Server/Client

Port1:
UDP Server Mode
Listen Port

UDP Client Mode
Destination Host Ranges
Server Range 1

Server Range 2

Server Range 3

Server Range 4

® Enable O Disable

4000

@® Enable O Disable

Start IP Address End IP Address

Picture 70: Service mode ‘UDP Server/Client’ selected.

UDP Send Port
65535
65535
65535
65535

l\‘l
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5.31 Event Settings > Digital /O (1/2)

Via this webpage both device 10s 'Digital Input' and 'Digital Output' can be configured
in terms of doing an action or an event-based signaling.

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Digital Input > Status and Parameter settings Configuration changed and applied but not saved! tsyzlee:tgelgladion ________________
Current State Shows current input status. ON if digital input is powered from 5 to 30 Biw] RETELEELES -
VDC, OFF if not connected or for power input 0 to 2 VDC. 1P Fiter (Local Access) Event Settings — Digital VO [T s =
Select Action T Selection of one of following actions triggered by a DI signal change @ PFler (Fowardig) Start/Stop OpenVPN Server
electAction T¥PE | from OFF to ON or vice versa. N Digital Input EoublolClowe Ml Cormocion
Destination NAT stablish/Close Mobile Connection
- Disabled No action assigned to DI signal change e AT Current State: /
- Start/ Stop Starts or Stops the OpenVPN Server process if configured and 2.4 VPN SRR RS [Disabled v]
OpenVPN Server | enabled. OpenVPN
- Connect/ , . “fsec . Digital Qutput:
Disconnect Estabhshes or cangels a VPN. connection to a remote OpenVPN server Files / Certificates Current State:
OpenVPN Client if the OpenVPN Client is configured and enabled. S 4 Serial Port Seftings Seloct Event Type: | Disabled - <
Interface Configuration
Note: If for DI an action is selected, and a trigger event is assigned but the associated action type Data Processing
is neither configured nor enabled then a D signal change does not have any effect. Service Mode Apply Selectable event | piszpled v
= 'y Event Sattings types for DO
Digital /O Status OpenVPN Server

Status OpenVPN Client
Status Mobile Connection

= F-mail

Digital Output > Status and Parameter settings

Picture 71: Factory default DI/DO event setting: No action assigned for DI,

Current State Shows current output signal state. no state signaling associated to DO.
Toggle (Button) Can be used to toggle the digital output (OFF to ON and vice versa).
Selection of one of following events triggering a DO signal change from Input Key
LI ST OFF to ON or vice versa. i
- Disabled No event assigned to DO signal change. O]
- Status OpenVPN Provides DO signaling when OpenVPN Server starts running or will be =I’ B ®
Server stopped. -@ 2% )
Output Signal
- Status OpenVPN Provides DO signaling when the configured OpenVPN Client either
Client establishes or cancels a connection to a remote OpenVPN server. | I e
- Status Mobile Provides DO signaling if the Mobile Interface establishes (Online) or : : S
Connection cancels (Offline) the connection to the provider. DI: Logical Level 0: 0V~2V

Logical Level 1: 5V~30V

Note: If for DO an event is selected but the trigger event is neither configured nor enabled then a i 8 DO: Max. Voltage: 30 VDC
DO signal change never happens. ety oty A% @ Max. Current: 20 mA

Picture 72: Wiring Digital Input and Output
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5.31 Event Settings > Digital /O (2/2)

Screenshots of example configurations for DI and DO.

Event Settings — Digital /O [

Event Settings — Digital 1/O

Digital Input:

Current State:

v Select Action Type:

Digital Input:
Current State:
Select Action Type: | Start/Stop OpenVVPN Server
Trigger Start: [ DI change from OFF to ON v |
Trigger Stop: [ DI change from OFF to ON_ v |

Digital Output:

Trigger Connect (Online):
Trigger Disconnect (Offline):

Digital Output:

Current State: Toggle Current State:
Select Event Type: | Status OpenVPN Server v Select Event Type:
Running: [SetDOto ON v Connected:
Stopped: [Set DO to OFF v| Disconnected:

oy J o

T £

Picture 73: Example configuration 1

Dl assigned to action type ‘Start/Stop of OpenVPN Server instance’.

DO assigned to event type ‘Status OpenVPN Server’ (Running/Stopped).

Picture 75: Example configuration 3

| Connect/Disconnect OpenVPN Client
| DI change from OFF to ON V|
| DI change from OFF to ON V|

Toggle
[ Status OpenVPN Client v
[Set DO to ON v|
[Set DO to OFF v|

Weidmiiller 3£

Picture 74: Example configuration 2

DI assigned to action type ‘Connect/Disconnect OpenVPN Client'.
DO assigned to event type ‘Status OpenVPN Client’ (Connected/disconnected).

Event Settings — Digital 1/O

Digital Input:
Current State:
Select Action Type:
Establish Mobile Connection (Online):
Close Mobile Connection (Offline)

Digital Output:
Current State:

Select Event Type:
Connected (Onling):
Disconnected (Offline):

DI assigned to action type ‘Establish/cancel

cellular connection’ (Online/Offline).
DO assigned to event type ‘Cellular m

connection status’ (Online/Offline).

2026-10-13 / Edition 1.3

| Establish/Close Mobile Connection

[DI change from OFF 1o ON_ |
[DI change from OFF to ON_ v |

Toggle
[ Status Mobile Connection
[SetDOto ON v
[Set DO to OFF ~|
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5.32 Event Settings > E-Mail

This web page provides the configuration of sending e-Mail alert messaged triggered by
device events respectively status changes.

General Activation / Deactivation
e-Mail Event Warning Enables or disables the mail event warning
function generally.

Event Types

The Router supports following event types triggering a mail delivery to the defined mail
receivers. The subject of an alert mail is same as the event naming except for DI/DO
events, for which an individual subject can be configured.

List of event types:
- Hardware Reset (Cold Start)

- Software Reset (Warm Start)

- LAN Port Link Status Changed

- WAN Port Link Status Changed

- Login Failed

- Wireless Client Associated

- Wireless Client Disassociated

- Associated to AP (Client Mode)

- Disassociated from AP (Client Mode)

- Mobile Connection established (Online)
- Mobile Connection closed (Offline)

- OpenVPN Client connected (Online)

- OpenVPN Client disconnected (Offline)
- Digital Input changed from OFF to ON

- Digital Input changed from ON or OFF
- Digital Output changed from OFF to ON
- Digital Output changed from ON to OFF

e-Mail Server Settings
Configuration of the mail server, mail account and receivers for sending an event mail.
Configure the parameters according to your used mail provider.

2026-10-13 / Edition 1.3
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Login name:admin
{ Advanced Seffings o
MAC Fiter . .
= Event Settings — Mail [T
[51 Mobile Interface
11 4 Network Configuration Mail Event [ Forwarding Service: [Enabled v
i) (o e TR Mail Server Settings
14 Network Services
B Rouing SMITP Server Address: Event Receiver:
=T SterTIR ] € wan Agtrss 1 —
= Secure Mode: NONE _ ~] E-Mail Address 2:
(Dt e UserName: — Bl Acaress 3 | —
S passuord E— Send Tesimai
o e senser £t o —
[ SNMP Setiings nder E-Mall Address:
1y Firewall Setlings
[ P Filter (Local Access)
[ IP Filter (Forwarding) Mail Alert Service based on local device events:
[E) DDoS Prevention
[ 4 NAT Setings Send E-Mail Send E-Mail
& Desiinalion NAT Hardware Reset (Cold Start) [=] OpenVPN Ciient connected (Online) =]
[ Source NAT Software Reset (Warm Start): (m) OpenVPN Client disconnected (Offline) [m]
& 4 VPN LAN Port Link Status Changed: O Digital Input changed from OFF to ON O MessageText| ]
[ uink PEANIEl RicS R T ajad O Digital Input changed from ON or OFF: O MessageText| |
[ OpenvPN Login Faled: . Digital Ouiput changed flom OFF to ON: [ MessageText |
[ IPsec Wireless Gllent Assodiated: - Digial Oulput changed flom ON 10 OFF: [ MessageText| |
B Files { Certificates. Wireless Client Disassociated: [}
[y Serisl Port Settings Assodiated to AP (Client Mode) )
) Interface Configuration Disassociated from AP (Client Mode): [}
[ Data Processing
[E Service Mode Send individual Mails based on received content from remote device
4 Event Settings
&1 Digital 0 Enable message forwarding via Mail:
& Emal Connectivity Settings:
(Bl S Remote Device Connection via: [TCP Server Mode ~
[ SMS TCP Server Port: 4101
se EEES [CO—
e Idie Timeout s
[ Backup and Restore
[ Firmware Update =
%) Bootloader Update oo e
[= Reboot
[5) Factory Defaut

Picture 67: Factory Defaults of e-Mail event settings

Note: Due to security reasons nowadays a mail account on the mail (relaying) server is required using a secure access
method (SSL/TLS). A simple mail relay via a server of a mail provider mostly is no longer allowed.

Hint when using a Google account (Gmail):

« Consider that some mail providers like Google requires further enhanced security settings. The result is that Gmail
only allows access to their mail servers via secured mailers like the Gmail app but not for standard Linux-based mail
programs.

* To nevertheless use a Gmail account for sending event mails from this device, it is possible to configure the Gmail
account security for use of less-secure mailers. To do this - when logged in your Gmail account — you need to create
an additional 16-digit ‘app password’ that gives a non-Google app or any device permission to access the Google
account. Enter this special ‘app password’ into field ‘password’ instead of the normal Gmail password assigned to
the used account.

* Please read published documentation from Google how to enable less secure apps for Gmail and to create the
special 16-digit ‘app password'.
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5.33 Event Settings > SNMP Traps

Via this webpage some device status changes can be monitored triggering an SNMP
trap as event.

General Activation / Deactivation
SNMP Traps Enables or disables the warning function via SNMP trap
generally.

Event Types

The Router supports below listed event types triggering an SNMP trap to the defined
SNMP server. The trap message content is same as the event naming except for DI/DO
events, for which an individual message can be configured.

List of Event Types:
- Hardware Reset (Cold Start)

- Software Reset (Warm Start)

- LAN Port Link Status Changed

- WAN Port Link Status Changed

- Login Failed

- Wireless Client Associated

- Wireless Client Disassociated

- Associated to AP (Client Mode)

- Disassociated from AP (Client Mode)

- Mobile Connection established (Online)
- Mobile Connection closed (Offline)

- OpenVPN Client connected (Online)

- OpenVPN Client disconnected (Offline)
Digital Input changed from OFF to ON
Digital Input changed from ON or OFF
- Digital Output changed from OFF to ON
- Digital Output changed from ON to OFF

SNMP Trap Settings (Receiver)
Configuration of the SNMP server address, port and the used version for SNMP traps.

2026-10-13 / Edition 1.3
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved

&y Network Configuration

IntenetWAN Connection Event Settings — SNMP Traps

& 4 Network Services
Routing
524 DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
&y Firewall Settings
IP Filter (Local Access)
IP Fiter (Forwarding)
£ 4 NAT Ssttings
Destination NAT
Source NAT

SNMP Traps:

Event Types:

Hardware Reset (Cold Start).
Software Reset (Warm Start):

LAN Port Link Status Changed

WAN Port Link Status Changed
Login Failed

Wireless Client Associated

Wireless Client Disassociated:
Associated to AP (Client Mode)
Disassociated from AP (Client Mode):

Send Trap

ooooooooo

OpenVPN Client connected (Online)
OpenVPN Client disconnected (Offline):
Digital Input changed from OFF to ON
Digital Input changed from ON or OFF:
Digital Qutput changed from OFF to ON

Digital Output changed from ON to OFF:

Send Trap
m]
(m]

=y VPN
OpenVPN
IPsec
Files ! Cerficates
£y Serial Port Settings
Interface Configuration
Data Processing

SNMP Trap Settings:
SNMP Server Address

. ]
]

SNMP Server Part
Trap Version:
Service Mode m M
&y Event Settings

Digital 110

E-mail

SNMP Traps

SMS
4 Administration

System Settings

Backup and Restore

Firmware Update

Picture 68: Configuration window for SNMP traps.

Notes:
» Consider that for sending SNMP traps the SNMP agent also needs to be enabled (Webpage Network Services
— SNMP Settings).

* Currently the Router supports only SNMP version v2c.
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5.34 Event Settings > SMS (1/3)

This configuration page can be used for sending SMS alert messages and
receiving SMS control messages triggering a defined action (only available for
models equipped with LTE/4G modem).

General Activation / Deactivation

SMS Alert/Control Service:  Enables or disables the SMS functionality
generally.

SMS Alert and Control Numbers

Definition of up to 3 mobile numbers which will be used for both receiver for SMS
messages and accepted (allowed) when receiving a SMS control message. The
Router only communicates with defined mobile numbers in terms of SMS data
exchange (Alert and Control).

Section ‘SMS Alerts’

The Router supports listed event types triggering a SMS message which will be
sent to all defined mobile numbers. The SMS content is same as the event
naming except for DI/DO events, for which an individual text can be configured.

Enable SMS Alerts: Enables or disables sending of SMS messages
generally.

List of SMS Alerts:
- Hardware Reset (Cold Start) - OpenVPN Client connected (Online)
- Software Reset (Warm Start) - OpenVPN Client disconnected (Offline)
- LAN Port Link Status Changed - Digital Input changed from OFF to ON
- WAN Port Link Status Changed - Digital Input changed from ON or OFF
- Login Failed - Digital Output changed from OFF to ON
- Wireless Client Associated - Digital Output changed from ON to OFF

Wireless Client Disassociated
Associated to AP (Client Mode)
Disassociated from AP (Client Mode)
Mobile Connection established (Online)
Mobile Connection closed (Offline)

2026-10-13 / Edition 1.3
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Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

= 4 Network Configuration

Internet/\'WAN Connection

4 Network Services
Routing
By DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings
By Firewall Setiings
IP Filter (Local Access)
IP Filter (Forwarding)
1’y NAT Settings
Destination NAT
Source NAT
By VPN
OpenVPN
IPsec
Files / Certificates
=1y Serial Port Settings
Interface Configuration
Data Processing
Service Mode
By Event Settings.
Digital /0
E-mail
SNMP Traps
SM3
1y Administration
System Setlings.
Backup and Restore
Firmware Update
Reboot
Factory Default
B 4 Diagnostics
System Log
Debug Tools
Save Configuration
Legout

Event Settings — SMs [
SMS Alert/Control Service:

SMS Alert and Control Numbers:

Enable SMS Alerts:

Hardware Reset (Cold Start):
Software Reset (Warm Start).
LAN Port Link Status Changed
WAN Port Link Status Changed
Login Failed

Mobile Connection established (Online)
Mobile Connection closed (Offline)
OpenVPN Client connected {Online).
OpenVPN Client disconnected (Offline):
Digital Input changed from OFF to ON:
Digital Input changed from ON or OFF;
Digital Output changed from OFF to ON:
Digital Output changed from ON te OFF:

Wireless Client Associated:

Wireless Client Disassociated:
Associated to AP (Client Mode)
Disassociated from AP (Client Mode):

ooooooooao

Enable SM$S Control:

(m]

Enable Password Authorization

Passwerd (Use allowed SMS characters):
Initiate Warm Start (Reboot):
Establish/Close Mabile Network Connection:
Establish/Close OpenVPN Client Connection:
Set Digital Output ON/OFF

Get Device Information

0ooooao

Get Mobile Intemet Status:

O
O
O

(m]

[ Message:

m} Message: ‘

[ Message: |

[ Message: |

Picture 69: Configuration window for SMS alerts and control messages.
This configuration page is only available for models with 4G/LTE modem.
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5.34 Event Settings > SMS (2/ 3)

Section ‘SMS Control’

The Router supports control messages for below listed actions. Depending on
parameter setting “Enable Password Authorization” a control message needs to
be sent with an additional password to enhance the access security.

Enable SMS Control: Enables or disables the reception of SMS
messages triggering a defined action.

Enable Password Authorization: If checkbox is enabled, each SMS control
message must be sent additionally with the defined
password, otherwise it will not be accepted by the
Router.

List of SMS Control Functions:
- Initiate Warm Start (Reboot)
- Establish/Close Mobile Network Connection
- Establish/Close OpenVPN Client Connection
- Set Digital Output ON/OFF
- Get Device Information
- Get Mobile Internet Status

Process steps of an SMS control action:
1. Send SMS control message to Routers mobile number (if defined, with
additional password).
2. Router checks received SMS for plausibility (format and security).

3a. If plausibility check is successful, Router sends back an acceptance
message except for action types “Get Device Information” and “Get Mobile
Internet Status”. For these action types, the SMS response will be sent
directly containing the required information. For the other ones, the Router
starts to execute the action initiated by the SMS control message.

3b. If plausibility check fails, Router sends back an error message.

Refer to table SMS Control commands on next slide how to send an SMS
control command.
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Industrial Ethernet Router Configuration
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Configuration changed and applied but not saved!

= 4 Network Configuration -

Intemnet/\WWAN Connection A
Event Settings — SMs [
4 Network Services

Routing SMS Alert/Control Service: |Enabled v

By DHCP
DHCP Service
DHCP Client List

Dynamic DNS
Date&Time / NTP
SNMP Settings

SMS Alert and Control Numbers:

By Firewall Setiings
IP Filter (Local Access)
IP Filter (Forwarding)
1’y NAT Settings

Dastination NAT Enable SMS Alerts:

Source NAT Hardware Reset (Cold Start) []  Mobile Connection established (Online) O
B 3§ VPN Software Reset (Warm Start) []  Mobile Connection closed (Offline) O
OpenVPN LAN Port Link Status Changed (]  OpenVPN Client connected (Online) O
[Psec WWAN Port Link Status Changed []  OpenVPN Client disconnected (Offiing): (m]
@ Flos Centieates Login Failed []  Digital Input changed from OFF to ON [ Message: |
B3 S"EILT;:':%:‘;;QWIM Wireless Client Associated: O Digital Input changed from ON or OFF [0 Message: \
Data Processing Uiz C e Drzmsrestedt O Digital Output changed from OFF to ON: [ Message: | |
Service Mode Associated to AP (Client Mode) o Digital Output changed from ON to OFF: [ Message: ‘ ‘
By Event Settings Disassociated from AP (Client Mode): ]
Digital /0
E-mail
SNMP Traps Enable SMS Control:
SM3
[y Administration Enable Password Authorization (]
System Settings. Passwerd (Use allowed SMS characters):
Backup and Restore Initiate Warm Start (Reboot): O
Firmware Update Establish/Close Mobile Network Connection: (]
Reboot Establish/Close OpenVPN Client Connection: (]
Factory Default Set Digital Output ON/OFF ]
[ 4 Diagnostics Get Device Information (]
System Log Get Mobile Intemet Status: (]

Debug Tools
Save Configuration
Legout

Picture 70 (Same as picture 69 ): Configuration window for SMS alerts and control messages.

Notes:
« For security reasons SMS control actions are applicable only for configured mobile numbers.
« If feedback about the actual implementation of an initiated action is necessary, then configure the appropriate SMS alert type
for signalizing the result.
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5.34 Event Settings > SMS (3 /3)

Table SMS control commands

k‘l

Establish Mobile Network
Connection

#password?MobileConnection=on

?MobileConnection=on

Close Mobile Network Connection

#password?MobileConnection=off

?MobileConnection=off

Establish OpenVPN Client
Connection

#password?VPNTunnel=on

?0penVPNTunnel=on

Close OpenVPN Client Connection

#password?VPNTunnel=off

?0penVPNTunnel=off

Set Digital Output to ON

#password?DO=on

?DO=on

Syntax Syntax . - SMS response if the required command was
. . SMS response if a plausibility error was detected. S .
Control Function SMS control message with SMS control message . ) . accepted (no plausibility error). Will only be
- Will only be sent to defined mobile numbers. ) :
password without password sent to defined mobile numbers.
Initiate Warm Start (Reboot) #password?reboot ?reboot

<System name>: Control message error: <Error
message>

Possible error messages:

Set Digital Output to OFF

#password?DO=off

?DO=off

Establish a predefined VPN Tunnel

#password?VPNTunnel=on

?0penVPNTunnel=on

1: Missing or wrong password

2: Mobile number not authorized (undefined)
3: Wrong syntax/format of command message
4: SMS Control not enabled

Close an established VPN Tunnel

#password?VPNTunnel=off

?0penVPNTunnel=off

Get Device Information

#password?GetDevicelnfo

?GetDevicelnfo

Get Mobile Internet Status

#password?GetMobileStatus

?GetMobileStatus

5: Required action not possible (improper device
status or configuration).

<System name>: Command ? <command>
accepted.

<System name>: <Location>: <Device type>:
<Serial number>: <Firmware version>

<System name>: <Connection state>:
<Registration state>: <Network provider>:
<Signal strength>

Notes: 1. Control messages - except the password - are not case sensitive.
2. Replace ,password* with the configured password.

2026-10-13 / Edition 1.3
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5.35 Administration > System Settings

This website is intended
- to define and describe application specific device information,
- to configure security settings regarding Router access,
- to change the password of user 'admin’ for Router access and
- to configure some system logging related parameters.

Section System Data
Use parameters
- System Name,
- System Description,
- Location and
- Contact
for unique device identification. These input fields are freely editable.

Section Access Settings

This section defines the security settings in terms of device access for configuration. For device
configuration the administrative user ‘admin’' must be used generally.

In terms of the web-based configuration several access options (HTTP or HTTPS) and interfaces
(LAN, WAN, WLAN, etc.) can be configured. By default, only a secured HTTPS web interface
access via the LAN interface is allowed.

For users familiar with Linux respectively OpenWRT operating system, the Router can be released
for low-level console access via SSH or Telnet by enabling the related checkboxes.

Use for access user 'root’ and same password as set for user 'admin’.

Attention: When doing a device access at root level of the Linux operating system, be aware that configuration
changes can have a severe impact on the functionality of the running Router application (configured
via the web interface). Any change is in the risk and responsibility of the user if the web-based
Router application fails due to the intervention. For recovering the designed functionality based on
the installed firmware reset the device to factory default settings (e.g., press external reset button
larger 5 secs).

Section Admin Password Settings

Via this section a new password can be set for the administrative user account, currently being the
only available user account. For password change you need to confirm the current password
before setting a new one.

Section System Logging
This section defines the logging level of the 'System Log' for diagnostic purposes.
Additionally, the forwarding of system log data to a remote 'Syslog' server can be configured.
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|IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

= _4 Network Configuration
Internet"WAN Cennection
B 4 Network Services
Routing
=y DHCP
DHCP Service
DHCP Client List
Dynamic DNS
Date&Time / NTP
SNMP Settings.
£y Firewall Seftings
IP Filter (Local Access)
IP Filter (Forwarding)
E1 4 NAT Settings
Destination NAT
Source NAT
2y VPN
OpenVPN
IPsec
Files / Certificates
By Serial Port Settings
Interface Configuration
Data Processing
Service Mode
B 4 Event Settings
Digital /O
E-mail
SNMP Traps
SMS
= _4 Administration
System Seltings
Backup and Restore
Firmware Update
Reboot
Factory Default

-

Administration — System Settings I

System Data:
System Name:
System Description:
Location

Contact

Access Settings:
Access via HTTP
Access via HTTPS,

Inactivity Auto-Logout

Access via Telnet

Access via SSH:

Response on WAN Ping

Admin Password Settings:

Current Password
New Password:

Confirm New Password:

System Logging:
Logging Level:

Enable Verbose Logging for
Mobile Connection

Enable Remote System Log

Remote Syslog Server

IE-SR-2TX-WL-4G-EU
Industrial Security Router

|

LAN  WAN WLAN

[J Port:

4G

@rotfsss | @ O m|

00:20:00 hh:mm:ss

LAN  WAN WLAN

O Port |23
J Port: 22

Disabled -

4G

Picture 71: Factory defaults of ‘System Settings’.

Note:

The checkboxes of section ‘Access Settings’ are related to specific firewall rules (IPtables Filter). If enabled, the

corresponding rules allow the action, if disabled it will be rejected. These rules are independent of the settings of default
filter policies ‘Input LAN" and ‘Input WAN' of configuration page ‘Firewall Settings - IP Filter (Local Access)’. Means, if
you allow a general access (Accept) via policies ‘Input LAN’ and ‘Input WAN’, for example you cannot access the Router

as long the corresponding ‘access’ checkbox is not enabled.
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5.36 Administration 2> Backup and Restore

This website is intended
- to save the Flash memory configuration to an external backup file
- and for restoring a configuration from a previously saved backup file.

Section Backup Configuration

By default, device model name with extension “cfg” is preset as backup file name. It
is reasonable to adapt the file name having a unique reference to the device from
which it will be exported. Pressing button ‘Export’ stores the backup file into the

browsers download directory.

Note: The backup file is saved in a binary format which is not readable.

Section Restore Configuration

Select the file for import to restore the configuration which originally was exported as
backup file.

After clicking button ‘Import Configuration’ the Router will be configured with content

of selected import file followed by a system reboot.

Note: Be aware of possibly changed access credentials and/or IP addresses after
system reboot. If so, you need to open a new browser window for web access
using valid IP address and access credentials.
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IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Destination NAT
Source NAT
=y VPN
OpenVPN
IPsec
Files / Certificates
= _4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode
= _§ Event Settings
Digital /0
E-mail
SNMP Traps
SMS
= _4 Administration
System Settings
Backup and Restors
Firmware Update
Reboot
Factory Default
= _y Diagnostics
System Log

-

Administration — Backup and Restore [[I"]

Backup Configuration:

Backup file name:

[IE-SR-2TX-WL-4G-EU.cfy |

Restore Configuration:

Keine ausgewahlt

Import Configuration

Picture 72: Application window for backup and restore of a configuration file.
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5.37 Administration 2> Firmware Update

This menu is used for installing a new Router firmware by file update.

The Router is equipped with two firmware storage sections. One contains the running
version the other section is used for firmware fallback if any error occurs during the
upload and update process.

In normal operation the running firmware will be saved for backup and the uploaded
firmware becomes the running one.

In case of any update problem then at reboot time the original version will be
reactivated again as the running version.

Firmware Update Procedure

1. Select firmware file.

2. Enable checkbox 'Set Factory defaults after upgrade' if desired.

3. Enable checkbox 'Synchronize dual image' if both firmware images shall be
updated to new firmware version.

4. Click button 'Start Update' to initiate the upload process of the firmware file.

5. After successful file upload the internal upgrade process starts taking around 5
minutes to finish.

6. The update process will be finished by a reboot before the device becomes
ready again.

Note: If you have enabled checkbox 'Set factory defaults after upgrade', you need to

open a new browser window with factory default IP for web access if IP
address has been changed due to factory default settings..
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IE-SR-2TX-WL-4G-EU
= 4 VFN -
OpenVPN
e Administration —» Firmware Update [

Files { Certificates

= _4 Serial Port Settings
Interface Configuration
Data Processing
Service Mode

Running firmware version:
Backup firmware version:

S EEREIEE Mo file selected

= _4 Event Settings
Set factory defaults after upgrade:

Digital /O
E-mail Synchronize dual image
Note:
S MEEs If dual image synchrenizing is disabled, the loaded image will become the
SMS running firmware and the present one will be saved automatically as

backup image. If enabled, running and backup firmware will be updated
by the loaded image.

= _4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

=] 4 Diagnostics

Picture 73: Application window for file-based firmware update.
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5.38 Administration 2> Bootloader Update

Via this website a new Router bootloader can be updated by file import.

Industrial Ethernet Router Configuration

A bootloader update only needs to be performed if required or recommended in IE-SR-2TX-WL-4G-EU
combination with publishing a new firmware. If an update is necessary, the
bootloader file will be provided as part of the firmware and documented in the

firmware release note. The update process is similar to a firmware upgrade process. Expand Tree Menu Administration — Bootloader Update [T
__| System Information

_| Interface Configuration

Login name:admin

_| Network Configuration Running bootloader version: vi5
TI Ne Senvices L EL A No file selected

__| Firewall Settings Sl

_| NAT Settings

_1VPN

_| Serial Port Settings
_| Event Settings
=14 Administration
System Settings
Backup and Restore
Firmware Update
Bootloader Update
Reboot
Factory Default
_| Diagnostics
Save Configuration
Logout (admin)
» License Information

Picture 74: Application window for file-based bootloader update.
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5.39 Administration = Reboot

Via this website the device can be rebooted, either manually or automatically timed.
Manual Reboot

Pressing button ‘Reboot Now’ reboots the device immediately (Warm Start).
Automatic Reboot

An automatic reboot can be configured and scheduled

- either every day at a defined time or
- at a weekday at a defined time.
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IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

Digital 'O
E-mail
SNMP Traps
SMs
= 4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default
=y Diagnostics

= Qiretama |

Administration — Reboot

Manual Reboot:
Reboot Now

Automatic Reboot:

Avply | Reset|

Dizabled v

Picture 75: Factory settings of ‘Reboot’ window.

Digital /O

E-mail

SNMP Traps

SMS

=4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot

Factory Default

= _4 Diagnostics
System Log
Debug Tools

= (Rl B F

Administration — Reboot

Manual Reboot:

Reboot Now
Automatic Reboot: Enabled v
Schedule: | Every Day

vlat[01~]:[10v]

Aoy | Reset|

Picture 76: Example of a configured schedule for automatic reboot.
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5.40 Administration > Factory Default

This website can be used to reset the Router to factory default settings.
Click on button ‘Reset to factory defaults’ immediately initiates the reboot process of the
device coming-up with factory default settings. The duration until the device is ready

again is about 60 seconds.

Factory Default Settings:

LAN port: 192.168.1.110 / 255.255.255.0 (static)
WAN port: DHCP

Wireless LAN: Disabled

Mobile Interface: Disabled (only available for LTE/4G models)
Username: admin

Password: Weidmueller

Web Access: HTTPS via LAN port

Consider: After setting to factory defaults, the Router only can be accessed by HTTPS-
secured Web interface via the wired LAN Port. All other access modes
(HTTP, Telnet, SSH) and any access from other interfaces are not allowed by
default.

Note: Alternatively, the external reset button can be used for setting factory defaults.
Pressing < 5 seconds: Reboots the device (Warm Start) and sets IP of LAN
port to factory default IP.
Pressing >= 5 seconds: Resets the device completely to factory default settings.
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IE-SR-2TX-WL-4G-EU

Configuration changed and applied but not saved!

|2 2BIVICE Wioug -

= 4 Event Settings . .
Administration — Factory Default

Digital /O
ErEL Warning:
SNMP Traps
SMS After clicking this button all configuration settings will be reset to
factory default values. The device will reboot after this function is

4 Administration executed.
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

=] 4 Diagnostics

=._Svstem | on

Picture 77: Application window for reset to factory default settings.

IP Filter ([ocalAlxesS)
IP Filter (Forwarding)
=1y NAT Settings
Destination NAT
Source NAT
2y VPN
OpenVPN
IPsec
Files / Certificates
=y Serial Port Seitings
Interface Configuration
Data Processing
Service Mode
=y Event Settings

Digital /'O
E-mail [ Rebooting, please wait for 33 seconds.
SNMP Traps

SMS

=y Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Defaut

= _y Diagnostics

Picture 78: After initiation of the reset process a time counter is displayed counting from 60 to 0 seconds.
Additionally, a beep signalizes that the reboot process almost has been finished and the device
becomes ready again.
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5.41 Diagnostics > System Log

This website displays the system log messages.

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Login name-admin
Expand Tree Menu Diagnostics — System Log
[ ] System Information
1 Interface Configuration [Tue Oct 6 14:09:45 2026 dacmon.info dnsmasq[2847@]: using local addresses only for domain invalid 4
1 Network Configuration Tue Oct 6 14:09:45 2026 daemon.info dnsmasq[28478]: using local addresses only for domain bind
5 . Tue Oct 6 14:09:45 2026 daemon.info dnsmasq[28478]: using local addresses only for domain lan
LIl=anees Tue Oct 6 14:09:45 2026 daemon.info dnsmasg{zﬁam}: usin: e Vi Lt
_| Firewall Settings Tue Oct 6 14:09:45 2036 user.notice firewall: Reloading firewall due to ifup of wan (ethe.2)
= 1 NAT Seftings Tue Oct 6 14:09:47 2026 user.notice ddns-scripts[29597]: myddns: PID '29597° started at 2026-18-86 14:09
Tue Oct 6 14:09:47 2026 user.uarn ddns-scripts[29597]: myddns: Service section disabled! - TERMINATE
B4 VPN Tue Oct 6 14:09:47 2026 user.uarn ddns-scripts[29597]: myddns: PID '29597" exit WITH ERROR '1' at 2026-10-@6 14:09
uink Tue Oct 6 14:13:01 2026 daemon.info dnsmasq[2847@]: exiting on receipt of SIGTERM
Tue Oct 6 14:13:@1 2626 daemon.notice netifd: Interface 'lan’ is now down
OpenVPN Tue Oct 6 14:13:81 2026 kern.info kernel: [1094415.293391] br-lan: port 1(eth8.1) entered disabled state
IPsec Tue Oct 6 14:13:81 2036 kern.info kernel: [1094415.294218] device eth8.l left promiscuous mode
Files / Certificates Tue Oct 6 14:13:81 2026 kern.info kernel: [1894415.294332] br-lan: port 1(eth8.1) entered disabled state
Tue Oct 6 14:13:01 2026 kern.info kernel: [1094415.294748] device eth@ left promiscucus mode
| Serial Port Settings Tue Oct 6 14:13:01 2026 kern.info kernel: [1994415.3@2881] IPv6: ADDRCONF(NETDEV_UP): ethe.1: link is not ready
- . Tue Oct 6 14:13:01 2026 daemon.notice netifd: Interface 'lan’ is disabled
1 Event Settings Tue Oct 6 14:13:01 2826 deemon.notice netifd: VLAN 'eth®.1' link is down
# | Administration [Tue Oct 6 14:13:@1 2026 daemon.notice netifd: bridge 'br-lan’ link is down
| Diagnosiie Tue Oct 6 14:13:01 2026 daemon.notice netifd: Interface 'lan’ has link connectivity loss
Tue Oct 6 14:13:81 2026 daemon.notice netifd: Interface 'loopback’ is now down '
System Log Tus Oct 6 14:13:01 2026 dasmon.notice netifd: Interface *loopback’ is disabled
Event Log Tue Oct 6 14:13:01 2626 daemon.notice netifd: Metwork device 'lo’ link is down
Tue Oct 6 14:13:01 2026 daemon.notice netifd: Interface 'loopback' has link connectivity loss
Debug Tools Tue Oct 6 14:13:01 2026 daemon.notice netifd: Interface 'pppoe’ is now down
Save Configuration Tue Oct 6 14:13:@1 2026 daemon.notice netifd: Interface 'wang' is now down
i Tue Oct 6 14:13:02 2026 daemon.notice netifd: wan (28826): udhcpe: received SIGTERM
Logout (admin) Tue Oct 6 14:13:82 2826 daemon.notice netifd: Interface ‘wan' is now down
- License Information Tue Oct & 14:13:02 2036 daemon.notice netifd: Interface ‘wan’ is dizabled
Tue Oct 6 14:13:02 2626 daemon.notice netifd: Interface ‘wang' is disabled
Tue Oct 6 14:13:02 2026 daemon.notice netifd: Interface 'pppoe’ is disabled
Tue Oct 6 14:13:02 2026 daemon.notice netifd: VLAN 'ethe.2' link is down
Tue Oct 6 14:13:82 2026 daemon.notice netifd: Interface 'wan' has link connectivity loss
Tue Oct 6 14:13:02 2026 daemon.notice netifd: Interface ‘wan6' has link connectivity loss
Tue Oct 6 14:13:82 2036 daemon.notice netifd: Interface 'pppoe’ has link connectivity loss
Tue Oct 6 14:13:02 2036 daemon.notice netifd: Network device 'eth@’ link is down
Tue Oct 6 14:13:02 2026 user.notice dnsmasq: DNS rebinding protection is active, will discard upstream RFC1918 responses!
Tue Oct 6 14:13:02 2026 user.notice dnsmasq: Allowing 127.8.0.8/8 responses
Tue Oct 6 14:13:03 2026 daemon.info dnsmasq[31457]: started, version 2.8 cachesize 150
Tue Oct 6 14:13:83 2026 daemon.info dnsmasq[31457]: DNS service limited to local subnets
Tue Oct 6 14:13:83 2026 daemon.info dnsmasq[31457]: compile time options: IPv6 GNU-getopt no-DBus no-i18n no-IDN DHCP no-DHCPvE no-Lua TFTP ne-
conntrack no-ipset no-auth no-DHSSEC no-ID loop-detect inotify dumpfile
Tue Oct 6 14:13:83 2026 daemon.info dnsmasq[31457]: using local addresses only for domain test -
Tue Oct 6 14:13:03 2026 daemon.info dnsmasq[31457]: using local addresses only for domain onion
: & dnsmasgl314 oca esse

Picture 79: Example of System Log messages.
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5.42 Diagnostics > Event Log

This website displays application related log messages
(especially with focus on user activities to fulfill the RED-
DA cybersecurity requirements).
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IE-SR-2TX-WL-4G-EU
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Login name-admin

Expand Tree Menu
| System Information
_ | Interface Configuration
_1 Network Configuration
__1 Network Services
__| Firewall Settings
__1 NAT Settings
= 4 VPN

u-link
QOpenVPN
= IPsec
Files / Certificates
_| Serial Port Settings
_1 Event Settings
) Administration
= 4 Diagnostics
System Log
= Eventlog
& Debug Tools
Save Configuration
Logout (admin)
+ License Information

Diagnostics — Event Log

Log Usage: 3.6KB/200KB (1%)

Tue Sep 91 @8:42:54 20826,

Tue Sep 91 @8:42:56 20826,
Tue Sep 45 20826,
Tue Sep 31 2e26,
Tue Sep :@6:20 2026,
Tue Sep 20 2026,
Tue Sep 26 2026,
Tue Sep :@8:49 2026,
Tue Sep 52 2026,
Tue Sep 26 2026,
Tue Sep :16:34 2026,

Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 2026,
Tue Sep 45 20826,
Tue Sep 11 2026,
Tue Sep :34:42 2026,
Wed Sep 27 2@26,
Wed Sep 29 2026,
Wed Sep :58:34 2026,
Mon Oct 2026,
Mon Oct 88 20826,
Tue Oct :27:09 2026,
Tue Oct 23 2026,
Tue Oct 35 2@26,
Tue Oct :34:13 2026,
Tue Oct 20 2026,
Tue Oct 37 2e26,
Tue Oct :@8:13 2026,
Tue Oct 85 2826,
Tue Oct 80 2026,
Tue Oct :13:42 2026,
Tue Oct 27 2@2s,
Wed Oct 88 2026,
Thu Oct 2026,
Thu Oct 2826,
Mon Oct 20826,

system, LAN Port Link Status Changed
system, WAN Port Link Status Changed
system, Hardware Reset (Cold Start)

access control,
config change,

User ‘admin’ has logged
'Create Login Password':

system, Admin Password Changed
User ‘admin’ failed to login.

access control,
access control,
access control,
access control,
access control,
access control,
config change,
config change,
access control,
config change,
config change,

config change,
access control,
access control,
access control,
access control,
access control,

User 'admin’ has logged
User 'admin’ has logged
User ‘admin’ has logged
User ‘admin’ has logged
User 'admin’ has logged

in successfully.
Changes applied or saved.

in successfully.
out.
in successfully.
out.
in successfully.

‘Save Configuration': Changes applied or saved.
‘Administration -> System Settings': Changes applied or saved.

User 'admin’ has logged

in successfully.

‘Save Configuration': Changes applied or saved.
‘Administration -> Firmware Update': Changes applied or saved.
system, LAN Port Link Status Changed
system, WAN Port Link Status Changed
sccess control, User ‘admin’ has logged in successfully.
system, Hardware Reset (Cold Start)
config change, 'Interface Configuration -> LAN/WAN Port': Changes applied or saved.
‘Save Configuration': Changes applied or saved.

User ‘admin’ has logged

out.

User 'admin' failed to login.

User 'admin' has logged
User ‘admin’ has logged
User ‘admin’ has logged

system, WAN Port Link Status Changed
system, WAN Port Link Status Changed

config change,
config change,
access control,
config change,
config change,
config change,
config change,
config change,
config change,
access control,
access control,
access control,
access control,

‘Interface Configuration

in successfully.
aut.
in successfully.

-> LAN/WAN Port’: Changes spplied or saved.

‘Administration -> System Settings': Changes applied or saved.

User 'admin’ has logged

in successfully.

"NAT Settings -» Destination MAT': Changes applied or saved.

‘Firewall Settings -> IP
‘Interface Configuration
‘Interface Configuration
‘Interface Configuration
‘Firewall Settings -»> IP
User 'admin' has logged
User ‘admin’ has logged
User ‘admin’ has logged
User 'admin' has logged

Filter (Forwarding)': Changes applied or saved

-» LAN/WAN Port': Changes applied or saved.
-» LAN/WAN Port': Changes applied or saved.
-> LAN/WAN Port’: Changes spplied or saved.

Filter (Forwarding)': Changes applied or saved

out.
in successfully.
out.
in successfully.

Reload |l Clear

Picture 80: Example of Event Log messages.
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5.43 Diagnostics > Debug Tools

The Router supports network utilities
* Ping,
* TraceRoute and
» NSLookup

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

for diagnostic purposes.

For evaluation enter IP address or a DNS host name and select the desired
network utility. After pressing ‘Apply’ button a window will be displayed showing the
result.

Note: Some diagnostic tests like ‘TraceRoute' can take a longer time and cannot be
interrupted.

2026-10-13 / Edition 1.3

Destination NAT

ST LA Diagnostics — Debug Tools [T
E 4 VPN

OpenVPN Network Utilities

IPsec

IP Address or Host name:

172.16.0.1

Files / Cerificates

= _4 Serial Port Settings Select Utility .
Interface Configuration s Py
Data Processing NeLookun
Service Mode Result:

= _4 Event Settings

Digilﬂ| o PING 172.16.8.1 (172.16.@.1): 56 data hyFEs
i 64 bytes from 172.16.8.1: seq=0 ttl=64 time=8.420 ms
E-mail 64 bytes from 172.16.8.1: seq=1 ttl=64 time=9.348 ms
SNMP Traps 64 bytes from 172.16.2.1: seq=2 ttl=64 t.i.ma:ﬂ.ide ms
64 bytes from 172.16.2.1: seq=3 ttl=64 time=0.320 ms
SM3 64 bytes from 172.16.8.1: seq=4 ttl=64 time=0.320 ms

= _4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

--- 172.16.@.1 ping statistics ---
5 packets transmitted, 5 packets received, 8%
round-trip min/avg/max = 8.328/0.348/9.420 ms

packet loss

Result end.

= _4 Diagnostics
System Log
Debug Tools

Save Configuration

Logout

Picture 81: Example of network utility ‘Ping’.
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5.44 Save Configuration

Via this web page the running configuration will be saved to Flash memory.

After applying of changed parameters on any configuration page the adaptions
immediately becomes active, but they will not be saved automatically to Flash
memory.

Applying any setting resulting in a difference between the running and the saved
configuration triggers the display of blue-colored message 'Configuration changed
and applied but not saved!” below the headline, signalizing that the running
configuration still needs to be saved. The message disappears after clicking button
‘Save Configuration to Device' indicating identical running and saved configurations.

Note: If the device will be rebooted or powered down and the message is still
displayed, then all applied but not saved changes will be lost at next start-up.

2026-10-13 / Edition 1.3

Configuration changed and applied but not saved!

Weidmiiller 3£

Industrial Ethernet Router Configuration

IE-SR-2TX-WL-4G-EU

Digital 170 <
E-mail rf] a .

mar Administration — Save Configuration [}

SNMP Traps .

SMS Status: Configuration changed and applied but not saved to Flash Memory.

= _4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default

Save Configuration to Device

= _y Diagnostics
System Log
Debug Tools
Save Configuration

Logout

Picture 82: Example of notice display and status message that any change has been done and applied but not
saved to Flash memory.

Industrial Ethernet Router Configuration

Digital /O N
E-mail A A a
mal Administration — Save Configuration  [[F71
SNMP Traps
SMS Status: Configuration saved to Flash Memory.
= _4 Administration
Sy ST Save Configuration to Device

Backup and Restors
Firmware Update
Reboot
Factory Default
£ _y Diagnostics
System Log
Debug Tools
Save Configuration

Picture 83: Status message after saving the configuration to Flash memory. The blue-colored notice is disappeared.
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5.45 License Information

This web page provides information related to GNU General Public License
and notes about warranty disclaimer and written offer for corresponding
source code.

2026-10-13 / Edition 1.3
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IE-SR-2TX-WL-4G-EU

www.weidmueller.com

Expand Tree Menu
£y System Information
Sysiem Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
_1 Interface Configuration
_1 Network Configuration
1 Network Services
_| Firewall Settings
1 NAT Settings
VPN
] Serial Port Settings
£y Event Settings
Digital /0
E-mail
SNMP Traps
SMs
= 4 Administration
System Settings
Backup and Restore
Firmware Update
Reboot
Factory Default
| Diagnastics
Save Configuration
Logout
License Information

hitps://192. J ogle Chrome

A Nicht sicher | kitps://192.168.2.252/en/gpl_license.htm

GNU General Public License
Warranty Disclaimer & Written Offer for corresponding source code

This product contains software components that are licensed by the copyright holders as Free Software or
Open Source Software under the GNU General Public License, version 2 andfor 3, and/or GNU Lesser
General Public License, version 2.1 and/or 3.0.

This free software is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE

‘You can obtain the corresponding source code for these software components on a data carrier (CD-ROM,
DVD or USB memory stick). This offer is valid within three years after the most recent conveyance of the
object code by us.

Please send your request to the following email address: oss@weidmueller.com, or via regular mail to the
following address: Weidmuller Interface GmbH & Co. KG, Klingenbergstrasse 26, D-32758 Detmold

Please specify the address to which you wish us fo send the source code.

Additional product information (e.g. explicit product name, firmware version, serial number, the component
name) will help us to identify the corresponding source cede for you

The source code will be sent to the given address after reimbursement of the expenses actually incurred for
providing the data carrier and shipping

See the following License Information for more details.

attr

Most compoenents of the "attr" package are licensed under Version 2.1 of the GNU Lesser General Public

=] B

Picture 84: Screenshot showing window with license information.
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A. Appendix (Application Examples)

A1 - Network Address Translation: Use cases and how to configure Source NAT and Destination NAT.

A2 - SMS/Mail alarming/messaging: How to use the Router as universal SMS/Mail alarming/messaging system for connected control/smart devices (via
Ethernet or serial interface) by simply sending a text-based information to the Router.
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A1- Network Address Translation: Use cases and how to configure Source NAT and Destination NAT.

A1.1

A1.2

A13

A14

A15

A16

A17

A18

A19

Overview about NAT application types configurable by destination and source NAT rules

DNAT example based on Protocol and Destination Port
Packet forwarding to a local (private) host via Router’s interface IP based on used protocol and destination port

DNAT example based on Virtual IP Address
General packet forwarding to a local (private) host via a virtual “public” IP independent of used protocol/port

DNAT example based on Alias IP Address
Packet forwarding to a local (private) host by using an additional Router IP (Alias IP)

DNAT example based on Virtual IP Subnet
Packet forwarding/re-routing to a local (private) subnet addressed to a virtual “public” IP range

DNAT example based on an Alias IP Subnet
Packet forwarding/re-routing to a local (private) subnet addressed to an additionally configured Router Alias IP range

SNAT example based on Source IP address, Protocol and Destination Port
Hiding a (local) host IP address by a virtual “public” IP for outgoing traffic using defined protocol and port

SNAT example based on an IP Subnet
Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic

Full 1:1 NAT example applicable for an IP subnet

Hiding a (local) IP subnet by a virtual “public” IP subnet for any traffic with external devices independent which side (internal/external) has initiated the

communication

2026-10-13 / Edition 1.3
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A1.1 Network address translation: Overview about NAT application types configurable by destination and source NAT rules (1/2)

Configurable NAT Types

1. Destination NAT (Scope
Port/Host) applicable on
protocol, and destination
port

2. Destination NAT (Scope
Port/Host) applicable on virtual
Alias IP address, protocol
and destination port

3. Destination NAT (Scope
Subnet) applicable on an
IP Subnet and protocol
(NETMAP)

4.Destination NAT (Scope
Subnet) based on an Alias IP
Subnet and protocol
(NETMAP)

2026-10-13 / Edition 1.3

Function

An IP packet - typically addressed to Routers WAN/Internet Interface IP — will be forwarded to a local
(LAN) device dependent on protocol and destination port.

An IP packet — typically incoming at Routers WAN/Internet interface and addressed to an additional
created “virtual” IP address — will be forwarded to a target IP (real device at LAN side) based on
protocol and destination port.

Note: Typically, as ‘Alias IP’ a free (unused) IP of the WAN network will be configured which easily can
be addressed from WAN devices resulting in accessing devices at Routers LAN port without having a
route to the LAN network.

Effectively, the Router can have multiple IP addresses, the configured WAN port IP and virtual ‘Alias IPs’
to be used as forwarding IPs to real LAN devices. An additional ‘Alias IP’ will be defined and created as
part of the rule configuration.

IP packets - incoming at Routers WAN/Internet interface and addressed to the defined IP subnet — will
be forwarded to an identical subnet of local (LAN) devices based on used protocol (Any, TCP or
UDP).

IP packets - addressed to additionally created Router IPs (Alias IPs on WAN port) — will be
forwarded to an identical subnet of local (LAN) devices based on used protocol (Any, TCP or UDP).
The behavior of this function is similar as NAT type number 2 but with the difference that using this
DNAT type multiple IP addresses (subnet) can be created for forwarding instead of configuring only a
single ‘Alias’ IP address.

Application

Access to a service of a local device (LAN) via Router’s “public”
WAN interface IP. For example, access to a Modbus/TCP slave by
forwarding protocol TCP and port 502.

Access to a hidden local host (LAN) by a virtual “public” IP. Can be
applied for a full host NAT (use of virtual IP for incoming and outgoing
communication) in combination with NAT type “Source NAT (Scope
Port/Host).

Note: Easy access from outside network (WAN) to a local LAN host
without having any knowledge of the LAN network. No routing
information is necessary for WAN devices because they are
addressing devices which seem to be in their own IP

subnet.

Access from an outside network (WAN) to a hidden LAN subnet
(private) by a virtual “public” IP range. Can be applied to setup a full
“1:1 NAT” (use virtual public IPs for communication instead of real
LAN IPs) in combination with NAT type “Source NAT (Scope Subnet)
which replaces a real source IP by the virtual “public” IP for outgoing
traffic.

Easy access from devices being members of the WAN port network
to the multiple devices (IP subnet) at the LAN port side without having
any knowledge of the LAN network. WAN devices do not need any
routing information, because they address free (virtual) IP addresses
from their own IP subnet.
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A1.1 Network address translation: Overview about NAT application types configurable by destination and source NAT rules (2 / 2)

Configurable NAT Types Function Application
5. Source NAT (Scope Port/Host) Replacement of the source IP of a host by a virtual “public” IP when the host device (typically a LAN Hiding a private network device at LAN side by using the virtual
applied on Source IP address member) initiates an outgoing communication via the Router. When a host packet passes the Router, “public” IP for outside communication initiated by the private LAN
and Source Port number the original source IP will be replaced by the configured IP of the SNAT rule when matching to defined host.
criteria.

Can be used for a host 1:1 NAT in combination with NAT type
“Destination NAT IP” (No. 2). If both rules will be configured, the
virtual IP is used as source IP for outgoing traffic initiated by the
private LAN host as well as accessible destination IP if outside
network devices initiate a connection to the private LAN host .

6. Source NAT (Scope Subnet) Replacement of the source IPs of a subnet (multiple devices) by a defined virtual “public” IP range Hiding a private subnet at LAN side by a virtual “public” IP range for
based on Source IP Subnet (subnet). For any host (device) of the defined subnet the host source IP will be replaced for outgoing outside communication initiated by the private host (belonging to this
(NETMAP) communication passing the Router. subnet).

Can be used for a subnet 1:1 NAT (both directions) in combination
with NAT type “Destination NAT Subnet”.

General note about applying of Source and Destination NAT:
+ Source NAT replaces the source IP of an IP packet immediately before it will leave the Router outgoing on a defined or any
interface. Any firewall rules applied to the IP packet have been done before to the original source IP if referred inside of a
Firewall rule.

» Destination NAT replaces the destination IP of an IP packet immediately when it arrives at a defined or any Router interface.
Any firewall rules applied to the IP packet when passing the Router will be done, if referred, to the new destination IP.
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A1.2 DNAT example based on Protocol and Destination Port = Packet forwarding to a local (private) host via Router’s interface IP based on used protocol and destination port (1/3)

Task

Condition

Solution

* Control device (Modbus/TCP Master using Protocol TCP
/ Port 502) ) shall have access to Modbus/TCP slaves
,Device 1.1 (Machine network 1) and ,Device 2.1
(Machine network 2)“.

(172.16.0.1).

« Gateway of control device is set to company router

* No routes can be configured on the control device to
access Modbus Slave devices connected at Routers LAN

» Configure a DNAT rule on Router 1 that each incoming
IP packet with destination IP 172.16.1.21 (Router's WAN
IP) and having protocol TCP / Port 502 will be forwarded
to LAN [P 192.168.1.10.

side. » Configure a DNAT rule on Router 2 (WLAN) that each
incoming IP packet with destination IP 172.16.1.23
(Router's WLAN IP) and having protocol TCP / Port 502
will be forwarded to LAN IP 192.168.1.10.
p
SCADA Server Control Device Access Point ,|\ c
172.16.1.10 172.16.1.11 172.16.1.12 172.16.1.13 ompany Router
GW 172.16.0.1 GW 172.16.0;/ GW 172.16.0.1 \ GW 172.16.0.1 |'\ 1721601
Switched production
network I ’I/ I |
172.16.0.0 / 255.255.0.0 / 34
WAN 172.16.1.21 P~
GW 172.16.0.1 Router 1 WLAN 172.16.1.23 G
o~ k Internet/ WAN GW172.16.0.1 el Router 2 (WLAN)
\_ DNAT Rule »|. Connection = DNAT Rule L I(;1ternet/tWAN
Forwards incoming packet with destination WAN Port . : ) . onnection =
IP 172.16.1.21, protocol TCP / port 502/t0 ) Flg“;"?;df Es'chg":?oi’;f(:e%gh/ szftt'ggg‘;;‘ ol Wireless Ciiet
IP192.168.110, TCP/S02 LAN IP 192.168.1.10, TCP/502 " LAN

/

192.168.1.254

’

192.168.1.254

\

N |

Device 1.1
192.168.1.10
GW 192.168.1.254

Device 1.2
192.168.1.11
GW 192.168.1.254

Device 1.3
192.168.1.12
GW 192.168.1.254

Machine network 1 192.168.1.0 / 255.255.255.0

2026-10-13 / Edition 1.3

Device 2.1
192.168.1.10
GW 192.168.1.254

Device 2.N
192.168.1.nn
GW 192.168.1.254

Machine network 2 192.168.1.0 / 255.255.255.0
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A1.2 DNAT example based on Protocol and Destination Port = Packet forwarding to a local (private) host via Router’s interface IP based on used protocol and destination port (2 / 3)

Configuration of rule ,DNAT Protocol/Port-Forwarding” on Router 1 according to illustrated application.

Weidmiiller 3£

ooy R e

NAT Settings — Destination NAT (Forwarding) [ WAN 172.16.1.21 I
GW 172.16.01 Router 1
Add / Edit Forwarding Rule &~ B, IntemetWAN
Drescription: |DNAT—PrctocnIa'Parl—Fomardin | o . Cinzzy=
oo 9 WAN Port  —
e L @S — IP 172.16.1.21, protocol TCP / port 502
ule Matching Criteria:
Incoming Interface: IP 192.168.1.10, TCP/502 = __JPNY
Protocol: TCP ~ _— L 192.168.1.254
o Definition of criteria for
Source IP/Netmask ® Any L Specify ! T the incoming packet
Destination IP: ®|P of selected incoming Interface that have to match in
) Specify Create as additional Alias IP order to be forwarded. l
Destination Port: _ Device 1.1 Device 12 Device 1.3
192.168.1.10 192.168.1.11 192.168.1.12
Replace Destination IP / Destination Port by: GW 192 168.1 254 GW 192 168 1 254 GW 192 168.1.2h4
DNAT P
DNAT Port: ® Unchanged O Change to- \[ Def!nltlon of new target Machine network 1 192.168.1.0 / 255.255.255.0
- T settings for packet \. y
Activation Status: . ;
_J redirection.
e
Active ,,DNAT Protocol/Port“ forwarding rule after applying:
Active Forwarding Table:
ncomin| e (P estination ination| Alias DT ive Important note:
fl Dsscrpton  EOEleroocoll I ek Pon | TP |1PMemask | Dsstneton | JELZ, | peratons If Device 1.1 (192.1.68.1.110) does not have configured the
ORATD oo Delet gateway to Router's LAN IP (192.1.68.1.254) you need to enable
1 For:f;?d"if]g o waN | TcP | Any |interface iP| 502 0 [192.168.1.10| Unchanged Eﬂ- option Masquerade (NAT)* for the LAN interface

[E Expand Tree Menu

Result:
WAN network via Router's IP 172.16.1.21.

Modbus/TCP communication to Device 1.1 (real IP 192.168.1.10) can be established from

Each IP packet incoming at WAN interface with (Router's) destination IP 172.16.1.21, protocol TCP
and port number 502 will be forwarded to device with IP address 192.168.1.10.

2026-10-13 / Edition 1.3

i Interface Configuration — LAN/WAN Port
=) 4 System Information

[E System Overview
[E Status Mobile/4G

[E Status Wireless P Static ~
& Traffic Statistics IP address
[ _y Interface Configuration Subnet mask:
[= LAN {WAN Port Gateway via DHCP:
[+ _| Wireless LAN Masguerade (MAT):
[® Mobile Interface
[s] | Metwork Configuration WAN Interface:
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A1.2 DNAT example based on Protocol and Destination Port = Packet forwarding to a local (private) host via Router’s interface IP based on used protocol and destination port (3 / 3)

Configuration of rule ,,DNAT Protocol/Port-Forwarding” on Router 2 (WLAN) according to illustrated application.

NAT Settings — Destination NAT (Forwarding) [

Add | Edit Forwarding Rule

Description: | DNAT-Protocel/Port-Forwarding |
DNAT Scope: ® Port/Host O Subnet
Rule Matching Criteria:
Incoming Interface:
Pratocol:
Source IP/Netmask @ Any O Specify !

Destination IP: ® |P of selected incoming Interface

Weidmiiller 3£

Definition of criteria for
the incoming packet
that have to match in

WLAN 172.16.1.23
GW17216.0.1 Router 2 (WLAN)
InternetWWAN
Connection =

Wireless Client

IP 192.168.1.10 LAN

192.168.1.2564

Device 2.N
192.168.1.nn
GW 192.168.1.254

Device 2.1
192.168.1.10 =0
GW 192.168.1.254

Machine network 2 192.168.1.0 / 255.255.255.0

) Specify Create as additional Alias IP order to be forwarded.
Destination Port: _

Replace Destination IP / Destination Port by: Definition of new target
DNAT IP: 192.168.1.10 _ settings for packet
DNAT Port: ® Unchanged ) Change to: redirection.

Activation Status:

s

Active ,DNAT IP Forwarding“ rule after applying:
Active Forwarding Table:
. Source IP - - . DNAT .
- | 19 Destination |Destination| Alias DNAT Aie-S Active -
& LsEimim Interface| 0P L PNetmask] Port | IP | IPNetmask | DSSINAON Jongpieq) - Operations
o DNAT-Protocol/Port- Delete
1 Fm’\j’a‘r’d"iﬁg o WLAN | TCP | Any |interface P| 502 0 [192.168.1.10| Unchanged Eﬂ--

(o J s

Result: Modbus/TCP communication to Device 2.1 (real IP 192.168.1.10) can be established from

WAN network via Router's IP 172.16.1.22.

Each IP packet incoming at WLAN interface with (Router's) destination IP 172.

16.1.22, protocol

TCP and port number 502 to will be forwarded to device with IP address 192.168.1.10.

2026-10-13 / Edition 1.3

Important note:

If Device 1.1 (192.1.68.1.110) does not have configured the
gateway to Router's LAN IP (192.1.68.1.254) you need to enable
option ,Masquerade (NAT)" for the LAN interface

[E Expand Tree Menu
1= 4 System Information
[E System Overview
[E Status Mobile/4G

Interface Configuration — LAN/WAN Port

[E Status Wireless P Static ~
& Traffic Statistics IP address
[ _y Interface Configuration Subnet mask:
[= LAN {WAN Port Gateway via DHCP:
[+ _| Wireless LAN Masguerade (MAT):
[® Mobile Interface
[s] | Metwork Configuration WAN Interface:
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A1.3 DNAT example based on virtual IP address = General packet forwarding to a local (private) host via a virtual “public” IP independent of used protocol/port (1/3)

\l

Task Condition Solution
» Control device shall have general access * Devices 1.1 and 2.1, both having » Configure a DNAT rule on Router 1 that each incoming packet with destination IP

(independent of protocol or port) to hidden same IP address 192.168.1.10, 192.168.100.10 (any free unused IP) and independent of used ,Protocol’ and ,Destination port'

(private) devices Device 1.1 at machine must be accessible via unique IP will be forwarded to IP address 192.168.1.10 of the LAN network.

network 1 and Device 2.1 at machine addresses. » Configure a DNAT rule on Router 2 that each incoming packet with destination IP

network 2. 192.168.200.10 (any free unused IP) and independent of used ,Protocol and ,Destination port'

will be forwarded to IP address 192.168.1.10 of the LAN network.
Note: This use case requires 2 routes configured on the Control Device or needs any other
routing information that ,virtual* IP 192.168.100.10 is reachable via IP 172.16.1.21 and
Lvirtual* IP 192.168.200.10 via IP 172.16.1.23. If the routes cannot be configured on the
Control Device, an alternative could be to define the routes on the Company Router if the
Control Device has set its gateway to the Company Router.
( )
SCADA Server Control Device Access Point ’l\
172.16.1.10 172.16.1.11 172.16.1.12 / GW: 172.16.0.1 17216113 @ Company Router
W 1724604 | low 1721604 Has defined a route to 192.168.100.xx via 172.16.1.22 GW 172.16.0.1 Y 172.16.0.1 —g Internet
— e Has defined a route to 192.168.200.xx via 172.16.1.23
Switched production | I — ]
network
1721600 /28528500 'on 112101 4 WLAN 17246123 /=y
105 Router 1 GW 172.16.0.1 e  Router 2 (WLAN)
i . Internet/ WAN Internet/WAN
— Forv?ar:(/j\;r v?r:ldzl IP: AN DNAT Rule connection = )
: Forwards virtual IP: i i
— 192.168.100.10 A WAN Port T Wireless Client
to 1P 192.168.1.10 0[P|192.168.1.10 " Y
Protocol any, Port any) T LAN Protocol any, Port any) e
1921168.1.254
Device 1.1¥ Device 1.2 Device 1.3 WDevice 2.1 Device 2N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 . 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 Machine network 2 192.168.1.0 / 255.255.255.0

2026-10-13 / Edition 1.3
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A1.3 DNAT example based on virtual IP address = General packet forwarding to a local (private) host via a virtual “public” IP independent of used protocol/port (2 / 3)

Configuration of rule ,DNAT IP“ on Router 1 according to illustrated application:

Weidmiiller 3£

Result: Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via IP 192.168.100.10.

Each IP packet incoming at WAN interface with destination IP 192.168.100.10 will be forwarded
independent of used protocol and port number to IP address 192.168.1.10.

2026-10-13 / Edition 1.3

=/ 4 Interface Configuration
[z LAN/WAN Port
[ ] Wireless LAN
[ Mobile Interface
511 Network Configuration

‘Subnet mask:
Gateway via DHCP:
Masquerade (NAT):

WAN Interface:

255255 255.0

TK
NAT Settings — Destination NAT (Forwarding) [T E; 255 255.0.0 Wév': }g:gg?
Add / Edit Forwarding Rule Router 1
Internet/WAN
Description: [DNAP-IP_Type-2 | ‘ connection =
DNAT Scope: @® Port/Host O Subnet WAN Port —
Rule Matching Criteria: R 192.168.100.10
Incoming Interface: 192.168.1.10
Protocol: An v
@y PR Definition of criteria for
Source IP/Netmask Any () Specify ! —  the incoming packet 1921168.1 254
Destination IP: OIP of selected incoming Interface that have to match in I
® Specify [[J Create as additional Alias IP order to be forwarded.
Destination Port: Device 1.1¥ Device 1.2 Device 1.3
- 192.168.1.10 192.168.1.11 192.168.1.12
Replace Destination IP / Destination Port by: Definition of new target GW 192 168 1.254 GW 192.168.1.254 GW 192 168.1.254
DNAT P |
ONAT Port _ B2 (BT pEEG Machine network 1 192.168.1.0/ 255.255.255.0
ort: Unchanged Change to: redirection. \ y,
Activation Status:
i
Active ,DNAT IP* forwarding rule after applying:
Important note:
Active Forwarding Table: If device 1.1 (192.1.68.1.10) does not have configured the
. Source IP . L . DNAT . gateway to Router's LAN IP (192.1.68.1.254) you need to
- I Destination |Destination| Al DNAT el Acti )
#| Desciption | cracalrooeol [ | iPNemask | Por | 1P |IPNetmask | Destnaton | ooyl Operatons enable option ,Masquerade (NAT)' for the LAN nterface
A ONAPP_TYPE- | wwan | Any | Aoy [192.168.100.10[Unchanged| 0 [192.168.1.10| Unchanged [Edi) = @ ol Toe e Interface\Configuration — LANWAN Port
[@ System Overview LAN Interfade:
[® Status Mobile/4G
[ Status Wireless IP assignment: [Stafic  «|
m [ Traffic Statistics 1P adaress: [192.168.1.254 |
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A1.3 DNAT example based on virtual IP address = General packet forwarding to a local (private) host via a virtual “public” IP independent of used protocol/port (3 / 3)

Configuration of rule ,DNAT IP“ on Router 2 (WLAN) according to illustrated application:

- . : =
NAT Settings — Destination NAT (Forwarding) [} WLAN 172.16.123
L
Add / Edit Forwarding Rule GW 172.16.01 "~ R<I>ulter Zilﬂmﬂ)
neme

Description: |DNAT—IP_Type—2 | connection =
DNAT Scope: ® Port/Host ) Subnet Wireless Client —
Rule Matching Criteria: - 192 168 200 10

Incoming Interface: 192 168 1 10

Protocol: Any 4 : o LAN

Source IP/Metmask ® Any O Specify I L Deﬁ.mtlon .Of criteria for 192.168.1.254

Destination IP: OIP of selected incoming Interface the incoming pa(:ke.t

@s ecify [ Create as additional Alias IP e D () i
P — order to be forwarded.
Destination Port: - .
4 ¥Device 2.1 Device 2.N

Replace Destination IP / Destination Port by: — » _ . 192.168.1.nn

DNAT IP DIl e ety e GW 192.168.1.254 GW 192.168.1.254

ONAT Port Unchanaed Changet settings for packet

ort: nchange: ange to: " .

S , — redirection. Machine network 2 192.168.1.0/255.255.255.0
Activation Status: \ )
o]

Active ,DNAT IP* forwarding rule after applying:
Active Forwarding Table: Important note:
Somca P — — - DNAT - If device 1.1 (192.1.68.1.10) does not have configured the
#|  Description | \"°M"9lprgtocol Destination | Destination) Atlas | ONAT | Destination [eﬁggg - Operations gateway to Router's LAN IP (192.1.68.1.254) you need to
Netmask Port enable option ,Masquerade (NAT)* for the LAN interface
" ONAT Type. [Edit | Delete ] - | S \
1 9 WLAN | Any Any 192.168.200.10|Unchanged| 0 [192.168.1.10| Unchanged - R )
e st Interface\Configuration — LAN/WAN Port
[@ System Overview LAN Interfade:
= Stalus Mobile/46
m [E Status Wireless IP assignment: [Static  w]|
[@ Traffic Statistics 1P adaress: [192.168.1.254 |
= 4 Interface Configuration ‘Subnet mask: [2552552550 |
[= LANWAN Port Gateway via DHCP-

[ ] Wireless LAN Masquerade (NAT):
[ Mobile Interface
s | Network Ct WAN Interface:

Result: Device 2.1 (real IP 192.168.1.10) can be accessed from WAN network via IP 192.168.200.10.

Each IP packet incoming at WLAN interface with destination IP 192.168.200.10 will be forwarded
independent of used protocol and port number to IP address 192.168.1.10.
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A1.4 DNAT example based on Alias IP address > Packet forwarding to a local (private) host by using an additional Router IP (Alias IP) (1/3)

Task Condition(s) Solution
+ Control device shall request data from + Gateway of control device is set to » Configure first DNAT rule on Router 1 including creation of an additional Alias IP
hidden (private) devices company router (172.16.0.1). 172.16.1.31 at WAN port that each incoming packet with destination IP 172.16.1.31 will

— Device 1.1, Device 1.2 at machine * No routes can be configured on control be forwarded to LAN IP 192.168.1.10, independent of used protocol‘ and (destination)

network 1 and device. port.

— Device 2.1 at machine network 2. * |P address range 172.16.1.30 to 40 is not * Configure second DNAT rule on Router 1 including creation of an additional Alias IP
used inside of class B production network 172.16.1.32 at WAN port that each incoming packet with destination IP 172.16.1.32 will
172.16.1.0/ 16. be forwarded to LAN IP 192.168.1.11, independent of used protocol' and (destination)

port..

» Configure one DNAT rule on Router 2 including creation of an additional IP 172.16.1.33
at WLAN interface that each incoming packet with destination IP 172.16.1.33 will be
forwarded to LAN IP 192.168.1.10, independent of used protocol* and (destination) port.

( )
SCADA Server i Access Point _|
172.16.1.10 172.16.1.11 Gontrol Device a1y B Company Router |
172.16.1.12 172.16.1.13 2 172.16.01 nternet
GW 1721601 | | GW 172.16.0.1 OW 172.16.0.1 ow 1721601 Y| 160.
Switched production | I — I ~ | |
network
172.16.0.0/ 255.255.0.0 WAN 172.16.1.21 \A
GW 172.16.0.1 Router 1 WLAN 172.16.1.23  “723* Router 2 (WLAN)
DNAT Rule = B InterneUWAN GW 172.16.0.1 5.. Internet/WAN
Forwards packets having Alias Router IP (WAN) 172.16.1.31as | |l Jlal connection = DNAT Rule N - connection =
destination address to LAN [P 192.168.410. -1 9% WANPort — Forwards packets having Alias IP (WAN) 172.16.1.33 as . I 8i7|- Wireless Client S
iy Ali i — inati ™
Forwards packets having Alias Router IP (WANYA72.16.1.32 as destination address to LAN IP 192.168.1.10. =
destination address to LAN IP 192,468.1.11. = AN EiotocolianyaErany) === LAN
Protocol any, Port an \ 192.168.1.254 \ 192.168.1.254
Device 1.1 Device 1.2 Device 1.3 Deiten 2 el
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 ik 192.168.1.nn
Machine network 1 192.168.1.0 / 255.255.255.0 Machine network 2 192.168.1.0 / 255.255.255.0
(.
(. J

2026-10-13 / Edition 1.3 Page 82



User Manual - Industrial Security Router Series |IE-SR-2TX-WL(-4G-EU/-4G-US-V)

A1.4 DNAT example based on Alias IP address > Packet forwarding to a local (private) host by using an additional Router IP (Alias IP) (2/3)

Configuration of first rule type ,,DNAT Alias IP“ on Router 1 according to illustrated application:

NAT Settings — Destination NAT (Forwarding)

Add | Edit Forwarding Rule

Description: |DNATAIias IP-172.16.1.31

DNAT Scope:
Rule Matching Criteria:

® Port/Host O Subnet

Incoming Interface: WAN Port v
Protocol:
Source IP/Netmask ® Any O Specify

Destination IP: CIP of selected incoming Interface

'3§3'Specify 172.16.1.31

Destination Port:

Replace Destination IP / Destination Port by:

Create as additional Alias IP

Definition of criteria for
the incoming packet
that have to match in
order to be forwarded.

Definition of new target

>

WAN 172.16.1.21
GW172.16.0.1

DNAT Rule

Forwards packets having Alias Router IP (WAN) 172.16.1.31 as
destination address to LAN [P 192.168.1.10.
Forwards packets having Alias Router IP (WAN) 172.16.1.32 as
destination address to LAN [P 192.168.1.11.

Protocol any, Port any)

1/ Router 1

Internet/WAN
connection =
WAN Port

5 N
192.166.1.264

\

Device 1.2
192.168.1.11
GW 192.168.1.254

Device 1.1
192.168.1.10
GW 192.168.1.254

Device 1.3
192.168.1.12

GW 192.168.1.254

Machine network 1 192.168.1.0 / 255.255.255.0

DNAT IP: 192.168.1.10
DNAT Port: Unchanged
Activation Status:

Change to:

settings for packet
redirection.

Active ,,DNAT Alias IP“ rule after applying:

By activating checkbox ,Create as additional Alias IP*
the incoming interface (here WAN Port) gets the defined
IP address as additional IP. This IP address may not be
used for any other network device to which the
selected incoming interface is connected.

Active Forwarding Table:

Important note:

. Source IP _— i ) DMAT .
# Description Iln-t:orrfmng Protocol / Ejﬁﬁl'?aml Desltjlnla_lttlon Allgs |PfENtﬂ1T K Destination Adb“;e d Operations
nterface Netmask etmas ol etmas Port (enabled)
1 D:"QTQ'?SST' WAN | Any Any  [172.16.1.31|Unchanged] 1 [192.168.1.10| Unchanged
2 D:"QTQ'?SSEP' WAN | Any Any  [172.16.1.32|Unchanged] 1 [192.168.1.11 Unchanged

{5 Expand Tree Menu
= 4 System Information
[ System Overview

LAN Interfacg:

[E Status Mobile/4G
[@ Stalus Wireless P
@ Traffic Statistics IP address:

(= _4 Interface Configuration Subnet mask:

Static v
192 168 1254
255 255 255.0

Result: Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via additional Router IP 172.16.1.31.

[ LANTWANPort Gateway via DHCP
) Wireless LAN Masquerade (NAT)
= Mobile Interface

1+ __| Network Configuration ‘WAN Interface:

Device 1.2 (real IP 192.168.1.11) can be accessed from WAN network via additional Router IP 172.16.1.32
No routing information is necessary for WAN devices because they can address these devices like being in their own IP subnet.

2026-10-13 / Edition 1.3

If devices 1.1/1.2 (192.1.68.1.10/10) do not have configured
the gateway to Router's LAN IP (192.1.68.1.254) you need
to enable option ,Masquerade (NAT)" for the LAN interface

Interface\Configuration — LAN/WAN Port
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A1.4 DNAT example based on Alias IP address > Packet forwarding to a local (private) host by using an additional Router IP (Alias IP) (3/3)

Configuration of rule type ,,DNAT Alias IP“ on Router 2 (WLAN) according to illustrated application:

\l

|
NAT Settings — Destination NAT (Forwarding) WLAN 172.16.1 23 ):-3 m—
°
Add / Edit Forwarding Rule GW 172.16.0.1 Intoma{WAN
iption: i DNAT Rule 9 \;0"'"9‘3“8? »
Description: |DNATAI|as IP-172.16.1.33 Forwards packets having Alias IP (WAN) 172.16.1.33 as I ireless Client
DNAT Scope: ® Port/Host ) Subnet destination address to LAN IP 192.168.1.10.
Rule Matching Criteria: - Protocol any, Port any) =S AN
Incoming Interface: | 192.168.1.254
Protocol Definition of criteria for
Source IP/Netmask ® Any L Specify ! L the incoming packet R—— TERT
Destination IP: O IP of selected incoming Interface that have to match in 192168 1-1(] 192 168 1-nn
® Specify Create as additional Alias IP order to be forwarded. GW 197 168.1.254 GW 192 168.1 254
Destination Port _ Machine network 2 192.168.1.0 / 255.255.255.0

Replace Destination IP / Destination Port by: 7 Definition of new target

DNAT IP: 192.168.1.1ﬂl settings for packet
DMNAT Port: Unchanged Change to: redirection.
Activation Status: O ]
By activating checkbox ,Create as additional Alias IP*
the incoming interface (here WAN Port) gets the defined
IP address as additional IP. This IP address may not be
used for any other network device to which the
Active ,DNAT Alias IP“ rule after applying: selected incoming interface is connected.
” -
Active Forwarding Table:
. Source IP - R ) DMAT .
# Description Iln-t:orrfnmg Protocol / E,?ﬁl';]at'oi D*’Sl‘j'“ft“"” All 'F‘?S P J,E Nu';:_'T K Destination Actbnlte d Operations
nterface Netmask etmas 0l etmas Port (enabled)
1 D;”%ng'ﬁ'sg' WLAN | Any Any  [172.16.1.33|Unchanged]| 1 [192.168.1.10| Unchanged O

Result: Device 1.1 (real IP 192.168.1.10) can be accessed from WAN network via additional Router's Alias IP 172.16.1.33 (assigned
to WLAN interface).

No routing information is necessary for WAN devices because this device can be addressed like being in their own IP subnet..
2026-10-13 / Edition 1.3

Important note:

If device 1.1 (192.1.68.1.10) does not have configured the
gateway to Router's LAN IP (192.1.68.1.254) you need to
enable option ,Masquerade (NAT)" for the LAN interface

[ Expand Tree Menu
£ _4 Syslem Information
[ System Overview
[ Status Mobile/4G
) Status Wireless
[ Traffic Statistics
5 4 Interface Configuration
= LANJWAN Port
% _] Wireless LAN
@ Mobile Interface
s/ _1 Network Configuration

Interface\Configuration — LAN/WAN Port

LAN Interfacy:

IP assignment:
IP address:
Subnet mask
Gateway via DHCP
Masquerade (NAT)

WAN Interface:

Static v
192 168 1.254

255.255.255.0
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\l

A1.5 DNAT example based on virtual IP Subnet = Packet forwarding/re-routing to a local (private) subnet addressed to a virtual “public” IP range (1/3)

Task Condition(s) Solution
* Control device shall request data from * Devices of networks 1 and 2 - * Create a DNAT rule on Router 1 that each incoming packet with a destination IP of subnet
hidden (private) devices partly having same IP 192.168.100.8/ 29 (Range 192.168.100.9 - .14) and based on used protocol (Any, TCP or UDP)
— Device 1.1 (192.168.1.10), 1.2 addresses - must be will be forwarded to corresponding IP subnet 192.168.1.10/ 29 (IP addresses 192.168.1.9 - 14) of
(192.168.1.11) and 1.3 (192.168.1.12) accessible via unique IP the LAN network.
of machine network 1 and addresses. * Create a DNAT rule on Router 2 that each incoming packet with destination [P subnet
— all devices 2.1 to 2.N (192.168.1.1 to 192.168.200.0 / 24 (Range 192.168.200.1 to 254) and based on used protocol (Any, TCP or UDP)
253) of machine network 2. will be forwarded to corresponding IP range 192.168.1.0 / 24 (Range 192.168.1.1 to 254) of the
LAN network .

Note: This use case requires 2 routes configured on the control device or needs any other routing
information that subnet 192.168.100.8 / 29 is reachable via WAN [P 172.16.1.21 and IP
192.168.200.0/ 24 is accessible via WAN IP 172.16.1.23. If the routes cannot be configured
on the Control Device, an alternative could be to define the routes on the Company Router if
the Control Device has set its gateway to the Company Router.

( N\
Control Device -
renie || e 17246.1.12/ GW: 172.16.0.1 Access Point 4z | Company Router
oW 17216041 | low17216.04| | Has defined aroute to 192.168.100.8 /29 via 172.16.1.22 17216113 172.16.0.1 ‘% Internet
— 1 | Has defined a route to 192.168.200.0 / 24 via 172.16.1.23 GW 172.16.0.1
Switched production I — I ~ |
network *
172.16.0.0 / 255.255.0.0 WAN 172.16.1.2 WLAN 172.16.1.23 Q
: Router 1 GW 1721601  ®  Router2 (WLAN)
. Internet/WAN : Internet/WAN
DNAT Subnet Rule connection = .DNAT Sl sl | connection =
! Forwards virtual subnet 192.168.100.8 / 29 - WANPot — Fomardsvirualsubnet192.168.2000 /24" | {ell. \yireless Client ——
— | ) to subnet 192.168.1.0 / 24 i )
to subnet|192.168.1.8 / 29
(Range 192.168.1.1-.254).
(Range 192.168.1.9-.14). L I (Protocol any, Port any) Lo I
(Protocol any, Port any) | 192.168.1.254 | 192.168.1.254
'Y
Device 1.1 Device 1.2 Device 1.3 Device 2.1 Device 2.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.1 ok 192.168.1.253
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 Machine network 2 192.168.1.0 / 255.255.255.0

J J/
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A1.5 DNAT example based on virtual IP Subnet = Packet forwarding/re-routing to a local (private) subnet addressed to a virtual “public” IP range (2/3)

Configuration of rule type ,,DNAT IP Subnet“ on Router 1 according to illustrated application:

HNTLYWUIn

NAT Settings — Destination NAT (Forwarding) [/ 72.16.0.0 / 255.255.0.0 WAN 172.16.1.2
Add / Edit Forwarding Rule GW17 1 Router 1
Internet/WAN
Description: [DNAT-Subnet-192.168.100.8/29 | connection =
DNAT Scope: O Port/Host ® Subnet 192.168.100.8 / 29 WAN Port =¥
Rule Matching Criteria: Definition of criteria 192 168.18/29
Incoming Interface: for the incoming Fatcd LAN
Protaent: Any v | [ | 192.168.1254
Source IP/Netmask ® Any O spacify { match in order to be >y
Destination IP / Netmask: ! [ Create as additional Alias IP forwarded.
Device 1.1 Device 1.2 Device 1.3
Replace Destinati
sﬁg::teby?s ation Definition of new target 192.168.1.10 192.168.1.11 192.168.1.12
f ket GW 192 168.1.254 GW 192 168.1.254 GW 192 168.1.254
DNAT IP / Netmask: 129 } su(:)net or packe
_— redirection. i
Activation Status: L Machine network 1 192.168.1.0 /255.255.255.0 )
Active ,DNAT IP Subnet" rule after applying:
Active Forwarding Table:
# Description Incoming Protocol SDUI}CE F Destination Destination | Alias DMNAT Deglﬁ-{ion Active Operations Important note:
Interface Netmask | |P/Netmask Port IP | IP/Netmask Port  |(enabled) If devices 1.x do not have configured the gateway to
: Router's LAN IP (192.1.68.1.254) you need to enable option
i - Edit | Delete
A papeonet | waN | Any | Any  |192.166.100.8/29Unchanged| 0 [192.168.1.8/25( Unchanged e Mesquerade (NAT)"orthe LAN interface

oy [ e

Result: Device 1.1 (real IP 192.168.1.10) can be addressed from WAN network by virtual IP 192.168.100.10.
Device 1.2 (real IP 192.168.1.11) can be addressed from WAN network by virtual IP 192.168.100.11.
Device 1.3 (real IP 192.168.1.12) can be addressed from WAN network by virtual IP 192.168.100.12.
Note: WAN devices need a route information that IP addresses 192.168.100.10/11/12 are accessible

via Router's WAN [P 172.16.1.21.

2026-10-13 / Edition 1.3

[ Expand Tree Menu
= 4 System Information
[ System Overview
(5 Status Mobile/4G
(5 Status Wireless
[ Traffic Statistics
[ 4 Interface Configuration
®
[ _] Wireless LAN
[E Mobile Interface
14 _1 Network G

Interface\Configuration — LAN/WAN Port
LAN Interfacy:

Static v
192 168 1.254

255.255.255.0

IP assignment:
IP address:
Subnet mask
Gateway via DHCP:
Masquerade (NAT)

WAN Interface:
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A1.5 DNAT example based on virtual IP Subnet = Packet forwarding/re-routing to a local (private) subnet addressed to a virtual “public” IP range (3/3)

Configuration of rule type ,,DNAT IP Subnet“ on Router 2 (WLAN) according to illustrated application:

Description:

DMAT Scope:

Rule Matching Criteria:
Incoming Interface:

Protocol:

Source IP/Netmask

Replace Destination
Subnet by:

DNAT IP | Metmask:

Add | Edit Forwarding Rule

NAT Settings — Destination NAT (Forwarding) [}

| DNAT-Subnet-192.168.200.0/24

O Port/Host @ Subnet

WLAN ~ ~
Any A
® Any

192.168.1.0 124

O Specify

Destination IP / Netmask: |192.168.200.0 / [ Create as additional Alias IP

!

Definition of criteria for
the incoming packet
that have to match in
order to be forwarded.

Definition of new target

Weidmiiller 3£

.
WLAN 172.16.123 ‘=
GW17216.01 @  Router 2 (WLAN)
Internet/WAN
connection =
192 1(;89 21 1]6?200'0 = Wireless Client ——
| 192.168.1.254
Device 2.1 Device 2N
192.168.1.1 = 192.168.1.253
GW 192.168 1 254 GW 192168 1 254

Machine network 2 192.168.1.0 / 255.255.255.0

} subnet for packet
Activation Status: redirection.
[aaa| |
Active ,,DNAT IP Subnet* rule after applying:
Active Forwarding Table:
" Descrintion Incoming Pratocol Suurj::e 1# Destination  |Destination | Alias DNAT De[s:m-{ion Active T
P Interface Netmack | P/Netmask Port IP | IP/Netmask o |ienabled) P
1%”&;32'5%”35 4 | WLAN | Any | Any [192.168.200 0/2¢fUnchanged| 0 [192.1681.0/24| Unchanged E"'t_ pEeE

[ 3

Important note:

If machine network devices do not have configured the
gateway to Router's LAN IP (192.1.68.1.254) you need to
enable option ,Masquerade (N\AT)“ for the LAN interface

[ Expand Tree Menu
= 4 System Information
[ System Overview
(5 Status Mobile/4G
(5 Status Wireless

Result: Each device of machine network 2 with real IP 192.168.1.xx can be accessed from WAN network via corresponding virtual P
192.168.200.xx.

Note: WAN devices need a route information that IP subnet 192.168.200.0 is accessible via Router's WAN IP 172.16.1.23.

2026-10-13 / Edition 1.3

[ Traffic Statistics
5 4 Interface Configuration
®
% _] Wireless LAN
[ Mobile Interface
5/ _1 Network C

Interface\Configuration — LAN/WAN Port

LAN Interfacg:

Static v
192 168 1.254

255.255.255.0

IP assignment:
IP address:
Subnet mask
Gateway via DHCP:
Masquerade (NAT)

WAN Interface:
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A1.6 DNAT example based on an Alias IP Subnet = Packet forwarding/re-routing to a local (private) subnet addressed to an additionally configured Router Alias IP range (1/2)

Task

Condition(s)

« Control device shall access units Device
49 to Device 62 of machine network 1.

» Gateway of control device is set to
company router (172.16.0.1).

devices.

* |P address range 172.16.1.80 to
172.16.1.99 is not used inside of ¢
production network 172.16.1.0/ 16.

* No routes can be configured on the control
device to access Router‘s LAN network

Solution

\l

lass B

» Configure a DNAT rule on Router 1 including creation of Alias IPs of subnet
172.16.1.80/ 28 (IP range 172.16.1.81 - 94) additional at WAN port that each incoming
packet having a destination IP of this Alias IP subnet will be forwarded to the
corresponding IP address of subnet 192.168.1.48 / 28 inside of the LAN network.

Note: This example scenario forwards IP packets independent of used protocol (Any,
TCP or UDP) but can be configured as additional criterion if necessary. .

1
1732(31'2'31A10 Server Control Device Access Poini 7z Company Router
16.1. 172.16.1.11 172.16.1.12 17216113 @ 172.16.0.1
GW 172.16.0.1 GW 172.16.0.1 GW 172.16.0.1 GW 172.16.0.1
Switched production —— I
network
172.16.0.0 / 255.255.0.0 WAN 172.16.1.21
GW172.16.0.1 | Router 1
N = Internet/WAN
DNAT Subnet Rule “Ma| connection =
Rule uses (WAN) Alias IPs of subnet 172.16.1.80 / 28 (Covers IP addresses 172.16.1.81 to 94) 470 WAN Port
and forwards incoming IP packets with destination IP of this range i
to correspondent IP addresses of subnet 192.168.1.48 / 28 (Covers P addresses 192.168.1.49 to .62) LAN
Protocol any, Port any | 192.168.1.254
Device 1 Device 2 Device 48 Device 49 Device 50 Device 62 ‘
192.168.1.1 192.168.1.2 ok 192.168.1.48 192.168.1.49 192.168.1.50 | *** |  192.168.1.62
GW 192.168.1.251 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 | | GW 192.168.1.254

GW 192.168.1.254

Machine network 1 192.168.1.0 / 255.255.255.0

2026-10-13 / Edition 1.3
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A1.6 DNAT example based on an Alias IP Subnet = Packet forwarding/re-routing to a local (private) subnet addressed to an additionally configured Router Alias IP range (2/2)

Configuration of rule type ,,DNAT Alias IP Subnet“ on Router 1 according to illustrated application:

_ . . 17216.0.0/255255.0.0
NAT Settings — Destination NAT (Forwarding) / o e
% . > Internet/ WAN
= : DNAT Subnet Rule | 2| connection=
clrel B Fe bl S Rule uses (WAN) Alias IPs of subnet 172.16.1.80 / 28 (Covers IP addresses 172.16.1.81 to 94) . ] WAN Port
and forwards incoming IP packets with destination IP of this range iHs
Description: | DMAT-Alias-Subnet-172.16.1.80/28 to correspondent IP addresses of subnet 192.168.1.48 / 28 (Covers P addresses 192.168.1.49 to 62) ) == N
) ool ALY 192.168.1 254
DNAT Scope: [ Port/Host '® Subnet
Rule Matching Criteria: | | |
Incoming Interface: WAN Port w Device 1 Device 2 Device 48 Device 49 Device 50 Device 62
Protocol: 192.168.1.1 19216812 | wo | 192.168.1.48 192168149 192168150 | ** | 192168162
rotocol: ny GW 1921681251 | |GW 192 1681254 CW 1921681254 |[GW 1921681264 | | GW 192.168.1.254 GW 192.168.1.254
Source IP/Netmask ® Any () Specify ! Machine network 1 192.168.1.0 / 255.255.255.0
Destination IP / Netmask: | 172.16.1.80 ! & Create as additional Alias [P
Definition of criteria for the incoming packet that
Replace Destination have to match in order to be forwarded.
Subnet by: !
DNAT IP / Netmask: 192 168.1.48 28 Definition of new target subnet
Activation Status: \ f(‘)r paCket@
IP Subnet 192.168.1.48 / 28: ™ IP Subnet 172.16.1.80 / 28:
Net address: 192.168.1.48 Net address: 172.16.1.80
Host IP range : 192.168.1.49 to 62 (14 Hosts) Host IP range : 172.16.1.81 to 94 (14 Hosts)
Broadcast address: 192.168.1.63 Broadcast address: 172.16.1.95
Active ,,DNAT Alias IP Subnet* rule after applying:
Active Forwarding Table: Important note:
. Source IP _— — . DNAT . If machine network devices do not have configured the
o Incoming Destination |Destination| Alias DMNAT i Active . )
B = interface| " ! | IPiNetmask | Port | P | IPINetmask | P®SENE1OM |ignapleq)  OPerations gateway to Router's LAN IP (192.1.68.1.254) you need to
EANES g enable option ,Masquerade (NAT)" for the LAN interface
DMAT-Alias-Subnet- - - :
1 WWAN An An 172.16.1.80/28|Unchanged| 1 |192.168.1.48/28] Unchanged
172.16.1.60/28 v i g - . a ;2::::::::: Interface\Configuration — LAN/WAN Port
b S =T LAN Interface:
@ Status Mobile/dG
[= Stalus Wireless IP assignment [Static ]
[ Traffic Statistics 1P address: @
[ _4 Interface Configuration Subnet mask: 255.255.255.0
= LAN [ WAN Port Gateway via DHCP:
[ ] Wireless LAN Masquerade (NAT)
i : ¢ . % Mobile Interface
Result: Device 49 (real IP 192.168.1.49) can be accessed from WAN network via Router's Alias IP 172.16.1.81. W e WAN Interface:

Device 50 (real IP 192.168.1.50) can be accessed from WAN network via Router's Alias IP 172.16.1.82.

Device 62 (real IP 192.168.1.62) can be accessed from WAN network via Router's Alias IP 172.16.1.94.
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A1.7 SNAT example based on Source IP address, Protocol and Destination Port = Hiding a (local) host IP address by a virtual “public” IP for outgoing traffic using defined protocol and port  (1/4)

Task Condition(s) Solution
* Device 1.1,1.2, 2.2 and Device * Due to network security « Create on Router 1 two SNAT rules that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.10 respectively
3.1 located at different machine reasons each device sending 192.168.1.11, protocol UDP and destination port 4000 - the source IP by 192.168.10.10 respectively IP 192.168.10.11 (any free unused
networks shall push any data to a data to the database server IPs). New IPs 192.168.10.10/11 will now become the ,public* IPs for communication with the addressed database server.
database server located in the shall be identified by a unique « Create on Router 2 an SNAT rule that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.11, protocol TCP
upper-level production network. IP address (for example for and destination port 4001 - the source IP by 192.168.10.12 (any free unused IP). If the TCP connection has been established, the
* Devices 1.1, 1.2 and 3.1 push evaluation by a Firewall in the replacement IP 192.168.10.12 becomes the ,public* IP for the bidirectional communication between the devices.
their data via protocol UDP / port communication path). « Create on Router 3 an SNAT rule that replaces for each outgoing IP packet (at WAN port) - having source IP 192.168.1.10, protocol UDP
4000. « For this reason, masquerading and destination port 4000 - the source IP by 192.168.10.13 (any free unused IP). If the TCP connection has been established, the
* Device 2.2 establishes a TCP / at WAN port of the Routers replacement IP 192.168.10.13 becomes the ,public” IP for the bidirectional communication between the devices.
4001 socket and sends its data may not be used.
via this connection type. Note: These rules - hiding private (local) IP addresses by virtual public IP addresses - only can be applied for outgoing communication
initiated by the LAN devices. If a local LAN device also shall be accessible via the configured virtual public IP - initiated from
external devices - an IP DNAT rule (No. 2) needs to be configured additionally which forwards incoming IP packets addressed to the
virtual public IP to the real device of the LAN network. Also consider that external devices need to have the routing information that
virtual IPs are accessible via the Router's WAN interface IP.
( )
SCADA Database Server 172.16.1.11 Control Device Access Poin* Company Router
Switched production network 172.16.1.10 - GW 172-16-0-_1 172.16.1.12 172.16.1.13 = 172.16.0.1 —% Internet
172.16.0.0 / 255.255.0.0 GW 172.16.0.1 | | Application accepts push data via UDP at port 4000 OW 172.16.0.1 OW 17216.01 P 955 955.0.0
I/ ¥IApplication accepts TCP data connections at port 4001] TS =~ 16.01]
R 1\ I
WAN 172.16.1.22/16
WAN 172.16.1.21/16 WLAN 172.16.2.23/
GW 172.16.0.1 7~
GW 172.16.0.1 No Masquerading GW172.160.1 -
No Masquerading | Router 1 g} Router 2 No Masquerading R Router 3 (WLAN)
SNAT Rule T nemetwan —— LU T ntemetwan ——— SNAT Rule R iomeaN
Bk AR Replaces Source IP 192.168.1.11 . |t fla| 'Meme’ Replaces Source IP 192.168.1.10 1P . |{ fla  connection =
Replaces Source IP 192.168.1.10 by 192.168.10.10 . {i"q§#] = connection = : . #|_ connection = ; ; 116 Wireless Client
. — ~ by IP 192.168.10.12 for incoming § 192.168.10.13 for incoming packets | | —
and Source IP 192.168.1.11 by IP 192.168.10.11 WAN Port ; WAN Port ; |
; ; : packets at LAN port with protocol at LAN port with protocol UDP and
for incoming packets at LAN port with protocol UDP TCP
== AN and port 4001 LAN port 4000 =23 | AN
i G LLY 192.168.1.254
192.168.1.254 \ 192.168.1.254 Rt
| | 1| | N 1
Device 1.1 Device 1.2 Devicd 1.3 Device 2.1 Devide 2.2 Devicd 2.3 Device 3.1 Devick N.N
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.10 . 192.168.1.nn
GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
Machine network 1 192.168.1.0 / 255.255.255.0 Machine network 2 192.168.1.0 / 255.255.255.0 L Machine network 3 192.168.1.0 / 255.255.255.0

J J/ J
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A1.7 SNAT example based on Source IP address, Protocol and Destination Port = Hiding a (local) host IP address by a virtual “public” IP for outgoing traffic using defined protocol and port (2 /4)

Configuration of rule type ,SNAT IP Address* at Router 1 according to illustrated application:

NAT Settings — Source NAT WAN 172 16.1.21/16
. GW172.16.01
Add / Edit Source NAT Rule No M di
/ 0 Masquerading L ~ Router 1
Description: |SNAT—IP.-'PrDt0-:DI-’P0r1 Rule 1 | SNAT Rule B - Internet/WAN —
SNAT Scope: ® Port/Host O Subnet Replaces Source IP 192.168.1.10 by 192.168.10.1010 . connection =
Rule Matching Criteria: Definition of criteria for the and Source IP 192 168.1 11 by IP 1921681011 1 WAN Port )
Outgoing Interface: packet that have to match in for incoming packets at LAN port with protocol UDP 2
Protocol: UDP w order to replace original source and port 4000 LAN
Destination IP / Netmask: @ Any O Spacify / IP by defined SNAT IP and T T 192.168.1.254
. original destination port by ] |
S limU I e defined SNAT port immediately -
Destination Port: 4000 | before outgoing to defined Device 1.1 Device 1.2 e g s
e, 192.168.1.10 192.168.1.11 192.168.1.12
Replace Source IP/ Destination Port by: ‘ GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
SNAT IP: 192.168.10.10 | Definition of replacements for \ Machine network 1 192.168.1.0 / 255.255.255.0 )
SNAT Part: ® Unchanged O Change to: source IP and destination port.
Activation Status:

Active ,SNAT IP Address* rules after applying:
Active SNAT Table :

. Destination - SMNAT -
# Description P'{'t?_fmng Protocol P/ |p,$40uur-.:e K Desgnftnon IPFﬁ NTAT K Destination Acté\i'e d Operations
nterface ek etmas| (o] etmas Port (enabled)
| SNATIPProtocolPort Rule | yyay | upp | Any  [192.168.1.10[ 4000 [152.168.10.10 Unchanged
2 SNP‘T"P’P’“;C“”PD" Rule| wan | upp Any  [192.168.1.11| 4000 [192.168.10.11] Unchanged

Result: When Device 1.1 (real IP 192.168.1.10) sends any data using protocol UDP and port 4000 it will be identified by the receiver via IP address 192.168.10.10.
When Device 1.2 (real IP 192.168.1.11) sends any data using protocol UDP and port 4000 it will be identified by the receiver via IP address 192.168.10.11.
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A1.7 SNAT example based on Source IP address, Protocol and Destination Port = Hiding a (local) host IP address by a virtual “public” IP for outgoing traffic using defined protocol and port (3 /4)

Configuration of rule type ,SNAT IP Address* at Router 2 according to illustrated application:

Activation Status:

Active ,SNAT IP Address“ rule after applying:

Active SNAT Table :

NAT Settings — Source NAT A L B
GW172.16.01
Add / Edit Source NAT Rule No Masguerading
= Router 2
Description: | SNAT-IF/Protocol/Port Rule | —_ SNAT Rule - Intemet/WAN
. Replaces Source IP 192 168.1.11 3 . Re
SNAT Scope: @® Port/Host (U Subnet by IP 192 168.10.12for i : . connection =
Rule Matching Criteria: _ Definition of criteria for the . 100 L & WAN Port If
Outgoing Interface: packet that have to match in packets at LAN port with protocol paq
Protocol: TCP - |0|;dber ;0 fr.epl(;"cSeN?ol:ilgilr;)al Sgurce TCP and port 4001 = LAN
Destination IP / Netmask:  ® Any (O Specify I orig%alet;gztination portat?y | 192.168.1.254
Source IP OAny @ Specify defined SNAT port immediately : | ~N | :
Destination Port: |£Lt](}1 | before outgoing to defined Device 2.1 Devide 22 Devicd 2.3
_J interface. 192.168.1.10 192.168.1.11 192 168112
Replace Source IP / Destination Port by: ‘ GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254
SNAT IP: [192168.1012 | _ Definiion of replacements for | Machine network 2 192.168.1.0 / 255.255.255.0 J
SNAT Port: ® Unchanged ) Change to: source IP and destination port.

. Destination N SNAT .
# Description IOL:IEI’_fO'"g Protocol IP/ lPi?l:rce K Des;nftnon |PJ,E|N£ K Destination Acttl)\l.'e d Operations
nterface Netmask atmas| o etmas| Port (enabled)
= S“AT"PEELE‘I’E“’C””P"“ WAN | TCP Any  [192.168.1.11| 4001 |192.168.10.12| Unchanged

Result: When Device 2.2 (real IP 192.168.1.11) initiates a TCP connection to any WAN device using port 4001 then it will be identified
by the counterpart of the TCP socket by IP address 192.168.10.12 allowing a bidrectional socket data exchange.
Consider: An addressed WAN device needs a route information that a request from IP 192.168.10.12 has to be replied via

Router's WAN [P 172.16.1.22.
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A1.7 SNAT example based on Source IP address, Protocol and Destination Port = Hiding a (local) host IP address by a virtual “public” IP for outgoing traffic using defined protocol and port (4 / 4)

Configuration of rule type ,,SNAT IP Address* at Router 3 (WLAN) according to illustrated application:

NAT Settings — Source NAT

Add / Edit Source NAT Rule

Source IP O Any
[4000

Destination Port:

Replace Source IP | Destination Port by:

SNAT IP: [192.168.10.13 |
SNAT Port: ® Unchanged
Activation Status:

Description: |SNAT—IP.-'Pr0tDc0I.’F’0r1 Rule

SNAT Scope: ® Port/Host ) Subnet

Rule Matching Criteria: -
Qutgeing Interface: WLAN hd
Protocol: upDpP w
Destination IP / Netmask: ® Any O Specify I =

® Specify [192.168.1.10

) Change to: }

Definition of criteria for the
packet that have to match in
order to replace original source
IP by defined SNAT IP and
original destination port by
defined SNAT port immediately
before outgoing to defined

_ interface.

Definition of replacements for
source IP and destination port.

Active ,SNAT IP Address“ rule after applying:

Active SNAT Table :

WLAN 172.16.2.23/16~4

GW 172.16.0.1

\ No Masquerading

SNAT Rule :
Replaces Source IP 192.168.1.10 IP
192.168 1013 for incoming packets -

Router 3 (WLAN)
Internet/VWWAN
connection =

Wireless Client

o~
il

—

at LAN port with protocol UDP and
port 4000 LAN
192 166.1.2564
\ |
Device 3.1 Device N.N
192.166.1.10 - 192.166.1.nn
GW 192.168.1.254 GW 192.168.1.2564

Machine network 3 192.168.1.0 / 255.255.255.0

- Destination o SNAT 3
# Description Plilt?_fomg Protocol P/ IF’.I'SNOL:‘.LFIB k Dz IP.fI‘?NtAT k Destination Acltlz\lred Operations
nterface Netmask etmasl| etmas Port (enabled)
«| SNATAPErotocolPort |y an | upp | Any  [192.168.1.10 192.168.10.13| Unchanged

Result: When Device 3.1 (real IP 192.168.1.10) sends any data using protocol UDP and port 4000 it will be identified by the

receiver via IP address 192.168.10.13.
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A1.8 SNAT example based on an IP Subnet - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (1/3)

Task

Condition(s)

* All devices of machine
network 1 (Class C) shall push
any data to the database
server located in the upper-
level production network via
protocol UDP.

* Devices 2.2 to 2.6 of machine
network 2 (Class C) shall send
their data to the database
server via connection type
TCP.

Solution

* Due to network security
reasons each device sending
data to the database server
shall be identified by a unique
IP address (for example for
evaluation by a Firewall in
between of the communication
path).

» For this reason, masquerading
(N:1 NAT) at WAN port of a
Router may not be used.

« Configure an SNAT rule on Router 1 that replaces for each incoming IP packet at LAN port - having a source IP of subnet
192.168.1.0/24 and protocol UDP - the source IP with corresponding IP of virtual public IP subnet 192.168.10.0/ 24. (any
free unused IP range). Note: Subnet masks for replacing original source IPs to a new virtual IP range must be identical.

+ Configure an SNAT rule on Router 2 that replaces for an incoming IP packet at LAN port - having a source IP of subnet
192.168.1.0/ 29 (IP range 192.168.1.1 to 1.6) and protocol TCP - the source IP with corresponding IP of subnet
192.168.11.0/ 29.

o Consider: For establishing a TCP connection initiated from a device of machine network 2 to the database server using
the SNAT rule, a route needs to be set on the database server that virtual IPs 192.168.11.1 to 192.168.11.6 are
accessible via Router's WAN IP 172.16.1.22.

Note: These rules - intended to hide private (local) IP addresses by virtual public IP addresses - only can be applied for an IP
communication which is initated by a (local) LAN device. If an IP communication also shall be initiated from external
devices by addressing a configured virtual public IP, then an [P DNAT rule (No. 2) needs to be configured additionally
which forwards incoming IP packets - addressed to the virtual public IP - to the real device of the LAN network.

Switched production
network
172.16.0.0 / 255.255.0.0

N

SCADA
172.16.1.10
GW172.16.0.1

WAN 172.16.1.,21/16

Protocol UDP.

72.16.1.11 (GW 172.16.0.1)
Application accepts push data via UDP at port 4000 0
Application accepts TCP data connections at port 4001

Database Server ) o ]
Control Device Access Poin*

172.16.1.12 172.16.1.13 =

Company Router
172.16.0.1
255.255.0.0

GW 172.16.0.1

J/

GW 172.16.0.1
|

GW 172.16.0.1
No Masquerading | Router 1
- SNAT IP Subnet Rule 5B Internetl.\NAﬁ
Replaces generally Jl. connection =
~— source |Ps of subnet 192.168.1.0 / 24 by WAN Port
virtual IPs of subnet 192.168.10.0 / 24
for incoming packets at LAN port. 2N

|192.168.1 254

Device 1.1
192.168.1.1
GW 192.168.1.254

Device 1.2
192.168.1.2
GW 192.168.1.254

Device 1.250
192.168.1.250
GW 192.168.1.254

k%%

-

Machine network 1 192.168.1.0 / 255.255.255.0

WAN 172.16.1.22/16
GW 172.16.0.1

No Masquerading Router 2
SNAT IP Subnet Rule ]l Internet/WAN
Replaces source IPs of subnet 192.168.1.0 / 29 (Range | connection =
192.168.1.1 to 1.6) by virtual IPs of subnet 192.168.11.0 / 29 WAN Port N
(Range 192.168.11.1 to 1.6) for incoming packets at LAN port iS¢
for protocol TCP. = LAN

192.168.1.254

A

A
[ |
Device 2.1 Device 2.2 Device 2.6 Device 2.7 Device 2.8
192.168.1.1 192.168.1.2 ok 192.168.1.6 192.168.1.7 192.168.1.8
GW 192.168.1.254| |GW 192.168.1.254 GW 192.168.1.254 GW 192.168.1.254| |GW 192.168.1.254

Machine network 2 192.168.1.0 / 255.255.255.0
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A1.8 SNAT example based on an IP Subnet - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (2 /3)

Configuration of rule type ,,SNAT IP Subnet” at Router 1 according to illustrated application:

NAT Settings — Source NAT

Add / Edit Source NAT Rule

Description: |SNAT—IP-Subnet-192.‘1681.U-by-192.158.1D.D |

Rule Matching Criteria:

Outgeing Interface: WAN Port w

Protocol: UpP w

SMNAT Scope: ) Port/Host @ Subnet

Definition of criteria for the
packet that have to match in
order to replace original source
IP by defined SNAT IP
immediately before outgoing to

l\‘l

P

WAN 172.16.1.21/16
GW 172.16.0.1

~ No Masquerading |

— SNAT IP Subnet Rule
Replaces generally
~— source IPs of subnet 192.168.1.0 / 24 by
virtual IPs of subnet 192 168 10.0 / 24
for incoming packets at LAN port.
Protocol UDP.

Router 1
InternetWAN

WAN Port

LAN
192.168.1.254

Device 1.2
192.168.1.2 ek
GW 192.168.1.254

connection= —

Device 1.250
192.168.1.250
GW 192.168.1.254

Machine network 1 192.168.1.0 / 255.255.255.0

Destination IP / Netmask: ® Any O Specify defined interface. [
Source IP / Netmask: ~ [192.166.1.0 | 1]24 | Device 1.1
192.168.1.1
Replace Source Subnet by: - GW 192.168.1.254
SNAT IP / Netmask: [192 168 10 0 | 1 |24 DA CCTTEE il e
original source IPs. \
Activation Status:
Active ,, SNAT IP Subnet* rule after applying:
Active SNAT Table :
. Destination A SNAT .
- Outgoing Source Destination SNAT e Active .
g LR I Interface P Nelt?ask IP/Netmask Port IP/Netmask Des;gihon (enabled) LRI
1 SNAT‘LZ‘_?EST‘?&Q193:3531-9‘ WAN | Any | Any  |192.168.1.0/24|Unchanged|192.168.10.0/24| Unchanged

Result: For each device connected to LAN port the original source IP (any IP of subnet 192.168.1.0 / 24) will be replaced by the

corresponding ,virtual® IP of subnet 192.168.10.0 / 24 for outging IP packets sent by the LAN devices.
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A1.8 SNAT example based on an IP Subnet - Hiding a (local) IP subnet by a virtual “public” IP subnet for outgoing traffic (3 /3)

Configuration of rule type ,,SNAT IP Subnet” at Router 2 according to illustrated application:

- ! WAN 172.16.1.22(16
NAT Settings — Source NAT GW 17216.0.1
No Masquerading I tR°“t§‘;vi N
. SNAT IP Subnet Rule B F nieme
Add / Edit Source NAT Rule Replaces source IPs of subnet 192.168.1.0 / 29 (Range connection =
192.168.1.1 to 1.6) by virtual IPs of subnet 192.168.11.0/ 29 WAN Port N
Description: | SMNAT-IP-Subnet-192.166.1.0/29-by-152.168.11.0/2 (Range 192.168.11.1 to 1.6) for incoming packets at LAN port e
. for protocol TGP =S [ AN
SNAT Scope: (_'Port/Host ® Subnet | 192.168.1.254
Rule Matching Criteria: L o
i Definition of criteria for the ! A ] ]
Outgoing Interface: WAN Port + packet that have to match in [ | | | )
: ‘s Device 2.1 Device 2.2 Device 26 Device 2.7 Device 2.8
Protocol. TcP hd it e e Gl i 192.168.1.1 19216812 | #++ | 192168156 192168.1.7 19216818
Destination IP / Netmask: @ Any O Specify ilr:rtr)]};gizftlgl(;dbzf,\:r\eTc:Etgoing o | |loutezton 126 [ow tepe8 1264  ow 1621601264 oW 162166 1264] oW 100 1681250
Source IP / Netmask: |192.18.1 0 | / |29 | defined interface. L Machine network 2 192.168.1.0 / 255.255.255.0 )
Replace Source Subnet by:
SNAT IP / Netmask: 1192.168.11.0 | 1|29 :lL Definition of replacement IPs for
Activation Status: original source IPs.

Active ,, SNAT IP Subnet* rule after applying:

Active SNAT Table :

. Destination - SNAT .
# Description iy Protocol 1P/ SalEE Lz mEirT SHIAT Destination HENTE Operations
Interface Netmask IP/Netmask Port IP/Metmask Port {enabled)

SNAT-IP-Subnet-192.168.1.0/29-
by-192.168.11.0/29

#

WAN TCP Any 192.18.1.0/29|Unchanged|192.1658.11.0/23] Unchanged

Result: For outgoing IP packets sent by LAN devices of IP range 192.168.1.1 to 192.168.1.6 the original source IP will be replaced by the
corresponding ,virtual” IP of range 192.168.11.1 to 192.168.11.6.

Note:  If one of these LAN devices initiates a TCP connection to an outside target device a route needs to be configured on the target device that

requests coming from a virtual IP of range 192.168.11.1 to 192.168.11.6 can be replied via Router's WAN IP 172.16.1.22.
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A1.9 Full 1:1 NAT example applicable for an IP subnet = Hiding a (local) IP subnet by a virtual “public” IP subnet for any traffic with external devices independent which side (internal/external) has
initiated the communication (1/2)

Task

* Control device shall request data from (private) devices of
machine network 1. The communication will be initiated by
the control device, either via UDP or by establishing a TCP
connection.

* The database server is acting as passive device and will
be requested by machine network devices (communication
initiators), either via UDP or by establishing a TCP
connection.

* Due to future planned expansions — adding identical
machines having same device |IP addresses — virtual IP
addresses shall be used for machine network devices for
communication with the production network. This ensures,
that after expansion realization each device can be
accessed and identified by a unique ,virtual” IP address.

Solution

Result

+ Configure a DNAT rule on Router 1 that each incoming packet at WAN port with
destination IP of subnet 192.168.100.0 / 24 (Range 192.168.100.1 - 254)
independent of used protocol and port will be forwarded to corresponding IP of range
192.168.1.0/ 24 (Range 192.168.1.1 - 254) of the LAN network.

« Configure an SNAT rule on Router 1 that replaces for each incoming IP packet at
LAN port - having a source IP of subnet 192.168.1.0/ 24 - the source IP with
corresponding IP of virtual public IP subnet 192.168.100.0/ 24. (any free unused IP
range). Note: Subnet masks for replacing original source IPs to a new virtual IP
range must be identical.

Note: For addressing the machine network devices via their virtual (public) IP
addresses the control device must have configured a route that subnet
192.168.100.0/ 24 is reachable via WAN IP 172.16.1.21.

« Each device of the machine
network is accessible by its
virtual (public) IP address

* Each machine network device
is identified by its virtual
(public) IP for both
communication directions.

* The use of the DNAT/SNAT
rule combination allows the
initiation of a communication
from both sides, the local LAN
and outside WAN network.

Vs

Upper-level
production network
172.16.0.0 / 255.255.0.0

Database Server
72.16.1.11 (GW 172.16.0.1)
Accepts data (UDP) and IP connections (TPC)
from LAN devices

Control Device
172.16.1.12/ GW: 172.16.0.1
Sends data and initiates IP connections (TCP)
to LAN devices

Company Router
172.16.0.1

)

!

|

(Any Protocol)

DNAT/IP Subnet Rule -
Forwards IP packets incoming at WAN port
with destination IP of subnet|192.168.100.0 / 24
to LAN devices of subnet|192.168.1.0 / 24/.
(Range 192.168.1.1-

1
Router 1
WAN 172.16.1.21 / GW 172.16.0.1
Internet/WAN connection = WAN Port
s SNAT IP subnet
Replaces for IP packets the source IP
if member of subnet 192.168.1.0 / 24 by
the corresponding IP of subnet 192.168.100.0 / 24
when outgoing at WAN port.
(Any Protocol)

254)

LAN
192.168.1.254

S O ——  E——

Device 1.N
192.168.1.1 44 192.168.1.253
GW 192.168.1.254 GW 192.168.1.254

Machine network 1 192.168.1.0 / 255.255.255.0

Device 1.1
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A1.9 Full 1:1 NAT example applicable for an IP subnet - Hiding a (local) IP subnet by a virtual “public” IP subnet for any traffic with external devices independent which side (internal/external) has
initiated the communication (2/2)

Configuration of rule type ,,DNATIP'SUbBNEt“ at Router 1 according to illustrated application:

Router 1
WAN 172.16.1.21 / GW 172.16.0.1
Internet/WAN connection = WAN Port
1
|DNAT-IP-Subnet_Part-of-1:1-NAT |

192.168.100.0 / 24
192.168.1.0 / 24

NAT Settings — Destination NAT (Forwarding) [

Add / Edit Forwarding Rule SNAT IP subnet
Replaces for IP packets the source IP
if member of subnet 192 168.1.0 / 24 by

Description:
DNAT Scope:
Rule Matching Criteria:

O PortHost @ Subnet

the corresponding IP of subnet 192.168.100.0 / 24
Incoming Interface: B — when DUIQOII'E] at WAN [X)I'l
Protocol Any - o (Any P‘rdmol)
Source IP/Natmask @ Any O Specify i LAN

Destination IP / Netmask: [192 168 100.0 ! [ Create as additional Alias IP

Replace Destination
Subnet by:

DNAT IP / Netmask:

192.168.1.264

i ) | —

Device 1.1 Device 1N

192.166.1.1 ] 192.166.1.263
GW 192.168.1.254 GW 192.168.1.254

192.168.1.0 /|24

Activation Status:

Active Forwarding Table:

Active , DNAT IP Subnet® rule after applying —

Machine network 1 192.168.1.0/ 255.255.255.0
. Source IP| - S ) DNAT .
- Incoming Destination  [Destination| Alias DNAT ot Active .
& szl Interface|" %\ ! | IPNetmask Port | IP | IPMNetmask | DESa0ON fionapleg) ~ OPerations
DNAT-IP-Subnet_Part- Edit | Delete . . ) i i
T et NAT WAN f - Any | Any |192.168.100.0/24[Unchanged| 0 |192.168.1.0/24) Unchanged == Result: Each device of the machine network is accessible from outside by
its virtual (public) IP address and is identified by its virtual (public)
Configuration of rule type ,,SNAT IP Subnet“ at Router 1 according to illustrated application: P for communication initiated by the machine network device.
NAT Settings — Source NAT [T Note:  If one of the LAN devices initiates a TCP connection to an outside
Add / Edit Source NAT Rule

Description:
SNAT Scope:
Rule Matching Criteria:

target device a route needs to be configured on the target device
that requests coming from an IP of subnet 192.168.100.0/24 can
be replied via Router's WAN IP 172.16.1.21.

‘ SNAT-IP-Subnet_Part-of-1:1-NAT
O Port/Host ® Subnet

20

Destination IP / Netmask: @ Any

Source [P/ Netmask:

Replace Source Subnet by:
SNAT IP [ Netmask
Activation Status:

Qutgoing Interface: WAN Port v
Protocol Any hd

EXCErp

192.168.100.0 1|24

O Specify !

Active , SNAT IP Subnet* rule after applying

Active SNAT Table :

. Destination — SNAT .
# Description ?T%ﬂmg Protocol P/ IPI%OL:::E K Des;,mit'm IPIﬁNIAT K Destination Adl;Ted Operations
nterface Netmask letmas! o etmas! Port (enabled)
_|P-. —_of- Delet:
1 SNAT'P1$1“E::}—P3“ oF | wan | any Any  [192.168.1.0/24|Unchanged|192.168.100.0/24| Unchanged Eﬂ-
126-T0-T37EQIon T.3
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A2 How to use the Router as universal SMS/Mail alarming/messaging system

A2.1 Introduction / Use case

= Use of the Router as universal alarming/messaging system (Mail/SMS) for control/smart devices
connected to the Router either via Ethernet or serial interface.

= For generating an alarm / information message the smart device simply sends a text string (as TCP
payload or as serial stream) to the Router. Based on the received data content the Router sends a
message either as Mail (via Internet connection) or as SMS (via mobile connection) to the specified

recipient.

Any Control Device with serial interface
or Ethernet connection can send a Mail
or SMS by simply sending the
necessary mail or SMS content as text
string to the Router.

Serial connection (RS232/485)

Router with Internet connectivity
interprets the received data content and
sends a Mail or SMS (for models with
integrated 4G/LTE modem) according to
the received data.

Ethernet

Inserted SIM

Application illustration:

2026-10-13 / Edition 1.3
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A2.2 Prerequisites

= Conditions for sending a text message (SMS):
°  Only possible on Router models IE-SR-2TX-WL-4G-EU/US with integrated 4G/LTE modem.
*  Firmware version V1.67 or higher must be installed.
* Inserted SIM card with activated SMS functionality.

* Please note that SIM cards for Internet connectivity mostly do not have activated SMS
functionality by default. This function must then be explicitly booked with the provider.

= Conditions for sending a Mail:
° Router model IE-SR-2TX-WL: Firmware version V1.52 or higher must be installed.
°  Router models IE-SR-2TX-WL-4G-EU/US: Firmware version V1.67 or higher must be installed.
* Connected to the Internet (via any interface).
° A mail account which needs to be used by the Router to the send a mail.
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A2.3 How to send a text message (SMS) with content received from a smart device connected to the Router via Ethernet (1/ 3)

Connection preparing and Router configuration

Any control device which sends
the data to be forwarded as SMS.

Ethernet

Data is sent as
TCP payload

a) Provide an Ethernet connection between Control device and Router’s LAN.

b) Configure the Router’s IP settings that both devices can communicate with each other (test by Ping
request).

c) Configure the Router's mobile connection. d) Set Internet/WAN connection to “Mobile

Interface”.

B Saaeis ot Intertace Configuration — Moblle Intertace (7]
1 rivean Comtprst Mote martce: (Exisia ] [T

| W LY [Summp—

€) Wait some seconds and verify that Router's mobile connection has been established.

f) Goto menu Event Settings > SMS

= Enable “SMS Service” 8 ot Event Settings — SMS [

« Tick checkbox ‘Eniable message | & mwms e e <
forwarding via SMS”. R A

= No change of default e e I
connectivity mode via “TCP o L ]

Server Mode”.

Send predefined SMS messages based on local device events:

= Change default TCP port 4100 if by o
another port number shall be s iz
used for the TCP connection Loon Faed o ok B ol DA

. Wireless Client Associated: )|l Input from or OFF:
between Control device and s o e e o v o

Associated o AP (Client Mode)

Digtal Output changed from ON to OFF
Disassodiated from AP (Cient Mode)

Router.

Enable reception of SMS control messages:

= Set the disconnection behavior
of the Router via parameter “/dle
Timeout’. For any value > 0 the
TCP connection will be closed

Enabie Password Authorzation
Password (Use alowed SMS characters)
Initiate Warm Start (Reboot)

EstabishiClose Mobile Network Connecton
OpenVPN Cient Connection
Set Digital Output ON/OFF:

by the Router after the e e outDevce it
configured inactivity time. If 0, CH Mo R S
the connection never will be Sand indhicunl based on from
closed by the Router. in»;::;ymmsvms@ ==
= Click button “Apply” to activate e
the settings. 0o T g 0~200050s
[ oot I s

Message
Message
Message
Message:

g) Now the Router is ready for establishing a TCP connection with configured TCP Port (default 4100) by a

remote device. After successful establishment of the TCP connection the Router is listening for

incoming data to be sent as text message (SMS).

Expand Treo Mens ( Expand Tioe Menu . ’
L e Network Configuration — Internet / WAN Connection [ - System Information — Status Mobile/4G
3 System information 4 System Informaton
[ System Overview Internet / WAN Connection via: | Mobés Intertace v & System Overview ‘Status Mobile Connection:
(5 Stahs MobisG . i [—— Mogen Quects (EC25
& Status Wireless WAN Port Sefting: [Disabled v W Stk Wreioss Ravison EC2SEUGARIGADSMAG
& Tramic Status. % Traffc Statisscs. IvES BESSABMA02585.
Active Connection: SiM ) Interisce Configuraton
NS O Link Offine 4 AN/ WAN Port Actice SIM Protie s
[0 LANWAN Port 1P/ Netmask ' o M Cart St Ready
) Wieoless LAN Defaut Gateway = 10D £9450200001660396428
5 Moble intertace. L Mty evtacy Phone number ~491750960260
Note 1 = 1 Network Conturation
S Conbguration :0nd LAN switch port. % IntemetWAN Connection Registraton state: Regstered, home network
1 IBmAYWAN Connecton Note 2 For P 3 Network Services. Senvice provider. Tesekom de Tekkom ce
it are used Outgoing raMic always will be masqueradad (SNAT). % Routing
% _) Firewal Settngs. 41 DHCP Connecton State Connected
e Note3 o . - Network mose FODLTE
s ‘of menu “Interface Configuraton -> Mobde Interface” & Dymamic DNS Connected Band. LTEBAND 7
AV % DatelTeme /NTP [ 262016848886310
# ) Serial Port Seftings. [ Avoiy [ Retrost & SNAP Setings. Signal strength (e8m). 7
carin 1804
) Event Setings LS FRP S Roamig o
+ ) Admnstaton | AT Setrgs
¥ ) Disgnostics =) VPN Local 1P 10.134.101 1787255 255 255.252
(& Save Configuration 3 Serial Port Settngs
5 Logout (admin) . rectace Contaurabon Recsved e e
License information = Data Processing Recswved packets 171
e 0
S Recewed overnun packets. 0
-3 Event Settings Transmitied bytes s
% Dgital O Transmimed packets. 198
mE Transmised ropped pachets o
N Transmited oemin pacess o
2026-10-13 / Edition 1.3 5 s B Acson: (St Comicin] ]
+ ) samessaton

the data (payload) and receiving the status message - also actively closes the TCP
connection. In this case, the idle timeout should be left at zero.

Note: Itis recommended that the Control device - after initiation of the TCP connection, sending
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A2.3 How to send a text message (SMS) with content received from a smart device connected to the Router via Ethernet (2 / 3)

Definition of the communication protocol and process steps to send a text message (SMS)
Status: Router is configured for sending a text message (SMS) via the cellular connection and

listening at its Ethernet interfaces for a TCP connection with configured TCP Port (default
4100).

Step 1: Control device establishes a TCP connection.

Step 2: Controls device sends the data (TCP payload) to be used by the Router for sending an SMS using

this format based on ASCII characters:
SMS;<Phone Number>;<Message Text><Carriage Return><Linefeed>

- Preceding text 'SMS' (Capital letters) for recognition that sent data refers to a SMS message.

- <Phone Number> must start with character '+' followed by numeric characters without any space.

- <Message Text> must be according to allowed SMS characters.

- <Carriage Return><Linefeed> (ASCII codes 0D and 0A) must be sent for recognition that the data
string is completed.

- Semicolon is used as field separator.

Example: SMS;+491733039608;Any message received from connected device<CR><LF>
Corresponding ASCII hex values:

534D 533B2B 3439 ...... ....0D 0A

Step 3: Router responds with one of the listed <ASCII return codes> followed by ASClI-based delimiter
codes 0D 0A (representing <CR> and <LF>).

Step 4: After responding the return code, the Router proceeds listening for next data string.

Note: In the 'System Log’ also an information about the SMS sending process will be stored.

2026-10-13 / Edition 1.3

List of ASCII return codes followed by characters <CR><LF>

0 - Message accepted and delivered (Returns Hex ASCII characters 30 0D 0A)

100 -
107 -
300 -
- SMS ME reserved

- Operation not allowed
303 -
304 -
305 -
- SIM not inserted

- SIM pin necessary

- PH SIM pin necessary
313-
314 -
315-
316 -
317 -
318 -
320 -
321 -
322 -

301
302

310
3N
312

330

Message rejected due to wrong data format (Returns Hex ASCII characters 31 30 30 0D 0A)
Other General problems
ME failure

Operation not supported
Invalid PDU mode
Invalid text mode

SIM failure

SIM busy

SIM wrong

SIM PUK required
SIM PIN2 required
SIM PUK2 required
Memory failure
Invalid memory index
Memory full

- SMSC address unknown
331 -
332 -
340 -
350 -
500 -
510 -

No network

Network timeout

No +CNMA acknowledgement expected

Unknown (Probably SMS service not activated for used SIM card)
Unknown

Message blocked
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A2.3 How to send a text message (SMS) with content received from a smart device connected to the Router via Ethernet (3 / 3)

Example of sending a text message (SMS) via the Router with data received from a PC via a PuTTY Ethernet connection

Step 1: Start a PuTTY terminal session and connect the PC to the Step 3: Input the data (SMS, Phone number and message text) according to the protocol definition.
Router via connection type “RAW (TCP)" and Port to 4100. Press “Strg + m” to add the nonvisible ASCII character “0D” (Carriage Return).
Press “Strg +j” to add the nonvisible ASCII character “0A” (Linefeed).
em Note: After input of <Strg + j/ Linefeed> the Router starts processing the entered data.

I Session Basic options for your PuTTY session

- Logaing Specify the destination you want to connect to
Host Mame {or IP address) Port
152.168.4 253 4100
Connection type:
(JSSH () Serial €@ 0Other:  Raw ~

Load. save or delete a stored session

- Translation
- Selection

Saved Sessions

Step 4: If the Router could forward the SMS successfully to the mobile operator the response
message ‘0’ will appear, followed by nonvisible characters <CR> and <LF>.

nnection Default Settings Load

Proxy Save

Serial Delete
Telnet
i Rlogin
L. SUPDUP Close window on exit:
(O Mways (O Never @ Only on clean exit
About Help Cancel

Additionally, in the System log an information about the SMS sending process will be stored.

\l

Mon Oct 2@ @9:15:12 2825 user.notice script: SMS sent:+491733839783 Testmessage from PuTTY session

Step 2: After pressing button “Open” PuTTY establishes the TCP
connection and waits for entering the data to be sent as SMS
by the Router.

Step 5: Received text message on the target smart phone.

Testmessage from PuTTY
session

+ fie

2026-10-13 / Edition 1.3
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A2.4 How to send a text message (SMS) with content received from a smart device connected to the Router via serial interface (1/ 4)

Connection preparing and Router configuration (1/2)

Inserted

Any control device which sends
the data to be forwarded as SMS.

Serial connection

Data is sent as
serial data stream

| interface

a) Establish a serial connection (e.g. RS232 Null-Modem cable) between Control device and Router’s serial

interface.

b) Configure the Router's mobile connection.

c) Set Internet/WAN connection to “Mobile Interface”.

5 Bty =
Iterface Configuration — Mobile Intertace [
| wwtesCotpon Wobde marsce: Exiseay [N
ot
o [
oo o Caerecen e S PEP—
o v e Corecin Gt ko 1 B o
fornseer i e 085310 S b o o 5 e YL Coton e e 1 cnns o Yok P
i sons -
=t e
e S o o
Evvet e o Pl e e e
sarmaion Franaue g e
Frims e A ¥ e T A vt O o
»
5 Lo el promi s 1 prome sm2
s = =0 e ==
= w2 o
fesbeny ot
st A8 X% 60 40 o—— %0 &
PNy (e pr—

Network Configurstion — Internet | WAN Connection [}

Internet | WAN Connection via: [Vtis irariace v

VO Port Setng (DEsied v
status

Actwe Commecton s

Uk k| Canoact 10 Telebom oo Taekcr o
# etk 10734101.178,.298 25 238 282
Ot Gatiwsy 014101

e e et = o
at

i
fortaca. WAN ot sther & Gaacovatod o can b s 23 560503 LAN Stch st

e Do VAR sy ok ()

nole 3
of e “tecacs Conueston - Mo ntetoce”

 Aooly Jf Retrest

¢) Enable the serial interface and configure/apply the communication settings.

Expand Tree Menu
(1 4 System Information
System Overview
Status Mobile/4G
Status Wireless
Traffic Statistics
1 Interface Configuration
] Network Configuration
_1 Network Services
| Firewall Settings
(5] | NAT Settings
B 4 VPN
u-link
OpenVPN
IPsec
Files / Certificates
=1 _y Serial Port Settings
Data Processing

Serial Port Settings — Interface Configuration [779

Serial Port Enabled « v
PortAlias Porti

Interface Type RS232 -
Baud Rate 115200 -
Data Bits 8 ~
Stop Bits 1 ~
Parity None ~
Flow Control None ~
Performance ® Throughput O Latency

f) Goto menu “Serial Port Settings = Service Mode” and select/apply service mode
“‘Forward received serial data as SMS/Mail”

Network Configuration — Internet/ WAN Connection [

_3 System information
T8 Oysten Ovenden Internet / WAN Connection via: |Mobis intertace v
(% Status Mobile/4G
(5% Status Wiveless WAN Port Seting: [Disabied v
ol IIV‘C action E
Actve Conne
_y Infertace Configuration i ol
(5 LANIWAN Port ey
1 Wirsless LAN Defaull Gateway

Noka ¥ cblermfoce s sulncedfor ket V¥ Commecion o W01 ot oo g com b wond
25 independant mierface. WAN port efthet s deaciivated or can be used a5 58cond LAN swich

Note 2. For
h IS Snices ‘are usad. Culgoing trafic ahways will be masqueraded (SNAT).
e Note 3 C Setti
iote 3. Failove “Connection Settings"
LIV St ‘of menw “Interface Configuraton -> Mobie Interface”
I VPN
) Senal Port Settings
T e v  Avoiy i Retrest |
) Adminsstraton
! Diagnostics.
(& Save Configuration
(& Logout (admin)

System Information — Status Mobile/dG
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[ Expend Tree Mens
+ System nformaton
St Vobii4G
» Nogem
% Stans vress Rovon
5 Toaic Statisscs e
§ Intertce Confguraton
4 LANIWAN Port Actwe M Protie
SiM Card Stae
YL 1ccID:
4 Mole Intetace
3 Network Contiusaton
% Comnecten Regstranon state
+ Network Senvcss
e Connecton Sat
AR Network moce:
= Dymamic ONS Comnected Eand
% DateaTeme /NTP s
&SNP Settings Signal snengh (@8m)
caip:
_J Frewat Settegs Roaming:
J NAT Seftogs
—ven Local P
s SeistPort Setngs
5 Inhetace Contguration Recsved btes:
% Data Processing Recalved pecians
Recaved dropped packes
W Sankca bace overun packets
5 Event Settings Transmeed ytes
% Dot Transmied packets
& Enot Transmied dropped packets:
e e Transmited overun packess
5 s
| Mamesation

Quecks (EC25
EC25EUGARDGADSHAG
BESAEANLSI5

st

£0450200001660396428
491750960260

Regteree, home network
Tolewom s Tekkom ce

10.134.101 178255 255,255,252

e
il

o

]
s
198

0

0

L) Acton: SistResiad Comeciony| [Tl

Expand Tree Menu
=y System Information
System Overview
Status Mobile4G
Status Wireless
Traffic Statistics
] Interface Configuration
Network Configuration
Network Services

Firewall Settings
| NAT Settings
£y VPN

wlink

OpenVPN

IPsec

Files / Certificates
£y Serial Port Settings
Interface Configuration
Data Processing

Serial Port Settings — Service Mode [T

Service Mode: [Forward received serial data as SMS / Mail ! 3

This service mode can be used to forward a text message received from the connected serial device either as SMS
message or as Mail.

Forwarding as SMS

Sending the received data as SMS requires a Router model with integrated cellular modem having an activated mobile
conneciion. The inserted SIM must be released for SMS text messaging

For using this service, the following configuration must be Set in menu Event Settings -> SMS

- Enable *SMS Service"

- Set checkbox *Enable message forwarding via SMS”

- Select *Serial Interface” for remote device connection

Forwarding as Mail

Sending the recsived data as mail requires an Intemet connection and a configured access to a mail account which can
be used to send the mail

For using this service, the following configuration must be set in menu Event Settings -> Mail

- Enable “Mail Event / Forwarding Service”

- Configure section “Mail Server Setiings” including the account which is used as mail sender

- Set checkbox “Enable message forwarding via Mail

- Select “Serial Interface” for remote device connection

Service Mode Please click on button Help’ for detailed information how to use this function.
=y Event Settings

Digital /O m

E-mail

[ _SNMP Traps
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A2.4 How to send a text message (SMS) with content received from a smart device connected to the Router via serial interface (2 / 4)

Connection preparing and Router configuration (2 / 2)

g) Goto menu Event Settings > SMS

= Enable “SMS Service”

= Tick checkbox “Enable message
forwarding via SMS’.

= Select “Serial Interface” for the
remote device connection.

= Click button “Apply” to activate the
settings.

Similar as for “SMS Service via Ethernet” the
Router is now listening at the serial port for an
incoming data string which contains the data for
sending a text message (SMS).

2026-10-13 / Edition 1.3

[® Expand Tree Menu
1= _4 System Information
[E System Overview
) Status Mobile/dG
@ Status Wireless
@) Traffic Statistics
[+ _| Interface Configuration
[+ __| Network Configuration
[+ | Network Services
(= _| Firewall Settings
[ __] NAT Settings
By VPN
[ uink
[ OpenVPN
[ IPsec
) Files/ Certificates
{4 Serial Port Settings
[ Interface Configuration
@) Data Processing
[ Service Mode
[y Event Seftings
@ Digital 110
@ E-mail
[ SNMP Traps
= SMS
= 4 Administration
[ System Settings
@ Backup and Restore
@) Firmware Update
(@ Bootloader Update
[ Reboot
[ Factory Default
£ _y Diagnostics
[ System Log
@ Event Log
& Debug Tools
[ Save Configuration
& Logout (admin)
= License Information

Event Settings — SMS
SMS Service:

SM$ event messaging and device control

SMS Alert / Control Numbers:

Country Code Number (no spaces)

Mobile Number 1-

Mobile Number 2: *I:l

Mobile Number 3=+ |

Send predefined SMS messages based on local device events: |

Hardware Reset (Cold Start):
Software Reset (Warm Start)
LAN Port Link Status Changed:
WAN Port Link Status Changed:
Login Failed:

Wireless Client Associated
Wireless Client Disassociated
Associated to AP (Client Mode):

Mobile Connection establisned (Cnline):
Mobile Connection closed (Offline)
OpenVPN Client connected (Online).
OpenVPN Client disconnected (Offline):
Digital Input changed from OFF to ON:
Digital Input changed from ON or OFF:
Digital Qutput changed from OFF fo ON:
Digital Output changed from ON to OFF:

Disassociated from AP (Client Mode)

Enable reception of SMS control messages: [

Enable Password Authorization:

Password (Use allowed SMS characters):
Initiate Warm Start (Reboot)

Establish/Close Mobile Network Connection:
Establish/Close OpenVPN Client Connection:
Set Digital Qutput ON/OFF:

Get Device Information::

Get Mobile Infernet Status::

Send individual SMS messages based on received content from remote device

Enable message forwarding via SMS: «

Connectivity Settings:

Remote Device Connection via: | Serial Interface v «

Message:

Message:

Message:

Message:

\l
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A2.4 How to send a text message (SMS) with content received from a smart device connected to the Router via serial interface (3 / 4)

Definition of the communication protocol and process steps
Note: The communication protocol is identical to “SMS service” via an Ethernet-based TCP connection.

Status: Router is configured for sending a text message (SMS) via the cellular connection and is
listening at the serial port for an incoming data string which contains the data for sending
a text message (SMS).

Step 1: Control device opens/establishes the serial connection.

Step 2: Controls device sends the data to be used by the Router for sending an SMS using this format
based on ASCII characters:

SMS;<Phone Number>;<Message Text><Carriage Return><Linefeed>

- Preceding text 'SMS' (Capital letters) for recognition that sent data refers to a SMS message.

- <Phone Number> must start with character '+' followed by numeric characters without any space.

- <Message Text> must be according to allowed SMS characters.

- <Carriage Return><Linefeed> (ASCII codes 0D and 0A) must be sent for recognition that the data
string is completed.

- Semicolon is used as field separator.

Example: SMS;+491733039608;Any message received from connected device<CR><LF>
Corresponding ASCII hex values:

534D 533B2B 3439 ...... ....0D 0A

Step 3: Router responds with one of following listed <ASCI| return codes> followed by ASCII-based
delimiter codes 0D OA (representing <CR> and <LF>).
Step 4: After responding the return code, the Router proceeds listening for next data string.

Note: In the 'System Log’ also an information about the SMS sending process will be stored.

2026-10-13 / Edition 1.3

List of ASCII return codes followed by characters <CR><LF>
0 - Message accepted and delivered (Returns Hex ASCII characters 30 0D 0A)

100 - Message rejected due to wrong data format (Returns Hex ASCII characters 31 30 30
0D 0A)

107 - Other General problems

300 - ME failure

301 - SMS ME reserved

302 - Operation not allowed

303 - Operation not supported

304 - Invalid PDU mode

305 - Invalid text mode

310 - SIM not inserted

311 - SIM pin necessary

312 - PH SIM pin necessary

313 - SIM failure

314 - SIM busy

315 - SIM wrong

316 - SIM PUK required

317 - SIM PIN2 required

318 - SIM PUK2 required

320 - Memory failure

321 - Invalid memory index

322 - Memory full

330 - SMSC address unknown

331 - No network

332 - Network timeout

340 - No +CNMA acknowledgement expected
350 - Unknown (Probably SMS service not activated for used SIM card)
500 - Unknown

510 - Message blocked

k‘l
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A2.4 How to send a text message (SMS) with content received from a smart device connected to the Router via serial interface (4 / 4)

Example of sending a text message (SMS) via the Router with data received from a PC via a PuTTY serial connection

Step 1: Start a PuTTY terminal session, set connection type “Serial” and

configure the appropriate serial settings.

2P PuTTY - m] x

Step 4: - Input the data (SMS, Phone number and message text) according to the protocol definition.

- Press “Strg + m” to add — nonvisible character - ASCII character “0D” (Carriage Return).
- Press “Strg +j” to add — nonvisible character - ASCII character “0A” (Linefeed).
After input of <Linefeed> the Router starts processing the entered data.

ﬂ PuTTY Configuration ? x
Category
= Basic options for your PuTTY session
i Logging
£} Teminal i
T agboard Serial ne Speed
Bel [coms | [600
; Features Connection type
7 Window OSSH @ Seral (O Other: | Telnet -
Behaviour Load, save or delete a stored session
j [ Tranlation Saved Sessions
| 0 Selection
Colours
£ Connection Defautt Settings Load =
Data 192.168.50.37
Frony 192.168.50.40 ave
- SSH
i Delete
Teinet
Regin
SUPDUP Close window on ext:
OAways O Never  (® Orly on clean ext
About Help Cancel

COMS - PuTTY - O X
Entered data

Step 5: If the Router could forward the SMS successfully to the mobile operator the

response message ‘0’ will appear, followed by nonvisible characters <CR> and <LF>.

COMS - PuTTY — m} x

Received response code

Additionally, in the System log an information about the SMS sending process will be stored.

\l

Step 3: Press button “Open” to establish the connection (The Router is now waiting for entering the data to be sent as SMS.

Note:

If you have entered any wrong
character it is not possible to
use the backspace key for
correction. This is because any
entered character directly will
be sent to the Router's input
buffer. In this case (wrong and
uncomplete data string) press
“Strg + m” (CR) and “Strg + |
(LF) that the string will be
processed by the Router and
the buffer is cleared to allow for
a new input. Because the
string is incorrect you will
receive error return code 100
followed by CR and LF
indicating an incorrect syntax
of the received string. Now
start again for input the SMS
command.

|Tue Oct 21 18:47:15 2025 user.notice script: SMS sent:+491733839789 Testmessage via PuTTYs serial connection

Step 2: Select menu “Terminal” and enable checkbox “Local Echo = Force on’”.
This echoes your entered characters to see what will be sent to the Router. 0
ﬁ PuTTY Configuration ? X
Category:
= S_essmn Options controlling the terminal emulation
~-Logging Set various terminal options
o Kerboard [2] Auto wrap mode intially o
L Bel [[] DEC Origin Mode initially an
Features [ implict CR in svery LF
=J- Window [ implictt LF in every CR
i Appearance Use background colour to erase screen
+~Behaviour [ Enable blinking text
+ Translation Answerback to E
- Selection |va
Colours
=) Cornection Line discipline options
[~ Date Local echo
2550 Local ine cditi
i~ Serial @ Ao OForceon (O Force off
= Telnet
i~ Rlogin Remote-controlled printing
SUPDUP Printer to send ANSI prirter output to
About Hep Cancel
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Step 6: Received text message on the target smart phone.

Testmessage via PuTTYs serial
connection

D ¢
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A2.5 How to send a Mail with content received from a smart device connected to the Router via Ethernet (1/ 4)

Connection preparing and Router configuration

Any control device which sends

the data to be forwarded as Mail.
Internet connection

via any interface

Ethernet

Data is sent as
TCP payload

a) Provide an Ethernet connection between Control device and Router’s LAN.

b) Configure the Router’s IP settings that both devices can communicate with each other
(test by Ping request).

c) Configure the Router’s Internet / WAN connection (via WAN Port, Mobile Interface or as
Wireless Client) for having access to the Mail Server which is used for sending the mail.

d) Goto menu Event Settings > Mail

= Enable “Mail Event / Forwarding Service”.

= Configure the “Mail Server Settings” which shall be used to forward the received
message text as Mail. The entered data depends on your used mail provider.

= Input an Event Receiver which (for this application note) is used for check of
successful entered mail server settings.

= |n section “Send individual Mails based on received content from remote device’
tick checkbox “Enable message forwarding via Mail”.

= Change default TCP port 4101 if another port number shall be used for the TCP
connection between Control device and Router.

= Set the disconnection behavior of the Router via parameter “/dle Timeout". For
any value > 0 the TCP connection will be closed by the Router after the
configured inactivity time. If 0, the connection never will be closed by the Router.

= (Click button “Apply” to activate the settings.
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[ Advanced Seffings

[ MAC Filter
[ Mobile Interface
(=l _4 Network Configuration
[ IntemelWAN Connection
(=] 4 Network Services
[E Routing
£y DHCP
[E DHCF Senvice
[ DHCP Client List
[© Dynamic DNS
& Date&Time/NTP
[E SNMP Settings
=] 4 Firewall Settings
@ IP Filter (Local Access)
[ IF Filter (Forwarding)
& DDoS Prevention
[y NAT Settings
[E Destination NAT
[El Source NAT
£y VPN
& ulink
[ OpenVPN
[ IPsec
[ Files / Certificates
=1 4y Serial Port Setfings

Event Settings — Mail

[ sMTP Server Address:
SMTP Server Fort:

I secure Mode

User Name:

Password:

\  Sender E-Mail Address:

k‘l

Mail Alert Service based on local device events:

Hardware Reset (Cold Start):
Software Reset (Warm Start):
LAN Port Link Status Changed:
WAN Port Link Status Changed:
Legin Failed:

Wireless Client Associated:
Wireless Client Disassocialed:
Associated to AP (Client Mode):

D from AP (Client Mode):

(& Interface C
@ Data Processing
[E Service Mode
[z _y Event Seftings
[= Digital /O
[ SNMP Traps
& SMS
(= 4 Administration
[ System Settings
(% Backup and Restore
[E Firmuware Update
[ Bootloader Update

& Dobaot

'smip.gmail.com Event Receiver: r 1
s ]! E-Mail Address 1: ‘ [enyuser@weidmueller.cony
E)| | E-Mail Address 2 e 4
mailuser@amail.com . E-Mail Address 3.
ho0000000000000000000005%_| |
mailuser@gmail.com -
........... /
Send E-Mail Send E-Mail
O OpenVPN Client connected (Online): O
0 OpenVPN Client disconnected (Offiine): O
O Digital Input changed from OFF to ON: [ Message Text: |:|
O Digital Input changed from ON or OFF: O MessageText| |
= Digital Output changed from OFF to ON: O MessageText| |
F Digital Output changed from ON to OFF: [ Message Textl:l
o
o

Send individual Mails based on received content from remote device

Enable message forwardipg via Mail: 1

Connectivity Settings: - I

Remote Device Connection vial [ TCP Server Mode - o

TCP Server Port: i 4101 1

Idie Timeout: o [N 0-<7T0 |
\ secs

e) Now the Router is ready for establishing a TCP connection with configured TCP Port (default 4101) by a
remote device. After successful establishment of the TCP connection the Router is listening for
incoming data to be sent as Mail.

Note: Itis recommended that the Control device - after initiation of the TCP connection, sending the data (payload)
and receiving the status message - actively closes the TCP connection. In this case, the idle timeout should

be left at zero.
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A2.5 How to send a Mail with content received from a smart device connected to the Router via Ethernet (2 / 4)

Send a test mail for checking if the entered mail server credentials are b)
configured correctly.

Attention: Before using the mail sent/forwarding feature initially the mail server
connectivity should be tested to ensure that the mail service is working
generally.

a) Click button “Send Testmail”.

Event Settings — Mail

Mail Event / Forwarding Service: [Enabled v
Mail Server Settings
Event Receiver:

E-Mail Address 1
E-Mail Address 2:

SMTP Server Address:
SMTP Server Port:

smtp.gmail.com

465 :| [anyuser@weigmueller.cont ]

Secure Mode: SSL ]
User Name: mailuser@gmail.com E-Mail Address 3:
Password: | XXX X XRUKKKXKLKXKXKLKN,

Sender E-Mail Address: mailuser@gmail.com

Note: The content of the test mail is predefined containing
as subject: “Testmail from Router <Configured System Name>” and
message text: “Hello, this is a testmail from Router <Configured System Name>"

Testmail from Router <IE-SR-2TX-WL-4G-on>

———— @gail.com

Details 1

Hello, this is a testmail from Router <|E-SR-2TX-WL-4G-on>

2026-10-13 / Edition 1.3

Next a new window appears showing a
detailed logging of the mail sending
process.

If message “Mail sent successfully” is
displayed the mail sending process
worked properly and you should check
the mail inbox of the configured target
mail address (Event Receiver) if the test
mail has been received.

k‘l

3F Event Settings — E-Mail Test - Google Chrome

© Nicht sicher  htps://192.168.4.253/en/event_mail_test htm

Result Testmail (Verbose Logging)

railoend  omip cmip gmailoon —port 465 —exl_outh —-or B Ggr=il con pars
e :

com” -sub "Testmail from Router

25-5ep-2026 16:51: w u7
29-5ep-2026 16:51:
29-sep-2026 16:

29-5ep-2026 16:51: as 785
29-5ep-2026 16 9.
25-5ep-2026 16:
29-5ep-2026 16:51: u; sas
29-sep-2026 16:
29-5ep-2026 16:51:49.848
29-5ep-2026 16:
25-5ep-2026
29-5ep-2026 16:
29-sep-2026 16:
29-5ep-2026 16:51:49.849
29-5ep-2026 16:51:49
25-5ep-2026 16:51:49.
29-Sep-2026 16:51:49.890
29-sep-2026 16:
29-5ep-2026 16:
29-5ep-2026 16:
25-5ep-2026
29-5ep-2026 16:
29-sep-2026 16:
29-5ep-2026 16:51:50.231
29-5ep-2026 16:51:50
25-5ep-2026 16:51:50.
29-Sep-2026 16:51:50.561
29-sep-2026 16:
29-5ep-2026 16:51:50.562
29-5ep-2026 16:
25-5ep-2026
29-5ep-2026 16:
29-sep-2026 16:
29-5ep-2026 16:51: sa 564

25-5ep-2026 16:51:50.564
] .

29-5ep-2026 16:51:51.037

w us :

AR RN AV AT ARG A R AR A R R A

2975ep-2026 16:51:51.037:

29-5ep-2026 16:51:51.080:

<IE-SR-2TX-UL-4G-0n>" -mine-type " text/plain”

mailsend v@(#) mailsend v1.17b15
Connecting to smtp.gr
will detect IPva or IPv6 automatically

s

s

Cnaiter: @(#) mailsend v1.17b15 (Unix)
: X-Copyright: BSD. It is illegal to use this software for Spamming

[S] 256 2.0.8 OK 1790693511 a640C23a623a-C2ae84ba822sm647776866b.7 - gsmtp

[c] o

mail.com:465
220 smtp.gmail.com ESMTP a640C23a62f3a-C25e84ba8225m647776866D.7 - gsmtp
mail.com at your service, [91.34.94.253]

7

LOGIN PLAIN XOAUTH2 PLATN-CLIENTTOKEN OAUTHBEARER XOAUTH
250~ ENHANC EDS TATUSCODES

rver does not support AUTH CRAM-MDS
ing AUTH LOGIN
3GVubmVyLmhhe nREYWSULNB 1QGATYWLS LmivbQ==

ZHVib215a2xianpkYX1tZu-=
5 2.7.0 Accepted

e ———
250 2.1.8 OK aaamczzaszfsa c2ae84ba822smE47776866b.7 - gsmtp
0: web .
250 2.1.5 OK aﬁ4ﬂt23552f35 c2ae84baB225m647776866b.7 - gsmtp
354 Go ahead a640c23a62f3a-c2ac84ba822smE47776866b.7 - gsmtp
: Subject: Testmail from Router <IE-SR-2TX-WL-4G-on>

From: | Ggn i
¢ Date: Tue, 29 Sep 2026 16:51:30 10200

ourt
[5] 221 2.0.8 closing connection a648c23a62f3a-c2ae84baB225m647776866b.7 -

-msg-body " /tmp/ma)lhody +cc +bC -log /tmp/test_mail_log

mail.com>

1.com

29-Sep-2026 16:51:51.080

Mail sent successfully ]

If the test mail could not be sent due to
any reason the log window will show
message “Could not send mail”.

Result end.

SF Event Settings — E-Mail Test - Google Chrome

@ Nichtsicher  hetps://192.168.4.253/en/event_mail_test.htm

Result Testmail (Verbose Logging)

mailsend -v -smtp smtp. gma1l com -port 466 -ssl -auth -user _@gmall com -

.de™ -from il.com™ -sub

pass

29-Sep-2026 17:
29-5ep-2026 17:

486

29-5ep-2026 17:04:19.945:
©4:19.945:

9.946:
29-5ep-2026 17:04:24.977:

"Testmail from Router <IE SR-2TX-WL-4G-0n>" -mime-type "text/plain” -msg-body "/tmp/mailbody™
+ce +bc -log /tmp/test mail log

mailsend v@(#) mailsend v1.17b15
Connecting to smtp.gmail.com:466

Will detect IPv4 or IPv6 automatically

Error: Could not connect to SMTP server "smtp.gmail.com” at port

Then please check the error message in(

29-5ep-2026 17:04:24.977:

Could not send mail ]

terms of the failure reason.

Result end.

Note: In this example of an error, the "SMTP server
port" for Gmail was set to 466 (instead of

465), which caused the error message.
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A2.5 How to send a Mail with content received from a smart device connected to the Router via Ethernet (3 / 4)

Definition of the communication protocol and process steps

Status: Router is configured/prepared for sending a mail and listening at its Ethernet interfaces for
a TCP connection with configured TCP Port (default 4101).

Step 1: Control device establishes a TCP connection.

Step 2: Control device sends the data (TCP payload) to be used by the Router for sending a mail using
this format based on ASCII characters:

Mail;<Recipient1,[Recipient2, Recipient3]>;<Subject>;<Body text><Carriage Return><Linefeed>

- Mail Is the preceding constant and defines the message type.

- <Recipientx>:  Mail address(es) of the recipient(s). Maximum 3 addresses are allowed and must be
separated by comma. All mail addresses are used as main address (no CC, no BC).

- <Subject> Content of mail subject.

- <Body Text>  One line body text (use readable ASCII characters).

- <Carriage Return><Linefeed> (ASCII codes 0D and 0A) must be sent for recognition that the data
string is completed.

- Semicolon is used as field separator.

Example 1:
Mail;Recipient1@weidmueller.com;Subject information;Body text, only one line possible.<CR><LF>

Corresponding ASCII hex values:
4D 6169 6C 3B 526563...... ....0D 0A

Example 2 with 3 recipients:
Mail;Recipient1@gmail.com,Recipient2@gmail.com,Recipient3@gmail.com;Subject information;This is
the body text, only one line possible.<CR><LF>

Step 3: Router responds with one of the two listed <ASClI| return codes> followed by ASClI-based delimiter
codes <Carriage Return><Linefeed>

0 - Mail has been sent successfully! (returns Hex ASCII characters 30 0D 0A)
1 - Mail could not be sent! (returns Hex characters 31 0D 0A)

Step 4: After responding the return code, the Router proceeds listening for next data string to be sent as
mail.
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Step 5: Logging and failure management

The history of sent mails are logged and can be retrieved by pressing button “Log".

Send individual Mails based on received content from remote device

Enable message forwarding via Mail: D

‘Connectivity Settings:
Remote Device Connection via TCP Server Mode v
TCP Server Port 4101
Idl Timsout o Jo-3m0
secs
2 Event Settings  E-mail ~ Ml Log - Google Chome - 0

© Nicht vcher  hipe//192.16B.A,253 /on/mailog b

Event Settings — E-mail — Mail Log

Important notes about mail sent errors and failure management:

1. Regarding a mail sent failure only such mail sent activities are stored in the log file for which
the received mail data from the connected device does not meet the protocol specification
(Response: 1 - Mail could not be sent!).

2. For all other issues that a target recipient has not received a mail you need to check the mail
account (Inbox/Sent Mails) which you have configured in section “Mail Server Settings”. The
Router's mail client (daemon) is using this configured mail server account only for the mail sent
process. Therefore, any feedback about undeliverable mails must be checked by login to the
used mail account.
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8 puTTY Configuration

Category:

I Session
i i.logging
- Teminal

- Behaviour
- Translation
- Selection

i - Colours

=I- Connection

sent as Mail.

o 192.168.4.253 - PuTTY

2026-10-13 / Edition 1.3

About Help

User Manual - Industrial Security Router Series |IE-SR-2TX-WL(-4G-EU/-4G-US-V)

Step 1: Start a PuTTY terminal session and connect the PC to the
Router via connection type “RAW (TCP)” and Port to 4101.

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name {or [P address) Port
152.168.4.253 4101|
Connection type:
(85H () Seral @ Cther:  Raw
Load, save or delete a stored session
Saved Sessions
Default Settings Load
Save
Delete
Close window on exit
(O Mways () Never @ Only on clean exit

Open ] Cancel

Step 2: After pressing button “Open”, PuTTY establishes the TCP
connection. Now the Router waits for entering the data to be

A2.5 How to send a Mail with content received from a smart device connected to the Router via Ethernet (4 / 4)

Example of sending a Mail via the Router with data received from a PC via a PuTTY Ethernet connection

Step 3: Input the data (Mail;<Recipient>;<Subject>;<Body text><) according to the protocol definition.

Press “Strg + m” to add the nonvisible ASCII character “0D” (Carriage Return).
Press “Strg +j” to add the nonvisible ASCII character “0A” (Linefeed).

Note: After input of <Strg + j / Linefeed> the Router starts processing the entered data.
== 192, 168.4.253 - P Y s

u

Step 4: If the format of the received data meets the specification the response
message ‘0’ will appear, followed by nonvisible characters <CR> and <LF>.

163 3 - Pu —

Step 5: Check the mailbox of the recipient address if the mail has been arrived.

If not, check the mailbox (Inbox/Sent Mails) of the mail account which the Router uses for
sending the mail.

\l
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A2.6 How to send a Mail with content received from a smart device connected to the Router via serial interface (1/ 4)

Connection preparing and Router configuration

Any control device which sends
the data to be forwarded as Mail.

Serial connection

Data is sent as
serial data stream

T
N JSerial interface
(DB9)

Internet connection
via any interface

a) Establish a serial connection (e.g. RS232 Null-Modem cable) between
Control device and Router’s serial interface.

b) Configure the Router's Internet / WAN connection (via WAN Port, Mobile
Interface or as Wireless Client) for getting access to the Mail Server which

is used for sending the mail.

c) Goto webpage “Serial Port Settings - Interface Configuration”, enable the
serial interface and configure/apply the communication settings.

Expand Tree Menu
1 4 System Information
System Ovenview
Status Mobile/4G
Status Wireless
Traffic Statistics
) Interface Configuration
) Network Configuration
1 Network Services
| Firewall Settings
) NAT Settings
B4 VPN
ulink
OpenVPN
IPsec.
Files / Cerlificates
1y Serial Port Setlings
Data Processing

Serial Port

Serial Port
Port Alias
Interface Type
Baud Rate
Data Bits.
Stop Bits
Parity

Flow Control

Performance

— Interface C

Enabled
Port1
RS232
115200
8

1

None
None

© Throughput O Latency

<

<< <<%
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d) Goto webpage “Serial Port Settings >
Service Mode” and select / apply
service mode “Forward received serial

data as SMS/Mail’

) Goto webpage Event Settings > Mail

Enable “Mail Event / Forwarding
Service’.

Configure the “Mail Server Settings”
which shall be used to forward the
received message text as Mail. The

entered data depends on your used
mail provider.

Input an Event Receiver which (for
this application note) is used for
check of successful entered mail
server settings.

In section “Send individual Mails
based on received content from
remote device” tick checkbox
“Enable message forwarding via
Mail”.

Change parameter “Connectivity
Settings” to selection “Serial
Interface”.

Click button “Apply” to activate the
settings.

Weidmiiller 3£

4 VPN
@ ulink

[ IPsec

B

[ Expand Tree Menu

1y System Information
[ System Overview
[ Status Moblle/dG
[ Status Wireless
@ Traffic Statistics

(111 Interface Configuration

(111 Notwork Configuration

11l | Network Servicas

(61| Firewall Settings

[ ] NAT Seltings

[ OpenVPN

[ Files / Contificates.
1y Serlal Port Setiings

[ Interfaca Conflguration

[% Data Processing

)y Evant Sattings
[ Digital IO
Lo Eomall

Serlal Port Settings — Service Mode 17

=t

Service Mode: (Foiward recolved serlal data as GMS / Mall

This service mode can be used to forward a text message recelved from the connacted serial devica aither as SMS

message or as Mall

Farwarding.

Sending the recaived data as SMS requires a Router model with integrated cellular madem having an activated mobile

connoction. The Inserted SIM must b reloased for SMS text messaging

For using this service, the following configuration must be sat In menu Event Settings -> SMS

- Enable “SMS Sarvice”
- Sot chackbox “Enable message forwarding via SMS"
- Selact “Serlal Interface” for remota device connection

Sonding the rocelved data as mall requires an Interet connaction and a configured access to a mail account which can

be used to send the mall

For using this service, the fallowing configuration must be set in menu Event Settings -> Mall

- Enable “Mall Event / Forwarding Service™

- Configure soction “Mall Server Seltings’ including the account which Is used as mall sender
Mi

Set checkbox "Enable message forwarding via Mail
- Select “Serlal Interface” for remote device connection

Ploase click on buttan Holp' for detalled information how to use this function

Aoy |

(% MAC Filtor
51 Mobile Interface
4 Network Configuration
(3 InternatWVAN Connection
5 4 Notwork Sorvices
(s Routing
(14 DHCP
15 DHCP Service
5 DHCP Client List
(5 Dynamic DNS
(5 Date&Time / NTP
(51 SNMP Settings.
_4 Firewall Settings
(s 1P Filtor (Local Accoss)
(s IP Filter (Forwarding)
() DDoS Pravention
4 NAT Settings
() Destination NAT
[ Source NAT
§ VPN
(s wink
(5) OpenVPN
s IPsec
(% Files / Certificates
1 Serlal Port Sattings
(s Intertace Configuration
(4 Data Processing
s Sorvice Modo
§ Event Sottings.
(5 Digital /O
) s
(51 SNMP Traps
) SMS
4 Administration
(5 Systom Settings
% Backup and Restore

Event Settings — Mail W

Mail Event / Forwarding Servicer

Mall Server Settings

_’ SMTP Server Address. [smtp gmail com 1 Event Recelver:
SMTP Server Port. (465 ] - E-Mall Address 1

. Secure Mode [EE v 1 E-Mail Address 2

1 User Name: |mailuser@gmail com Il o E-Mail Address 3.
Password. [0000000000000006006006_|

“L Sender E-Mall Address [malluser@gmal com |

D it R =

Mail Alert Service based on local device events:

Hardware Reset (Cold Start):
Software Reset (Warm Start): o
LAN Port Link Status Changed, (
WAN Port Link Status Changed

Login Falled:

Send E-Mall
[ OpenVPN Client connected (Oniine)
OpenVPN Client disconnected (Offine)
Digital Input changed from OFF to ON
Digital Input changed from ON or OFF
Digital Output changed from OFF 1o ON

Wireless Client Associated

Wireless Cliont Disassociatod: ‘
Assoclated o AP (Client Mode):

Disassociated from AP (Client Mode)

DigHtal Output changed from ON to OFF:

Send individual Mails based on received content from remote device

Enable message forwarding via Mail:

Connectivity Settings:

[ Loo ]
—oooon N

Remote Device Connection via: |

| Acoly I Reset |

Message Toxt |
Message Text |
Messago Toxt |
Message Toxt |

f)  Now the Router is listening at the serial port for an incoming data string which contains
the content for sending a Mail.
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A2.6 How to send a Mail with content received from a smart device connected to the Router via serial interface (2 / 4)

Send a test mail for checking if the entered mail server credentials are configured

correctly.

Attention: The mail server connectivity should be tested initially to ensure that the mail

service is working properly.

Note: The procedure for testing the used mail account is the same as described for sending

mails based on the received content via an Ethernet-based TCP connection.

a) Click button “Send Testmail”.

Event Settings — Mail

Mail Event/ Forwarding Service: [Enabled v

Mail Server Settings

SMTP Server Address:
SMTP Server Port:
Secure Mode:

User Name:
Password:

Sender E-Mail Address:

smtp.gmail.com

465

SSL v
mailuser@gmail.com

| XOOQCCXXERNHX X RIXLXKKILKK
mailuser@gmail com

Event Receiver:
E-Mail Address 1

E-Mail Address 2:
E-Mail Address 3:

Note: The content of the test mail is predefined containing
as subject: “Testmail from Router <Configured System Name>" and
message text: “Hello, this is a testmail from Router <Configured System

Name>"

[Enyuser@wepmuelier con

[

Details 1

Testmail from Router <IE-SR-2TX-WL-4G-on>

isei—— ©gmail.com

Hello, this is a testmail from Router <IE-SR-2TX-WL-4G-on=

2026-10-13 / Edition 1.3

k‘l

3F Event Settings — E-Mail Test - Google Chrome

Next a new window appears showing a
detailed logging of the mail sending
process.

If message “Mail sent successfully” is
displayed the mail sending process
worked properly and you should check
the mail inbox of the configured target
mail address (Event Receiver) if the test
mail has been received.

© Nicht sicher  htps://192.168.4.253/en/event_mail_test htm

Result Testmail (Verbose Logging)

railoend  omip cmip gmailoon —port 465 —exl_outh —-or B Ggr=il con pars
e :

com” -sub "Testmail from Router

25-5ep-2026 16:51: w 477

29-5ep-2026 16:51
29-5ep-2026 16:51
29-5ep-2026 16:51
25-5ep-2026 16:51
29-Sep-2026 16:51

29-5ep-2026 16:51
29-5ep-2026 16:51

29-5ep-2026 16:51
29-5ep-2026 16:51

29-Sep-2026 16:51
29-5ep-2026 16:51
25-Sep-2026 16:51:50. 554

25-5ep-2026 16:51:50.564
] .

29-5ep-2026 16:51:51.037

<IE-SR-2TX-UL-4G-0n>" -mime-type "text/plain” -msg-body " /tmp/ma)lhody +cc +bC -log /tmp/test_mail_log

8: Connecting to smtp.gmail.com:465
¢ Will detect IPva or IPE automatically

29-5ep-2026 16:51:49.891:

: Subject: Testmail from Router <IE-SR-2TX-WL-4G-on>

G
362 Date: Tue, 25 Sep 2026 16351150 0200

: X-Copyright: BSD. It is illegal to use this software for Spamming

2975ep-2026 16:51:51.037:

29-5ep-2026 16:51:51.080:

mailsend v@(#) mailsend v1.17b15

5] 220 swtp.gmail.com ESMTP a640C23a62f3a-C2ae84bas225m647776866b.7 - gsmtp
EHLO localhost

250-smtp.gmail.com at your service, [91.34.94.253]

256-SIZE 35882577

250-8BITHINE

250-AUTH LOGIN PLAIN XOAUTH2 PLATN-CLIENTTOKEN OAUTHBEARER XOAUTH
250~ ENHANC EDS TATUSCODES

256-PIPELINING

256~ CHUNKING

250 SMTPUTF8

rver does not support AUTH CRAM-MDS

ing AUTH LOGIN

AUTH LOGIN

334 VXNlemShblUs

3GVubmVyLmhhe nREYWSULNB 1QGATYWLS LmivbQ==

334 UGFzc3dvcmQs

ZHVib215a2xianpkYX1tZu-=

AR RN AV AT ARG A R AR A R R A

35 2.7.6 Accepted
MAIL FROM: s nail . con>

230 2.1.0 OK 2640C23362133-C2ae34b3822506477760650 .7 - gancp
RCPT TO: web .

250 21,5 OK 84023062 o0 c2ac4baB22sn64777666D. 7 - gsmtp

DATA
5] 354 Go ahead a648c23a62f3a-c2ac84ba822sm647776866b.7 - gsmtp

From @gnail.con

Cnaiter: @(ﬂ)emalisehd V1.17b15 (Unix)

[S] 256 2.0.8 OK 1790693511 a640C23a623a-C2ae84ba822sm647776866b.7 - gsmtp
[c] qurT
[5] 221 2.0.8 closing connection a648c23a62f3a-c2ae84baB225m647776866b.7 -

29-Sep-2026 16:51:51.080

Mail sent successfully ]

If the test mail could not be sent due to
any reason the log window will show
message “Could not send mail”.

Result end.

SF Event Settings — E-Mail Test - Google Chrome

@ Nichtsicher  hetps://192.168.4.253/en/event_mail_test.htm

Result Testmail (Verbose Logging)

mailsend -v -smtp smtp. gma1l com -port 466 -ssl -auth -user _@gmall com -

.de™ -from il.com™ -sub

pass

486

"Testmail from Router <IE SR-2TX-WL-4G-0n>" -mime-type "text/plain” -msg-body "/tmp/mailbody™
+ce +bc -log /tmp/test mail log

29-5ep-2026 17:04:19.945: mailsend v@(#) mailsend v1.17b15

29-Sep-2026 17:04:19.945: Connecting to smtp.gmail.com:466

29-5ep-2026 17:04:19.946: Will detect IPv4 or IPv6 automatically

29-Sep-2026 17:04:24.977: Error: Could not connect to SMTP server "smtp.gmail.com” at port

Then please check the error message in

29-5ep-2026 17:04:24.977: Could not send mail ]

terms of the failure reason.

Result end.

Note: In this example of an error, the "SMTP

server port" for Gmail was set to 466
(instead of 465), which caused the error
message.
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A2.6 How to send a Mail with content received from a smart device connected to the Router via serial interface (3 / 4)

Definition of the communication protocol and process steps (Specification same as for mail sending via Ethernet / TCP)

Status: Router is configured/prepared for sending a mail and listening at the serial port for an
incoming data string which contains the data for sending a Mail.

Step 1: Control device opens/establishes the serial connection.

Step 2: Control device sends the data to be used by the Router for sending a mail using this format based
on ASCII characters:

Mail;<Recipient1,[Recipient2, Recipient3]>;<Subject>;<Body text><Carriage Return><Linefeed>

- Mail Is the preceding constant and defines the message type.

- <Recipientx>:  Mail address(es) of the recipient(s). Maximum 3 addresses are allowed and must be
separated by comma. All mail addresses are used as main address (no CC, no BC).

- <Subject> Content of mail subject.

- <Body Text>  One line body text (use readable ASCII characters).

- <Carriage Return><Linefeed> (ASCII codes 0D and 0A) must be sent for recognition that the data
string is completed.
- Semicolon is used as field separator.

Example 1:
Mail;Recipient1@weidmueller.com;Subject information;Body text, only one line possible.<CR><LF>

Corresponding ASCII hex values:
4D 6169 6C 3B 52 65 63...... ....0D 0A

Example 2 with 3 recipients:
Mail;Recipient1@gmail.com,Recipient2@gmail.com,Recipient3@gmail.com;Subject information; This is
the body text, only one line possible.<CR><LF>

Step 3: Router responds with one of the two listed <ASCI| return codes> followed by ASClI-based delimiter
codes <Carriage Return><Linefeed>

0 - Mail has been sent successfully! (returns Hex ASCII characters 30 0D 0A)
1 - Mail could not be sent! (returns Hex characters 31 0D 0A)

Step 4: After responding the retumn code, the Router proceeds listening at the serial port for next data string
to be sent as mail.
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Step 5: Logging and failure management

The history of sent mails are logged and can be retrieved by pressing button “Log".
Send individual Mails based on received content from remote device

Enable message forwarding via Mail:
Connectivity Settings:
Remote Device Connection via: Serial Interface v

3 GyentSetings = -l Mal Log - Google Cvome =e

© Nicht vcher  hipi//192.168.4,253/en/mailog

Event Settings — E-mail — Mail Log

Important notes about mail sent errors and failure management:

1. Regarding a mail sent failure only such mail sent activities are stored in the log file for which
the received mail data from the connected device does not meet the protocol specification
(Response: 1 - Mail could not be sent!).

2. For all other issues that a target recipient has not received a mail you need to check the mail
account (Inbox/Sent Mails) which you have configured in section “Mail Server Settings”. The
Router's mail client (daemon) is using this configured mail server account only for the mail sent
process. Therefore, any feedback about undeliverable mails must be checked by login to the
used mail account.
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A2.6 How to send a Mail with content received from a smart device connected to the Router via serial interface (4 / 4)

Example of sending a Mail via the Router with data received from a PC via a PuTTY serial connection

Step 1: Start a PuTTY terminal session, set connection type “Serial" and configure Step 3: Press button “Open” to establish the serial connection. The Router is now waiting for entering the data to be sent

the appropriate serial settings. as SMS.
R PuTTY Configuration 7 x @ PUTTY - o X
Category
=-} w otignsfor nurPu'lTYq&w
Logging Speciy the destination you want to connect to
= Teminal
i Keyboard Serial lne Speed
- Bel [coms | [o800 | . o
s Connecton ype Step 4: - Input the data (SMS, Phone number and message text) according to the protocol definition.
= Window e T T =T 2T I » Ll “ ” :
- sopesace - Press “Strg + m” to add — nonvisible character - ASCII character “0D” (Carriage Return).
i Behaviour Load, save or delete a stored session 1 " il [ ” H
| Tordsion s s - Press “Strg + j” to add — nonvisible character - ASCII character “0A” (Linefeed).
- Selection . . . N
..... Colours - After input of <Linefeed> the Router starts processing the entered data. Note:
& Connecion e Load If you have entered any wrong
" Data 192.168.50.37
o 1521685040 e 2 Coms - puTTY - o x chare:}ctebr, itkis not plfssifble to
~ Seral 225 use the backspace key for
e correction. This is because any
..... SUPDUP e entered character dlrt?ctily will
be sent to the Router's input
= i e Step 5: If the Router could forward the SMS successfully to the mobile operator the response SR IIDE AL E

Step 2: Select menu “Terminal” and enable checkbox “Local Echo = Force on”.
This echoes your entered characters to see what will be sent to the Router.

2026-10-13 / Edition 1.3

uncomplete data string) press
“Strg + m” (CR) and “Strg + j’
(LF) that the entered data will
be processed by the Router

message ‘0’ will appear, followed by nonvisible characters <CR> and <LF>.

BB COMS - PuTTY — O Y -

B8 PuTTY Configuration X - — P ——— e —— and the buffer is cleared to
Categny _ e allow for a new input. Because
e g p” Vaniﬁi;:ﬁ:':f:he'mm' smiaton Received response code the string is incorrect you will
1 Keyboard [l vt wrap mace intialy on receive error return code 100

sl EF? = Mmé:f;”v = followed by CR and LF
s Inpict CRin eve e ,
=5 Window [limplcit LF in every CR indicating an incorrect syntax
Appearance Use background colour to erase screen . .. . . . i i
Behaviour [ Enable binking e Step 6: Check the mailbox of the recipient address if the mail has been arrived. of the received string. Now
|| Tondsion ‘mwmk 0 E: input the data again to be sent
% Sekecion o ;
Coours . . . . as Mail .
& Comnection P If not, check the mailbox (Inbox/Sent Mails) of the mail account which the Router uses for
Deta Local echo ding th il
Proxy Ohto @Forceon | OForosof sending the mail.
= gSH‘ gca\ line: edm &
e Auto Force on Force off
Pl . Additionally, check the Mail log by pressing button “Log” on webpage Event Settings = Mail .
SuPDUP Printer to send ANS| printer ovtput to
> Send individual Mails based on received content from remote device
About Help Cancel Enable message forwarding via Mail:

Connectivity Settings:

Remote Device Connection via Serial Interface v
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