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2. Warning and disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled devices.
Such hazardous events can result in death and / or serious injury and / or property damage. Therefore,
there must be provide safety equipment/ electrical safety design or other redundant safety features that are
independent from the automation system.

Disclaimer

This Example / Application Note does not relieve you of the obligation to handle it safely during use,
installation, operation and maintenance. Each user is responsible for the correct operation of his control
system.

By using this program example / application note prepared by Weidmdller, you accept that Weidmdller
cannot be held liable for any damage to property and / or personal injury that may occur because of the
use.

Note

The application examples do not represent customer-specific solutions, they are simply intended to help for
typical tasks. The user is responsible for the proper operation of the described products. This application
example does not relieve you of the obligation of safe use, installation, operation and maintenance.
Application examples are not binding and do not claim to be complete in terms of configuration as well as
any contingencies.

By using this Application Example, you acknowledge that we cannot be held liable for any damages beyond
the described liability regime. We reserve the right to make changes to this sample application at any time
without notice.

In case of discrepancies between the proposals in the application example and other Weidmduller
publications, like manuals, such contents always have more priority to the examples.

We assume no liability for the information contained in this document. Our liability, for whatever legal
reason, for damages caused by the use of the examples, instructions, programs, project planning and
performance data, etc. described in this application example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is necessary to
implement (and maintain) a complete state-of-the-art industrial security concept. The customer is
responsible for preventing unauthorized access to his equipment, systems, machines and networks.
Systems, machines and components should only be connected to the corporate network or the Internet if
necessary and appropriate safeguards (such as firewalls and network segmentation) have been taken.
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3. Abstract

The guide contains instructions how to create an OPC UA server on the UC20-SL2000-OLAC. It
explains how to setup a u-create PROCON-WEB visualization as an OPC UA client and how to
connect to the controller.

4. Requirements
To create a visualization project for UC20-SL2000 please install the latest versions of the

necessary development tools u-create studio and u-create PROCON-WEB. You might also use
an alternative OPC UA client.

- u-create studio 01.20.2 or later

- u-create PROCON-WEB Designer 6.4 or later

- OPC UA Server Runtime License (e.g. U-CREATE-STUDIO-RT-OPCUA or similar)
- amicro SD card is required to flash the controller

5. Workflow

5.1. Create atarget with optional software unit OPC UA Server

If the target image that currently running on your controller does not contain the OPC UA software
unit, create a new target and install the software unit on the controller. This is explained in detalil
in QSGO0006. The screenshot below shows the configuration used in this example.

QSG0001 pracon web.project* - u-create studio - [m] X
File Edit View Project Build Online Debug Tools Window Help A4
e E [ R (=R Al A G E 2R ®
Devices ~ 2 x
F© uc20 SL2000 OLAC EC [Disc 1 ) Create Target
Tyt
= Copy
@@ Paste Name: luczo_sL2000_0LAC_EC
-@)X Delete
= Refactoring B Description:
Properties... Destination: ]
3 Add Object 4 Save relative path:
D Add Folder. Warning! Current destination is no root folder of a removeable device
Add Device Optional Software Units § Compatibility Settings
£ Update Device...
=00 Edit Object Network settings ETH 0
E . . B—
[ Create Target . Optional Software Units E—
s e S mulation PLC Name: UC20-512000-OLAC-EC 0o—
Software Update. T
DHCP: o]
Add/Remove Software Units... e — %] OPC UA Server 2.30.4
& Connect P address: 792 . 768 . 101 . 100 OPC UA Server supporting data access for VariableServer - variables
— O ——
. '(_( nect Subnet mask: 255.255.255. 0 [X] OPC UA Server option: allow no security
& Login — This package disables security for OPC UA Server
Reset Origin Device [UC20_SL2000_OLAC_EC] Default gateway: | 192. 768.. 107 . 1
8 Device Manipulation [ Long-term diagnostic monitor 2.0.1
Long-term device resource monitoring for diagnostics.
[ Modbus Server 1.2.3
Modbus TCP Server
[J Node-RED 1.1.0
Show all Software Units [ O | oK Cancel
< >

Please note that OPC UA Server option: allow no security is checked as well in this example.
This allows to evaluate the OPC UA functionality without any authentication required.
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5.2. Configure the controller

1. Use a web browser to navigate to the u-control web interface (http://192.168.101.100 as
default) and login:

£ DevAdmin

Device Administration

Username:  Administrator

Password: iobechanged 525]

The default credentials are:
User: Administrator
Password: tobechanged

2. Change to the tab Config and set the Time and Date.

& DevAdmin one. [NRR sickuP
O™ Device Administration RESTORE

Network Hostname:

Hostname: UC20-SL2000-0LAC-EC

Interface Ethernet0:

DHCF: O

IP Address: 192.168.101.100
Netmask: 255.255.255.0
Gateway 192.168.101.1

DN&-Server 1

DNS-Server 2

Time, Date and Timezone:

Time: 11:22:21

Date: 2019-12-04

Area: Europe i
CityZone Berlin ~

3. Change to the License tab and activate your OPC UA license and runtime license.
(Skip this step if you have already activated your license)
4. Reboot your controller.
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5.3. Create a PLC program for OPC UA communication

1. Open u-create studio and create a new project.

2. Right-click on the application in the device tree and create a symbol configuration.
|| OPC_UA.project - u-create studio
File Edit View Project Build Online Debug Tools Window  Help
e HIS Ry Y B e 18 |4
Devices ~ 0 X g Task @ Task Configuration EO
= orc_ua ~ || Bo ucao-stan00-oLacEc gF Communication sett]
= UC20_SL2000_OLAC_EC [Disconnected]
o e UC20_SL2000_OLAC_EC Conf
8 Expert Entries
& Message Editor General
=Bl pLc Logic
= . - | |
{ O} Applicatior . | Application for 1/O (application
LIH Library "" handling PP
By Copy
% POU (PR Simulate 10 | o |
= [B Task Co Paste
B Tasf ¢ Delete
% E?:_::n:;m Refactoring »
= )
I® svseus f2 Properties...
|J Add Object 4 | £ Application..
) Add Folder... Qg DUT...
_.T Edit Object External File...
2 Login @ Global Variable List...
=2 Interface...
“ Metwork Variable List (Receiver)...
@ Network Variable List (Sender)...
T Persistent Variables...
& POU..
#]  POU forimplicit checks...
|' % Symbeol Configuration...
&8 Trace..
3. Select the option Support OPC UA Features
Add Symbal Configuration X
BB (Createa remote access symbol configuration.
Name:
|Symbo| Configuration
[] Indlude Comments in XML
I Support OPC UA Features I
Client side data layout
() Compatibility Layout
(@) Optimized Layout
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4. Click Build to update the symbol configuration and to select variables.
Note: Only variables that are used in the program are available in the Symbol
configuration.
5. Configure the variables that should be visible for the OPC UA client.
Fle  Edit  View Project Build Online  Debug Teols Window  Help
B &« #h L 44 0 AU =
Devices +~ 01 X B Task [ Task Configuration fo ucao_sL2000_OLAC_EC @ o
== grC LA i View ~ | [¥¥] Buid ] | B} Settings ~ Tools -
= J© uc20_sS12000_0LAC_EC [Disconnected] Changed symbaol configuration will be transferred with the next download or online change
H f E:(apg;isll::ts'ies Symbols Access Rights Maximal  Attribute  Type M
E Message Editor 0 Constants
= B pLc Logic =
- 5 Application # iTestInt K £ INT
@ Gl ¢ sTestStr ) i STRING
D:E Library Manager # xTestBool £ R4 BOOL
% POU (PRG) H-[] IoConfig_Globals

= @ Task Configuration
= @ Task
& pou
% Ethernet X1
5= ECAT X2
B svseus

B8 symbal Configuration

6. Once you've finished cre

ating your program, select Build and Generate code to create

the OPC UA variables for the client.

OFC_UA.project™ - u-create studio

File Edit View Project | Build | Online Debug Tools Window

= & v ; Build F11 f
Rebuild
Devices Generate code | @ Tak
=45 orC LA Clean b4 Build | £ S
= ﬂo UC20_SL2000_0OLAC | Clean all ol configuratio
* 037 Diagnostics
W Expert Entries H Symbols

7. Download the project to the controller.
W Help
7 [@]le a5
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5.4. Create an OPC UA client with u-create PROCON-WEB
1. Open the PROCON-WEB Designer and create a new SCADA project.

2. Expand Process connection in the project tree and open Tag. Open the Driver

selection and select the OPC UA client driver.

Diriver Selection

Iz Active + Name + Descripticn -+ Parameter
A On this line for each column, a filter can be set. .

7 | BECKHOFF TwinCAT Treiber zum Datenaustausch per.. | Click to edit
8 | 35 ARTI (Veraltet, besser 35 PLC-Handle_..  Click
9 O ELAU Diagnose Treiber fur "ELAU-Diagnose Click to
10 | SSI PEEM Treiber "551 PEEM Click to edit
11 n NGKF2 Treiber "NGKFPZ Click to edit
12 O 35 PLCHandler Treiber "35 PLCHandler Click to edit
13 | BECKHOFF Symbel Treiber "BECKHOFF Symbeol Click
14 O MeodbusOnTCP Treiber einer W Click to
15 O Modbus RTU (COM) Treiber einer Click to edit
16 O Treiber "B Click to edit
17 O Treiber "Univ Click to edit
18 | DOMING TCP Treiber "DOMINO TCP Click to edit
19 | SIMOTION OAMIIF Treiber Simotion-Steverungen db..: Click to
20 O Mapping Mapping-Treiber Click to
21 | OPCClient Trei OPC-Client Click to
2 Clicktoedit |
73 O Click to edit
W — B n e

3. Select the PLC Import and select the OPC UA driver and push Add.

Filter Line

Ho o=
PROJECT ENVIRONMENT COMMONTOOLS TAG
Class Edito on

] Ld
1100° 3.141 abcd H:Iﬂ
o @ PLCImport Group by Box

Bocl Num String Show
iy Reorganize Indices Columns ~
Create View Advanced Table View
Project tree * | 4 Startpage #HTag % *QPLCtagimport X
Fifter ]

4 VisuDesigner Numeric class: | DefaultMumericClass ~

ﬂ‘- Startpage
4 Global Dictionary
4 Localisation
3% Runtime
E_‘fj System dialogs
4 Project (Test_OPCUA)
® Source Control
E File management

[] Take Min/Max from PLC

Symbol
%

+ ImportParameter

On this line for eac

olumn, a filter can be set.

Izl Local Dictionary
[1#~ Plantstruct

3 'ﬂ- Configuration

B ... UserManagement

el ﬁ Process connection
E_‘a Configuration
@ Tag-Unit
] Tas |
@ Systemtag
@ Struct

Boolean class: DefaultBooleanClass ~
[] Take Mumber of decimal places from PLC

+# Action

Test_ OPCUA.pwd [SCADA ||

[Ammm]

==
o = H
Fitto Fitto  Reset
Screen  Content

Column Size

Import settings

String class: | Driver:

[] Take comment from PLC

Delete

+ B Name

Ac Project Path
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4. Enter the OPC UA server address (the plc’s address, opc.tcp://192.168.101.100:4842 as
default) in the URL box and connect to the server.

OPC-UA Treiber Import

X
Import-Parameter
VErpmden
Beschreibung Wert
URL opcicp://192.168.101.100:4842 Trennen L
Benutzer i ' i
P 4 verwenden
asswort
Unterknoten nach
Aeprie) [] Auswzhl autom.
durchsuchen
Info

Verbindung zum OPC-UA Server (URL: opc.tcp://152.168.101.100:4842) hergestellt !!

Auswahl

=3¢ OPC-UA Server {opc tcp.//192.168.101.100:4842)
- 1# DeviceSet

- 1# DeviceTopology

[E

[E

Objekt-Parameter

+-[ ¥ KeControl Everts
+-[ ¥ KeControl Functions

- 1#s KeControl Variables
=-[ s APPL

{1# Application

2-pAes GUL
o[l 44 Testint
A be sTestStr
{lyag xTestBool
{1#s MEM
- ¥ 5Y5
(1% NetworkSet

- 1# Server

5. Select the variables that should be used in the project and apply the changes. Then go
back and push “Read Symbols”. Now it is possible to import the variables to the project.

2R = Rl

Test_OPCUA.pwd [SCADA (Windows)] - PRO(
PROJECT ENVIRONMENT COMMONTOOLS  TAG
Class Editor | #© Driver Selection ﬁ Filter Line % % ﬁ
11001 3.141 abede 4
Bool Mum String *@ PLCimport Show W] Sl Fitto  Fittc  Reset
ﬂ Reorgamze Indices Columns = Screen  Content
Create View Advanced Table View Column Size
Project tree 7| ¥ Startpage #[Tag * *@PLCtagimpot %
P Numeric clsss Boolean class String class:| DefaultStringClass [v] [ Manageclasses |
4 Startpage [] Take Min/Max frem PLC ~ [] Take Number of decimal places from PLC [ Take comment from PLC @
52| Global Dictionary .
e, Symbol A ImportParameter A Action £ Name A
E_En‘ Runtime Y& | On this line for each column,  filter can be set. P [
ER) System dialogs 4 KeControl Variables APPL Application GWL xTestBool Minintern=1', MinExten=0_. [EITt
4 Project (Test OPCUA) 12 KeControl Variables_APPL_Application_GVL._sTestStr Min|ntern=-999393999999 .
) Source Contral i3 KeControl Variables APFL Application GVL iTestint Minintern="-32768", MinExt. [ )
E File management
[l Local Dictionary
] Plantstruct
> £ Configuration
3 .'. UserManagement
4 oy Process connection
Eg Configuration
] Tag-Unit
[ 7-o |
1 Systemiag
# Struct
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6. Once you've finished creating your visualization, click Create to build it. Start browser
opens the visualization in your default web browser as shown below.

Ho-on-=
PROJECT ENVIRONMENT COMMONTOOLS

{jl 8 Open Project H Save Project ‘;‘ !ii Open Library \
X Delete Project | B4 SaveProjectAs | 8% CloselL

New 3 Backup Te.‘-:t

Project [® Close Project -

Project Libran mport / Export ey T

S Start browser

P http://der0241:16700/

String:  test program OPC-UA

Int: 10

Boaol:

[ OPC_UA project - u-create studio
Eile Edit View Project Build  Online Debug Tools Window  Help

2= BBRLIA T RE T B aIE >R D
Devices ~ I X @ v POU x |JO UC20_SL2000_OLAC_EC [ Task Config
== QPC_LA4 - UWC20_SL2000_0LAC_ECApplication.POU

- §© ucao_s1L2000_oLAC_EC [Run] (UC20-SL3
+ ’JS? Diagnostics
@ Expert Entries
@ Message Editor
= E[l PLC Logic [logged on]
- (3 Application [Run]
& on
D:E Library Manager
2 rou (FRE)
il Symbol Configuration
+ @ Task Configuration

Expression

% Ethernet %1

= ECAT X2 2

I svseus 2|+ GVL.iTestInt 30 ] :
a gvl. sTestSt_ test program OPC-UA';
g gvl.xTestBool IEE := TRUE;
7 RETURN
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